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TOM TAT
Bai b&o nay nghién citu vé mét phirong phdp phat hién virus dua trén gidi thudt cia hé mién

dich nhan tao (AIS), két hop Véi théng tin duoc trich xudt tir cdu tric Portable Executable (PE) cia
C4cC tdp tin trén hé diéu hanh Windows, nham gitp giam chi phi trich xudt dic trung tir viéc dung
ddc trung cua cau tric PE va tang thém sw da dang cia cac bg phét hién théng qua giai thugt hé
mién dich nhan tao. Phwong phdp da duwoc thuc nghiém véi cac bé diz liéu va cac bé phan 16p khéc
nhau (SVM, Naive Bayes va Decision Tree). Két qua thuc hién cho thdy dg chinh xac ciia phuong
phép c6 thé dat lan leot 89,25%, 79,93% va 87,38% khi sir dung SVM, Naive Bayes va Decision
Tree trong giai doan phan lop.

Tir khoa: AlS, ciu trlc PE, phat hién virus may tinh.
ABSTRACT

Computer virus detection method based on artficial immune system
with information from PE structure from files on Windows

This paper presents a computer virus detection based on algorithms of artificial immune
system (AIS) with information extracted from the Portable Executable (PE) structure of Windows
PE files to reducing the cost of feature extraction via using features from the PE structure and
increasing the variety of detector set by AIS. The proposal method is evaluated with multiple data
sets and different classification methods (including SVM, Naive Bayes and Decision Tree). The
Accuracy of the proposal methods can reach 89.25%, 79.93% and 87.38% when using SVM, Naive
Bayes and Decision Tree in classification respectively.

Keywords: AlS, PE structure, computer virus detection.

1. Mé dau

Ngay nay, virus may tinh that su 1a mbi nguy hiém va gay ra nhiéu thiét hai. Khong
nhitng thé, sb lugng caa chdng lai ting cuc ki nhanh. Do do6, dé giam thiéu thiét hai tir
virus, nhiéu nha khoa hoc cdng nghé thong tin da va dang cd gang nghién ctiu cac phuong
phap khac nhau dé phét hién virus may tinh.
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Trong phét hién virus méy tinh, hai phuong phap phat hién virus kinh dién nhét 1a
phuong phép dua trén chit ki va phuong phap dya trén hanh vi. Nhung so véi thoi diém
hién tai, hai phuong phép nay khong du t6t dé giai quyét van dé cia virus. Phuong phap
dua trén chir ki co ban c6 nhugce diém la khdng thé nhan dang duoc cac virus chua biét
(méi hoic 14 bién thé cia virus trudc d6). Trong khi d6, phuong phap duya trén hanh vi mac
du c6 thé phat hién duoc cac virus chua biét dya trén chudi hanh vi cua tap tin nhung chi
phi @é phan tich caa phuong phap nay rat ton kém.

Do d6, gin day, dé tim ra cac phuong phéap tot hon, nhiéu phuong phap méi duya trén
khai théc dir liéu, may hoc, thdng k&, hé mién dich nhan tao d& dwoc cac nhiéu khoa hoc
quan tim. Di theo xu huéng d6, bai bao nay ciing s& tiép can theo husng phét hién virus
méi dya trén cac giai thuat caa hé mién dich nhan tao két hop voi thong tin duoc trich xuat
tir cau tric PE cua tap tin trén hé diéu hanh Windows, hi vong s& dong gop vé nghién ctu
thir nghiém mot cach tiép can mai vai viéc két hop gia tri cua dit liéu PE trong phét hién
virus va kha nang xay dung, da dang hoa cac b phat hién (detector) cua AIS khi lugng dix
lieu huan luyén con han ché so véi luong dir liéu thuc té trong phat hién virus may tinh
trén hé diéu hanh Windows.

2. Céc cdng trinh lién quan

Nhu d& d& cap, hién tai ¢6 nhiéu phuong phap méi dua trén khai théc di liéu, may
hoc, hé mién dich nhan tao da duoc nghién ciru [1], [2]. M6t s6 vi du nhu sau:

R.Chao va cong su [3] da xay dung mét hé thdng phét hién virus ma trong hé thong
d6 cac chudi nhi phan caa tap tin virus va tap tin sach s& duoc trich xuét. Sau do, cac chudi
nhi phan nay trai qua qué trinh chon loc &m tinh (NSA), CLONALG (giai thuat nhan ban),
va may hoc (st dung SVM, KNN, RBF networks).

Bai bao [4], ¢4 s dung hai giai thuat caa hé mién dich nhan tao gdm NSA va mang
mién dich nhan tao (artificial immune network — aiNet) trén dic trung dang chudi nhi phan
32 bit dugc trich xuat tir cac tap tin dé xay dung nén hé théng phat hién virus may tinh va
két qua két qua budc dau kha tot.

WU Bin va cong su [5], d&@ xay dung mo hinh phat hién malware trén smartphone.
Céc tap tins trong tap luan luyén duoc chuyén thanh cac vector dic trung. M&i vetor dic
trung ¢6 6 thudc tinh tinh (trich xuat ma khdng can thyc thi tap tin) va 7 thudc tinh dong
(trich xut thdng tin khi thuc thi tap tin). Sau d6 céc vector dic trung trai qua cac giai doan
gdom chon loc am tinh (Negative Selection Algorithm — NSA), nhan ban va dot bién dé tao
nén tap cac bo phét hién bang chon loc nhan ban (CLONALG). Sau d6, cac bo phat hién
nao nhan dang du sé lugng khang nguyén trong qua trinh hoat dong sé giir lai. Budc cudi
clng caa hé théng 1a st dung phuong phap phan tich bang phwong phép trong sé va
phuong phap dua trén k-means. Bai viét cua tac gia nay cong bd d4 dat duoc ti 18 phat hién
1én dén 80%.
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Bén canh d0, gan day, thong tin trich xuat tir cdu trGc PE cua cac tap tin PE
(PE header, DLL...) d& dugc su dung cho viéc phéat hién malware [6]. Vi dy, Baldangombo
va cong sy d4 trich xuat va xay dung cac vector dic trung tir cAc cau triic PE cia CAc tap
tin [6]. Sau do, cac vector ddc trung nay trai qua qué trinh phan lop (SVM, J48, va Naive
Bayes). Két qua cua bai bao nay d& cong b mot ti I¢ phét hién dén 99,6%. Mot bai bao
khéc [7] ciing sir dung PE header va DLLs dé tao nén céac vector dic trung. Sau d6, ho dé
chay cac vector dac trung nay trén cac giai thuat cua khai thac dir liéu. Ti 1€ phat hién dugc
cong b & bai viét d6 1a hon 99%.

Ta thdy, nhiéu giai phap sir dung hé mién dich nhan tao cho phat hién virus may tinh
V6i dic trung 1a cac chudi nhi phan phan (16 bit, 32 bit hodc 64 bit) dugc trich xuat ting
bit tir tap tin ddu vao nhu bai bao [3], [4]. Cac hudng tiép can nay da cho két qua kha quan,
c6 da dang hda cac bo phat hién thong qua cac giai thuat caa hé mién dich nhan tao dé ting
kha nang nhan dang vi dir liéu huan luyén thuong it hon so vai dit liéu thyc té rat nhiéu
nhung viéc sir dung dic trung 1a chudi nhi phan tir cac tap tin thuong s& ¢6 s6 luong cuc ki
I6n Vi tir m3i tap tin ¢6 thé trich ra rat nhiéu chudi bit va didu d6 c6 thé dan dén bing n6 dir
licu 1am chi phi thuc hién cao. Bén canh do, trong vai nam gan day, cac dic trung trich
Xuét tir cau trac PE ngay cang duoc thu hit sy chi y cia cac nha khoa hoc va budc dau cé
két qua kha quan nhu bai bao [6], [7]. Hau hét cic phuong phap nay 1a ap dung truc tiép
c4c giai thuat may hoc 1én trén cac dic trung nén chi phi thip, nhung viéc khong st dung
cac phuong phap xur |i dé tang tinh da dang va linh dong trén cac dic trung thi néu dir liu
huan luyén khong du I6n so vai thyc té ¢ thé s& 1am han ché phan nao kha ning du doan
c4c loai malware chua ting gap thuc té vi lwong malware trong thyc té Ia rat 16n va phat
trién rat nhanh so vai lugng dugc ding huan luyén va kiém thir trong nghién cuu.

Do d6, trong bai bao nay, ching ti s& sir dung théng tin trich xuat tir ciu truc PE
lam dic trung dau vao. MGi tap tin s& duoc dai dién bai mot bo dic trung duy nhat nham
giam nguy co bung nd luong dit liéu so voi phuong phap trich xuat timg chudi nhi phan
mot tir tap tin. Pong thoi, s& sir dung cac giai thuat cua hé mién dich nhan tao 1én cac dic
trung tir PE d¢é tao ra cAc bo phat hién va da dang hoa chiing d6 nhim muc dich ting sy da
dang d6 s& md rong kha niang nhan biét cac loai virus mai trong thuc té khi ma dit liéu
huan luyén, kiém thir trong nghién ciu ludn bi gioi han so voi sy phat trién chéng mat
cua virus.

3. Phuong phap tiép cin ciia bai bao

Phuong phap duoc dé xuét s& co giai doan chinh: trich xuat dic trung, chon loc am
tinh (NSA), dot bién va da dang hoa céc bo phat hién, phan I6p va kiém thir. Tong quan vé
cac budc thuc hién ciia bai bao dugc thé hién & Hinh 1.
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Hinh 1. So do tong quan cdc giai doan ciia phirong phdp

3.1. Trich xudt dic trung tir ciu tricc PE

Budc nay sé xay dung cac vector dic trung cho céc tap tin cua bo dit liéu huan luyén
(bao gdm virus va tap tin sach). Cac vector dic trung cua c4c tap tin caa bo dir liéu huan
luyén duoc xay dung dya trén thong tin tir cau trdc PE cua tap tin PE (PE headers, céc
Dlls...). Trong bai b4o, mdi vector dic trung duoc chia lam hai phan: phan tha nhét chira
cac dic trung dang sb thyc trich xuat tir cac cdu trdc PE, phan thir hai chira cac dic trung
dang nhi phan biéu di&n cho su hién dién hay khong cia DLL cuaa tap tin dang phén tich.
Danh sach cac DLL duoc sir dung trong bai bao 1a dwa trén két qua trong bai béo [6]. Danh
sach cac dic trung duoc mo ta cu thé ¢ Bang 1 va Bang 2 [6] - [8].

Bdang 1. Danh sdach cdc dac trung dang s6 thue duroc trich xudt tr cdu tric PE

STT Cac dic trung
Tong kich thudc ciia phan dit lidu khoi tao cua cac ving
M4 xac dinh dic diém DLL
Dia chi a0 tuong d6i ciia danh muyc cac chimg chi
Dia chi 4o twrong dbi ciia danh muyc ciu hinh tai dit liéu cua tap tin
S6 lugng ki hiéu trong bang ki hiéu COFF
Théng tin v& phién ban cia tap tin
M4 kiém tra 18i cta tap tin
Dia chi a0 twong di cua danh muyc debug
Dia chi co s¢ dé tai 1én toan b tap tin
Téng kich thudc cua ving tai dinh vi
Chura gia tri xac dinh dac diém cua tap tin
Tdng kich thude ciia viing chira thong tin tai nguyén

© 00 NOoO O b WDN B

e
N R O

85



TAP CHi KHOA HOQC - Truwomg PHSP TPHCM Tap 15, 54 12 (2018): 82-93

13 Dia chi a0 tuong dbi ctia noi bat dau viing mé nguon ciia tap tin

14 Tdng kich thude ciia viing dit liéu

15 Kich thudce bo nhé do dir trit cho heap

16 S lugng cac viing trong tap tin

17 bia chi ao tuong dbi cua danh muc trich xuét

18 bia chi ao tuong ddi cua danh muc goi cac rang budc

19 bia chi ao tuong dbi cua danh muc tai dinh vi dia chi co so cua tap tin

Bdng 2. Danh sach cac DLL su dung

STT DLL STT DLL
1 MSVFW32.dli 18 urlmon.dll
2 MSACM32.dll 19 version.dll
3 AVIFIL32.dll 20 crtdil.dll
4 MSASN1.dlI 21 comdlg32.dll
5 kernel32.dll 22 winnm.dll
6 advapi32.dll 23 rpert4.dil
7 gdi32.dll 24 psapi.dll
8 wininet.dll 25 msvcr100.dll
9 comctl32.dll 26 hal.dll
10 shell32.dll 27 mpr.dil
11 wsock32.dll 28 netapi32.dil
12 oleaut32.dll 29 avicap32.dll
13 msvbvm50.dl| 30 rasapi32.dll
14 ole32.dll 31 cygwinl.dll
15 shlwapi.dll 32 mscoree.dll
16 ws2_32.dll 33 imagehlp.dll
17 ntdll.dll

Sau khi duoc trich xuat, cac dic trung dang sé thuc (6 Bang 1) s& dugc chuan hoa
bang phuong phép min-max twong ty nhu bai bao [5]. Trong khi 6, mdi dic trung nhi
phan (hay 1a dic trung DLL) (xem & Bang 2) s& ¢6 gia tri 0 hodc 1. Gia tri 1 biéu thi cho
viéc DLL d6 duoc goi vao tap tin dang xét. Gia tri 0 biéu thi 1a DLL dé khong duoc goi
VA0 tap tin dang trich xut.

Cudi giai doan nay, hé thong s& thu duoc hai tap vector dic trung bao gém tap
V ={w,Vo,....V, } va B={b,b,,...,b,}. Trong d6, V 1a tap vector dic trung ctia cac
tap tin virus trong tap huan luyén. B Ia tap vector dic trung cua tap tin sach trong tap
huén luyén.
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3.2. Gidi thudt chon loc am tinh

Muc dich cua giai doan nay 1a dé tao tap cac bo phat hién — day 1a co s& xay dyung bo
phan I6p dé du doan cac tap tin. Chi tiét cua giai thuat chon loc am tinh (NSA) nay duoc
mo ta trong

Giai thuat 1. Giai thuat NSA dugc s dung trong bai bao nay la dua trén giai thuat
NSA trong bai bao [5], [9] v&i mot vai su thay doi o cdng thirc tinh khoang cach dé phu
hop vai dir liéu.

MGi vector dic trung ngoai co 2 phan nhu mé ta & budc trich xuat théng tin, trong
budc ndy mdi vector dic trung s& ¢6 thém mot thong tin vé ban kinh biéu dién cho pham vi
anh huong cua vector dic trung 6. Nhu vay, luc ndy mdi vector dic trung s& duoc cau
trc dang( FP,DP,R). Trong d6, FP, DP, R lan luot biéu dién cho thanh phin dic
trung dang s6, ddc trung nhi phan cho DLL, va bén kinh.

Trong budc ndy, giai thuat s& sir dung 2 tham s6 Rgr VA Ruonselr - Reelf V& Rronselt
lan luot 13 2 gia tri khoi tao cho phan R cua vector dic trung cho virus va vector dic trung
cho tap tin sach. Thém vao d6, giai thuat s& sir dung mot khoang cach giita 2 phéan tir € va
& (€ va €c thé 1a virus, bo phat hién hoic vector cua tap tin sach). Khoang cach cia €
VA € Viét tit bang ki hiéu Dis,, ¢, va dugc tinh toan boi cong thire (3.1):

Dise ¢, = EDFPel,FPez + HDDPel,DPez (31)

Trong cong thac (3.1), EDgp, rp, » MOt khoang cach euclidean giira FP cua phan tir
e va FP cua phan tir &, duoc tinh theo cong thuc (3.2). HDpp, or,, - 12 khoang cach

hamming gita DP cua € va DP cua &, duoc tinh theo cong thuc (3.3), t va tt lan luot

la s dic trung c6 trong FP va DP .

t
EDer, rr, = \/ S (FR,; —FP,; ) (3.2)
i=1

tt
- | HDUpp .
HDDPel’DPez — Z|:1( tt DPE]_,I’DPEZ,I )

0, DPel,i * DPez,i
1, DR, i = DR, ;

21

(3.3)
HDU DPel,i rDPez,i = {

Gidi thugt 1. Giai thudt chon loc am tinh — NSA
Piu vao:

Tap vector dic trung cta virus V = {Vy,Va,...,Vy |

Tap vector dic trung cua tap tin sach B={by,b,,...,by, }

87



TAP CHi KHOA HOQC - Truwomg PHSP TPHCM Tap 15, 54 12 (2018): 82-93

Diu ra:
Tap cac bo phat hien D = {dy,dy,...,dy }
Begin
For i <—1ton do
detector «— v;
For j<—1to m do

If Dlsdetectoraa,» —Rseif < Ryetector then

Rdetector = Dlsdetectoraai _Rself

If Ryetector > Rsert then

Thém detector vao D
End

3.3. D¢t bién va da dang héa cdc b phdt hién
Trong budc nay, tap cac bo phat hién da thu duoc & giai doan NSA sé trai qua mot
giai thuat dé tang sy da dang va d6 phu caa ching. Giai thuat dugc sir dung & budc nay la
dwa trén CLONALG trong bai bao [5] voi mot vai sy thay d6i. Chi tiét cua giai thuat duoc
thé hién ¢ Giai thuat 2.
Gidi thugt 2. Gidi thudt CLONALG cho dét bién va da dang hda tdp cac bo phat hién
Piu vao:

Tap vector dic trung cta virus V = {Vy,Vp,...,Vp }

Tap vector ddc trung cla tap tin sach B = {by,1,..., b, }

Tap cc bo phat hign D = {dy,dy,...,dy }

Diu ra:

Tap céc bo phat hién d trai qua dot bién va da dang hoa D = { di,dy,...,dq }
Begin

Tinh ai luc cua cdc bé phat hién

Sap xép tdp D theo chiéu giam dan di lc

Chon N bé phat hién ¢6 di liec cao nhdt

Méi bé phat hién duoc chon tao M bdo sao va dot bién ban sao

Thém cac ban sao duoc tao ra vao tdp D
End

Trong Giai thut 2, 4i luc ctia Oy s& dugc ki higu 1a Affy . Ai luc nay duoc tinh bang

cong thuc (3.4) dua trén cdng thic st dung trong bai béo [5] véi mot sé thay doi dé phi
hop vai dac trung bai toan.
Affy, =Voly — 8- Olpg o + HDA p (3.4)
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Trong cong thac (3.4), Volg dugc tinh bang cong thic (3.5):

[(t/2+1) _,
VOIdi ZTRdi
t
5!’ t la so chan
(3.5)
[(t/2+1)= 1><2><...><(2><t+1—1)
) Jr, tlasole
2

Olpy. p 1a d6 phu tring I&p gitta cac bo phat hién va & 1a hé sb trung phat cho do

tring lap. Olpy, p duoc tinh theo cdng thirc (3.6)

K
Olpg, o = D Olpy, g,
=

0, Disg, 4, = Ry, + Ry, (3.6)
Olpg, v, = R, + R, — Dis 4. "
[ {exp{ d; RdJ - dj *dj -1 , Disdi,dj < Rdl + RdJ
dj + dj

HDAy, o la khoang cach hamming trung binh gitta b phat hién d véi cac bo phat
hién trong tap D va duoc tinh theo c¢ong thic (3.7). Trong d6, q la s6 lugng bo phat hién

trong tap D
q

o - Eulom)

Trong budc tao ban sao va dot bién caa Giai thuat 2, N 1a s6 lwong bo phat hién dugc
chon dé trai qua qué trinh nhan ban. Mdi b phét hién dugc chon s& tao ra M ban sao. Mi
ban sao cua bo phét hién dugc chon s& duoc tao ra bang su dot bién FP va DF cua bo
phét hién dugc chon véi 2 co ché khac nhau.

FP cta mot ban sao dugc dot bién bang toan tir dot bién cauchy theo cac cong thirc
(3.8) [5], [10].

FPy j = FPy  +mij x5;,v0i j =12,3,..t

T]il’j :nl,j XEXp(’L’a X N(O,1)+Tb X Nj (0,1)),V6| J :1,2,3,...,t
Ty =(\/2><\/f)-1
Th =(v2xt)—l

Trong céc cong thace (3.8), FPd'i la FP cua mot ban sao cua detecotr 0. m;,m; lan

(3.7)

(3.8)

luot 1a cAc tham s6 ciia ban sao va bo phét hién. 6 lamot bién ngau nhién theo phan phbi
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cauchy chuan. FPy ;, FPy j, mij, n;j 1an luot a thanh phan the j™ caa FPy, FPy , 1,
ni. N(0,1) 1a mot s6 ngéu nhién theo phan phdi chuan véi mean 0 va do léch chuan 1a 1.
N; (0,1) 1a mét s6 ngAu nhién cho phan tir thr j™ cua FPy, [5], [10].

Trong khi d6, DP cuia ban sao s& dot bién bang dot bién diém ngau nhién. Z vi tri
cia DP dugc chon ngau nhién va thay doi gia tri tir 0 thanh 1 va nguoc lai. Trong do6, Z
la mot tham sé duoc sir dung dé xac dinh s lugng dic trung caa DP s& dugc dot bién.
3.4. Giai doan phdn lop

Céc vector dic trung cua tap dir liéu huan luyén s& dugc tinh toan do nguy hiém cua
né vai cac bo phat hién D da thu duoc.

Mdi vector nguy hiém s& c6 dang ( EDA, HDA). Chiing duogc tinh toan theo cong
thirc (3.9) va cong thic (3.10) ma trong d6 q 1a s6 lwong céc bo phét hién co trong D.

211 EDe, e, )

EDAy p = . (3.9)
q
HDA, p = 2o H:)FP"’FP‘“ ) (3.10)

Sau khi thu dugc cac vector do nguy hiém can thiét, cac vector d6 dugc chuan hoa
bang phuong phap min-max tuong tu phuong phap dugc sir dung & bai bao [5] va tiép dén
la trai qua qua trinh phan lop (SVM, Naive Bayes va Decision Tree). Két qua cia qué trinh
nay 1a mot model duoc sir dung cho phat hién virus vé sau.

3.5. Kiém thir

Trong budc kiém thi, cac tap tin kiém thir dugc chuyén thanh cac vector dic trung
bang ki thuat trich xuat ddc trung tir cau trac PE nhu d& néu trong muc 0. Tiép theo, céc
vector do nguy hiém cua ting vector dic trung cua tap tin kiém thir duoc tinh toan va
chuan hoa theo nhu giai doan phan I6p 0. Cudi cling, cac vector d6 nguy hiém duoc kiém
tra bang bo phan 16p thu duoc & budc phan lop 0 va danh gia két qua.

4.  Thuc nghiém

Trong thi nghiém ciia bai bao, dé trich xuét thong tin tir cdu trc PE, phan mém
Microsoft dumpbin duoc sir dung. C6 tong s6 5 tap dir liéu dwoc sir dung. Ti 1é s6 lugng
tap tin trong bo dit liéu huan luyén va kiém the 12 7:3. Chi tiét caa bo dir liéu duoc thé hién
trong Bang 3.

Bdng 3. Cac tdp di liéu trong bg dir liéu thi nghiém

S6 lwgng tap tin huin luyén S6 lugng tap tin kiém thir
Stt Tap dir liéu Virus Tap tin sach Virus Tap tin sach
1 Tap 1 200 100 86 43
2 Tap 2 400 200 171 86
3 Tap 3 600 300 257 129
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4 Téap 4 800 400 343
5 Tap 5 1000 500 429

171
214

Sau khi chay tat ca cac bo dir liéu, chung t6i da thu duoc
trong Bang 4 va Biéu do 1.

cac két qua dugc thé hién

Biéu do 1Trong d6 d6 chinh x4c duoc tinh bang cong thuc (4.1):

So l6dngtaptindd fioan fiung

No chinh xac (Accuracy) =

So 166ng tap tinkiem thd

(4.1)

Bdng 4. Két qua dg phat hién chinh xéac

P chinh xac (Accuracy - %)

STT Tap dir liéu SVM Naive Bayes Decision Tree
1 Tap 1 87,6 86,82 88,37
2 Tap 2 88,33 82,49 87,55
3 Téap 3 90,67 75,13 90,41
4 Tap 4 89,3 77,63 82,68
5 Tap 5 90,36 77,6 87,87

Trung binh 89,25 79,93 87,38
Biéu dé 1. Biéu do két qua do phat hién chinh xdc khi thiwe nghiém
92 T T T
N SVM —+—
a0 =N B Naive Bayes —t——
- — ——Berision Trees

88 | i
5
9 86 |
g a4 E
4 @ 4
:F% a0 1
<

78 _—

76 .

74 L L 1

Tdp1l Tdp2 Tdp3 Tdp4 Tdps

Tép dif liéu

Két qua trong bang Bang 4 va Biéu db 1 cho thdy, d6 chinh xac caa hé théng c6 thé
dat duoc lan lugt 89,25%, 79,93%, va 87,38% khi st dung SVM, Naive Bayes, va
Decision Tree. Ti I¢ phat hién cao nhét dat dugc cia SVM trong thir nghiém 1a 90,67% va
thap nhét caa SVM 1a 87,6%. Trong khi d6 cao nhat, thip nhat caa phuong phap sir dung
Decision Tree va Naive Bayes lan luot 12 86,82%, 75,13% va 90,41%, 82,68%. D& dang
thay rang phuong phap dugc dé xuét cd thé dat duoc do chinh xac cao va diéu do phan anh
tiém ning cia phudng phap ma bai bao tiép can. Ta thiy, bo phan 16p c6 ti Ié phét hién cao
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nhat 12 SVM nén ¢ thé 1a phuong phap phan 16p tiém ning nhét cho phuong phap tiép can
cua bai bao.
5. Két luan va huéng phat trién

Bai bao d4 tiép can viéc phét hién virus may tinh bang phuong phap sir dung AIS két
hop Véi thong tin duoc trich xuat tir ciu tric PE. Phuong phép tiép can cua bai béo co thé
du doan cac tap tin chua biét trude do véi mot hiéu suat kha tét. Cac thir nghiém da cho
thay rang cach tiép can cua bai béo c6 thé dat lan lugt do chinh xac trung binh 1a 89,25%,
79,93%, va 87,38% khi st dung SVM, Naive Bayes, va Decision Tree. V¢ Ii thuyét, ta thy
thdng tin sé thyc tir cau tric PE ¢6 s khac nhau trong mién gia tri giira tap tin sach va tap
tin virus. Bén canh d6, cac DLL quan trong chita cic ham lién quan dé doc, viét, copying
dir liéu... cia hé thong va day la cac loai hanh vi ma virus thuong si dung nén céc DLL
chira cac hanh vi nay thuong xuyén dwoc goi trong cAc virus may tinh. Do d6, ma viéc két
hop thdng tin dang s tir théng tin cua cac PE header va thong tin caa DLL ¢6 thé sé 1a dic
trung tot trong phan biét virus va tap tin sach. Trong giai doan sir dung AlS, NSA s& loai
bo cac vector dic trung khong tét khi né qua gan giéng vai tap tin sach nham dé giam
thiéu sai sot trong budc dy doan va giir lai cac vector dic trung ot cho qua trinh tao cac bo
phét hién. Dé 1am cho hé thdng cé thé du doan duoc virus chua biét tot hon, mot bién thé
cua CLONALG trong bai béo [5] duoc str dung dé nhan ban cac bo phat hién véi mot vai
dot bién nham 1am cho cac bo phat hién tré nén da dang hon. Tuy nhién, viéc tim mot bo
phan biét virus va tap tin sach mot cach thu cong 1a twong d6i kho nén phuong phap phan
I6p duoc sir dung. Dé phan 16p, cac vector nguy hiém duoc tinh toan, chuan hda va trai qua
qua trinh phan 16p nham tao bo phan 16p cho viéc dy doan virus. Do 1a cac nguyén nhan |i
giai cho viéc phuong phéap co thé dat duoc két qua khé tét nhu mong doi.

Trong tuong lai, ¢é lam cho phwong phép nay tré nén tdt hon, chiing toi s& danh gia
phuong phap bang cac dic trung khac, cac bién thé cua giai thuat AIS khac nhau cing véi
tap cac dir liéu da dang, phong pht hon. Bén canh d6, ¢ thoi diém hién tai, hé thng chi c6
thé dy doan dugc mot tap tin 1a virus hay tap tin sach nén cac nd lyc dé dy doan duoc kiéu
virus s& duoc dau tu nham 1am cho hé théng tt hon.

% Tuyén bé vé quyén loi: CAc tac gid xac nhén hoan toan khéng c6 xung dét vé quyén loi.

% Loi cam on: Nghién ciru nay duoc tai tro béi Pai hoc Quéc gia Thanh phé H6 Chi Minh
(VNUHCM) cho dé tai ma sé6 C2018-26-06.
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