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ABSTRACT 

Digital data, in many fields, such as banking or medicine, must be protected when storing and 

sharing on the Internet. Moreover, in some cases, the integrity of shared data must also be 

guaranteed such that there is no modification on the shared data. In this paper, the following 

scenario is analysed: A pharmaceutical company which is doing research on a X cancer, 

broadcasting on the Internet that the company wants to buy DNA data of those having the X. The 

questions are: (1) How should a user share securely and anonymously her/his DNA data to the 

company? and (2) How could the company determine the integrity of receiving DNA data before 

paying for an online contract? These problems can be solved based on the blockchain technology. A 

protocol is proposed for guaranteeing the privacy, integrity, and authentication of data shared on 

the peer-to-peer network. The designed protocol is a combination of three components, including the 

blockchain (BC) technology, the interplanetary file system (IPFS), and cryptosystems. Data are 

transferred directly to the recipients without using any central system. The information of the data 

sharing process is published on a blockchain, and users can verify the integrity and authentication 

of the original data but cannot know the content of the data. The experimental results show that the 

protocol satisfies the security requirements and can be easily implemented in practice. 

Keywords: IPFS; blockchain; data sharing; privacy 
 

1. Introduction 

Sharing data is a process of transferring data from a data owner (DO) to a shared person 

(user), which is a regular activity on the network. Privacy-preserving for data sharing is to 

guarantee that only the participants in the sharing process can understand the shared content. 

This work can be done by using traditional methods, such as sending an email with encrypted 

attachments combined with a key sharing protocol that is easily conducted based on the 

concept of public key cryptosystem. Data integrity is based on trust between the two partners 

participating in the exchange process. For instance, doctors/hospitals absolutely believe that 

medical records are received from their patients are integrity. 
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What happens when a person provides his/her medical records to a pharmaceutical 

research firm to receive income? In this case, the patient can completely change certain 

information, especially the information that is detrimental to himself/herself. The anonymous 

solution can be used, by adopting blockchain (BC) technology, to encourage people who sell 

information to provide truthful information after eliminating the inferred information for 

identification. Actually, this solution is more damaging for buyers because dishonest sellers 

can create many BC addresses to anonymize and many fake records, and each record is used 

for each BC address. Therefore, buyers have no way to eliminate this problem. 

In this paper, another protocol is proposed that not only allows people to verify the 

integrity and authentication of the exchanged information in public transactions but also 

ensures the privacy of data. In this protocol, the content provider who creates the original 

content, such as a doctor or a research lab, provides the content along with a certificate for 

such content. After that, the original content in an encrypted form and the certificate are 

transmitted on the network to the data owner. The secret key is transmitted in a blockchain 

transaction to the data owner for decryption. The data owner can share the data with another 

partner. In order to verify the integrity and authentication of the received content, the partner 

must use the public key of the content provider who generated such content. 

The contributions of the paper are two-fold as follows: (1) an introduction of a new 

peer-to-peer data sharing protocol that is used to share data securely between two partners 

and how to implement and evaluate its effectiveness. The rest of this paper is organized as 

follows. Section 2 presents the foundations of the proposed protocol. The protocol is 

described in section 3. Section 4 shows some experimental results. Section 5 compares the 

protocol with other similar solutions. Finally, the conclusions are given in Section 6. 

2. Foundations 

2.1. IPFS 

IPFS, proposed by Juan Benet (2014), is a peer-to-peer distributed file system in which 

nodes communicate directly with each other without relying on any central system. Each 

node is initialized a public/private key pair by RSA-1024 cryptosystem, where the private 

key is used for signing data, and the public key is used for verifying the signature and 

generating NodeID. Before exchanging data, nodes must be initialized connections by 

exchanging their public key and NodeID with each other. If the NodeID matches with the 

public key being exchanged, the connection is established. Basically, there are three types 

of nodes in the IPFS network, namely: client node, retrieval miner node, and storage miner 

node (Huynh et al., 2019). 

Data storage: The uploaded data are divided into objects having a data structure 

including two fields: the data field is used to store binary data while the links field contains 

an array of links that point to other related objects. Each link is composed of three 

components: Name, Hash, and Size, where Name is as an alias of the link, Hash contains the 
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hash value of the linked object, and the total size of the linked object is put in the Size field. 

Each object is identified by a unique hash value of its content, can store up to 256 kilobytes 

(KB) of data. Thus, if the size of uploaded files is less than the size of an object, the storage 

nodes only use one object with the empty link field. Otherwise, the file is split and put into 

chunks of 256 KB, and using the Merkle directed acyclic graph (DAG) data structure for 

managing its chunks (Steichen et al., 2018). 

Routing: Each miner node owns a distributed hash table (DHT) for storing the routing 

information such as IP address, UDP port, and NodeID. In order to look up or store objects, 

nodes can use four remote procedure calls including PING, STORE, FIND_NODE, and 

FIND_VALUE. Currently, the S/Kademlia DHT, an extension of kademlia protocol, is used 

to build the routing table (Baumgart et al., 2007). 

IPFS clustering: In order to improve the redundancy of data on the network, some 

storage miner nodes, called cluster nodes, are configured the cluster feature (Ipfs.io, 2019). 

Data can be selected to store long term and replicated between cluster nodes. Normally, 

cluster nodes have a large storage space and high-speed processing capacity. 

Inter-Planetary Name System (IPNS): When modifying the content of an object to 

form a new version, a new hash value will also be generated to identify for such object. In 

order to access the same link to access a mutable object, the IPNS is used to map between a 

NodeId generated from a public key and a hash value of a certain object, and this hash value 

is signed by the corresponding private key. An IPNS link could be considered as a website 

address, and we can use the TXT record in Domain Name System to configure a domain to 

it (Huynh et al., 2019). 

2.2. Blockchain 

BC technology has attracted significant attentions from both researchers and 

government organizations because of the benefits that the technology brings about such as 

anonymity, transparency, decentralization, and auditability. It could be applied in many 

different fields, including finance, medicine, transportation, agriculture, and Internet of 

Things (Huynh et al., 2019; Zheng et al., 2018; Conti et al. 2018). 

 
Fig. 1. An example of a blockchain 
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A BC can be viewed as a linked list of blocks, each block is linked to its predecessor 

via a hash pointer containing a hash value of the predecessor at a fixed time. This value is 

used to verify the integrity of the previous block. The first block of the chain is called the 

genesis block which has no parent block, so the hash value field of the block is initialed by 

the constructor of the BC network. Each block has two main components, the block header 

which contains management information of the block and chain and the block body which 

holds a list of transactions as shown in Figure 1. 

There are two types of node on a BC network, the user node only performs 

transactions, and the miner node is responsible for validating transactions and creating new 

blocks (called the mining process). Each node has a key pair. The secret key is used to sign 

its transactions, and the public key is published to the network used to validate its 

transactions. All valid transactions are mined and securely recorded in the ledger which is 

stored at miner nodes. In order to synchronize data on the ledger, there are two popular 

consensus algorithms used: Proof of Work and Proof of Stake (Huynh et al., 2019). 

Ethereum is a new distributed BC network which provides a decentralized turing-

complete platform called Ethereum Virtual Machine (EVM). The programs running on EVM 

are called smart contracts which reside on top of the blockchain network. Generally, a smart 

contract is a set of rules under which participants agree to use, which is written in bytecode 

and executed automatically when specific conditions are met. The solidity is one of the most 

popular languages for programming smart contracts (Buterin, 2014). 

2.1 Cryptography 

Cryptography is the science of using methods to protect data privacy, integrity, 

confidentiality, authentication, and non-repudiation. In cryptography, the process of 

transforming plaintext data to ciphertext is called encryption, and the reverse of the data 

encryption process is referred to decryption. Depending on the number of keys used, 

encryption algorithms are classified into two main categories: asymmetric and symmetric 

encryption algorithms (Katz et al., 2014). 

Symmetric encryption uses a single key for both encryption and decryption, is used 

for encrypting large amounts of data efficiently as compared to asymmetric encryption. 

However, the weakness is the exchange of a shared secret key between two parties (Agrawal 

et al., 2012). Some symmetric algorithms include DES, TRIPLE DES, AES, RC4, etc. In 

asymmetric encryption algorithms, encryption and decryption are performed by two 

different keys that are related mathematically. In which a public key is published and a 

private key is kept secretly. One of the keys can be used for encryption, and the other key is 

used for decryption. Some asymmetric algorithms include RSA, DSA, Diffie-Hellman, etc. 

These algorithms are suitable for encrypting small plaintexts (Singh, 2013; Nie et al., 2009; 

Hossain et al, 2016). 
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Fig. 2. A general model of digital signature process 

Digital signature is a mechanism used to validate the authentication and integrity of 

the digital message. A hash function is usually used in the digital signature model which can 

be used to map a variable-length message into a fixed-size hash value. As shown in Figure 

2, the integrity of the message is checked by comparing the hash values of ℎ and ℎ′. While 

asymmetric cryptography provides the authentication for digital signature (Merkle et al., 

1989; Bellare et al., 1999). 

However, data exchanged between Bob and Alice are in a plaintext form. To ensure 

confidentiality, data must be encrypted by a symmetric algorithm before transmitting on the 

network, and the secret key is sent to receivers for decryption through a secure channel. 

3. Peer-to-peer data sharing protocol 

Figure 3 illustrates the general diagram of the data sharing and creating protocol on 

the peer-to-peer network. That means the data generated by an authorized person or 

organization will be directly transferred to the data owner. The transactional information and 

related information are transparent on a BC network.  

 

Fig. 3. The diagram of the peer-to-peer data sharing protocol 
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In Figure 3, P/O represents for an authorized person or an organization (such as 

laboratory, doctor, hospital, or deoxyribonucleic acid (DNA) sequencing center), each P/O 

owns a public key P_PO and a private key p_PO; Data owner, such as patient, is denoted by 

DO, has a public key P_DO and a private key p_DO. In this protocol, sensitive data (such as 

DNA or health information) in encrypted forms and a certificate after being created by the 

P/O will be delivered to the DO where the certificate is used to prove the security and 

integrity of the data. 

The process of creating and getting data of the protocol as follows: 

(1) The P/O creates raw data 5. 

(2) Digitize and sign: This step includes the following activities: 

(i) Convert the raw data into the digital format. 

(ii) Encrypt the digitized data with a secret key (k1) and the selected symmetric 

cryptography. The P/O can use the symmetric cryptosystem provided by the system. In case 

of using a private cryptosystem, the P/O must provide this cryptosystem or the source code 

of the cryptosystem to the DO. 

(iii) Issue a certificate to mask the integrity of the data: The certificate must be created in 

a regular mechanism so that people in the BC system can check the integrity of the original 

data without understanding such content. 

(iv) The ciphertext and the certificate (CA) are uploaded to the cloud (in this paper, we 

use IPFS as the cloud). 

(3) Create and submit a transaction to the BC network: In a transaction, besides the 

information about the sender and receiver addresses, it also has the following necessary 

information: 

(i) The secret key, for decrypting the original data, is encrypted by the DO's public key.  

(ii) The path of the encrypted data and the certificate on the cloud. 

(iii) The certificate of the data. 

(4) Get the secret key and download the data: When receiving a transaction from the P/O, 

the DO verifies the validity of the certification and then using the p_DO to decrypt and get 

a secret key (k1). Then downloading and decrypting data. 

(5) In case the DO wants to share the data with a partner, the DO uses the partner’s public 

key to encrypt the k1. Then executing a transaction (encrypted key, link to encrypted data, 

certificate) to the partner. 

4. Experiment results 

To demonstrate the effectiveness of the protocol, the peer-to-peer network is built and 

implemented using IPFS and ethereum BC as shown in Figure 4. The IPFS network is used 

to store and distribute data to patients. Three virtual machines are used (OS CentOS, RAM 

1GB, CPU 2.6 Ghz) to build the private IPFS network. All nodes are configured the 

clustering feature, and one node acts as the IPFS gateway. For the BC network, Ganache is 
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run to create a virtual ethereum BC. By default, Ganache generates 10 different accounts. 

Each account wallet contains 100 ETH. In order to build the decentralized application 

(DApp), reaction is used with the libraries web3, crypto, and ipfs-api. The smart contract is 

written by the solidity programming language and using truffle to deploy them to the BC 

network. 

 

Fig. 4. The peer-to-peer data sharing model 

In the crypto library, the AES-256 algorithm in CBC mode is used to encrypt data at 

step 1 of the protocol. The RSA-1024 is used to generate key pairs for P/Os and DOs. The 

SHA-256 function is used in the certificate generating process. 

In order to generate a certificate for a health record of a patient, firstly the health record 

is encrypted by the AES-256 algorithm. Then, the output is hashed by the SHA-256 to form 

a unique value. Finally, the P/O uses the p_PO to sign on the hash value. The general formula 

is expressed as follows: 𝐶𝐴 = 𝑠𝑖𝑔𝑛(𝑝_𝑃𝑂, 𝐻(𝐸(𝑘, ℎ𝑒𝑎𝑙𝑡ℎ 𝑟𝑒𝑐𝑜𝑟𝑑))), where 𝐻 is a hash 

function, E is an encryption algorithm, and k is a secret key. The 𝐶𝐴 is concatenated with 

the ciphertext of the health record, the output result is uploaded to the IPFS. Besides, 𝐶𝐴 is 

also submitted to the BC network. 

To verify the integrity of data, from a transaction on the BC network, people perform 

the following steps:  

(1) Download the data on the IPFS from the given link in the transaction. Then separating 

the certificate field (denoted 𝐶𝐴′) and the ciphertext field (denoted 𝑐’) from the data. 

(2) Calculate: ℎ = 𝐷(𝑃_𝑃𝑂, 𝐶𝐴) and ℎ’ = 𝐻(𝑐’), where 𝐷 is the decryption function, 𝐶𝐴 

is extracted from the transaction. If ((𝐶𝐴 = 𝐶𝐴′) and (ℎ = ℎ′)) then data is valid. 

In this way, people in the BC system only check the validity of the data without 

understanding such content on the IPFS. 

The solidity language is used to build smart contract for storing data from P/Os as 

follows: 

1 

2 

3 

4 

pragma solidity >=0.4.21 <0.6.0; 

import "github.com/Arachnid/solidity-stringutils/strings.sol"; 

contract DataSharing { 

    mapping (address => string) message; 
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5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

    using strings for *; 

     event AddData(string,string,string); 

    function SubmitData(address recipient, string  Key, string  link, string Cert) public 

{ 

        string memory data; 

        data=Key.toSlice().concat("|".toSlice()); 

        data=data.toSlice().concat(link.toSlice()); 

        data=data.toSlice().concat("|".toSlice()); 

        data=data.toSlice().concat(Cert.toSlice()); 

         message[recipient] = data; 

         emit AddData(Key, link, Cert); 

    } 

    function GetData() public view returns (string memory) { 

        return (message[msg.sender]); 

    } 

} 

Some images of the Dapp: 

 
Fig. 5. The interface of the DApp 

In the Encryption Password field, the doctor has to set a password to generate a secret 

key, as shown in Figure 5. The information of the transaction is shown in Figures 6 and 7.  
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Fig. 6. The hash value of the transaction on the BC network 

 

Fig. 7. The detail information of the transaction 

 

Fig. 8. The decoded result of the transaction 

People can access the data in the IPFS system based on the hash value 

‘QmREDpNEjyoLuaMsYw7mgHFYSGEzfJF6eBbMfBjiCpUYXW’. However, they cannot 

understand the content. 

 

Fig. 9. The data on the IPFS system 

The DApp also provides the “Data Verification” feature used to check the CA and 

data in the IPFS system. 
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Fig. 10. The Data Verification feature of DApp 

The size of the medical records is different, however, when uploading records to IPFS, 

their access addresses are fixed-length hash strings. Blockchain transactions only contain 

data access addresses on IPFS, thus the size of the transactions does not depend on the size 

of the medical records. In this experiment result, the size of a transaction is 2 kilobytes. The 

content of a transaction is shown in Figure 11. 

 
Fig. 11. The content of a transaction 

5. Comparison 

In a study by Makhdoom et al. (2020), data are shared with stakeholders. For instance, 

a user's health data can be shared with a medical center, primary medical center, health 

secretariat, and insurance provider that the user has registered. Data privacy is guaranteed 

by encryption algorithms and access control policies in smart contracts. 

In a study by Hoang, V. H. (2020), this data sharing method only ensures the 

confidentiality of the data, and data integrity is based on trust between the two partners 

participating in the exchange process. 

The solution proposed in this study can ensure the confidentiality of the shared data as 

well as data integrity. Furthermore, any user can verify the integrity and reliability of the 

shared data but cannot understand the content. 

6. Conclusions 
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Privacy-preserving for data sharing plays a crucial role in peer-to-peer networks. The 

proposed protocol is designed based on existing technologies such as IPFS, BC, and 

cryptography algorithms. The protocol requires the content providers to publish their 

identification on the BC network. In many fields, this is necessary to manage the sources 

that generate original contents. The experimental results show that the protocol operates 

efficiently, can be easily implemented in practice. 
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TÓM TẮT 

Dữ liệu số, trong nhiều lĩnh vực, như ngân hàng hoặc dược phẩm, cần phải được bảo vệ khi 

lưu trữ và chia sẻ trên mạng internet. Tuy nhiên, trong một vài trường hợp, tính toàn vẹn của dữ liệu 

chia sẻ cũng phải được đảm bảo để không có sự sửa đổi trên dữ liệu được chia sẻ. Trong bài báo 

này, chúng tôi xem xét ngữ cảnh sau: một công ti được phẩm đang nghiên cứu về bệnh ung thư X, 

quảng bá trên internet rằng công ty muốn mua dữ liệu DNA của những người mắc bệnh X. Các câu 

hỏi đặt ra là: (1) Làm thế nào một người dùng chia sẻ dữ liệu DNS của họ một cách an toàn và ẩn 

danh cho công ti? Và (2) Làm thế nào công ti có thể xác định tính toàn vẹn của dữ liệu DNA nhận 

được trước khi thanh toán cho một hợp đồng trực tuyến? Những vấn đề này có thể được giải quyết 

dựa trên công nghệ blockchain. Chúng tôi đề xuất một giao thức để đảm bảo tính riêng tư, tính toàn 

vẹn và xác thực của việc chia sẻ dữ liệu trên mạng ngang hàng. Giao thức được thiết kế là sự kết 

hợp của ba thành phần, bao gồm công nghệ blockchain (BC), hệ thống tệp liên hành tinh (IPFS), hệ 

thống mật mã. Dữ liệu được chuyển trực tiếp đến người nhận mà không cần sử dụng bất kì hệ thống 

trung tâm nào. Thông tin của quá trình chia sẻ dữ liệu được công bố trên một blockchain, người 

dùng có thể xác minh tính toàn vẹn và xác thực của dữ liệu gốc nhưng không thể biết được nội dung 

của dữ liệu. Kết quả thử nghiệm cho thấy giao thức của chúng tôi đáp ứng tốt các yêu cầu bảo mật, 

có thể dễ dàng triển khai trong thực tế. 

Từ khóa: IPFS; blockchain; chia sẻ dữ liệu; tính riêng tư 


