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ABSTRACT

Digital data, in many fields, such as banking or medicine, must be protected when storing and
sharing on the Internet. Moreover, in some cases, the integrity of shared data must also be
guaranteed such that there is no modification on the shared data. In this paper, the following
scenario is analysed: A pharmaceutical company which is doing research on a X cancer,
broadcasting on the Internet that the company wants to buy DNA data of those having the X. The
questions are: (1) How should a user share securely and anonymously her/his DNA data to the
company? and (2) How could the company determine the integrity of receiving DNA data before
paying for an online contract? These problems can be solved based on the blockchain technology. A
protocol is proposed for guaranteeing the privacy, integrity, and authentication of data shared on
the peer-to-peer network. The designed protocol is a combination of three components, including the
blockchain (BC) technology, the interplanetary file system (IPFS), and cryptosystems. Data are
transferred directly to the recipients without using any central system. The information of the data
sharing process is published on a blockchain, and users can verify the integrity and authentication
of the original data but cannot know the content of the data. The experimental results show that the
protocol satisfies the security requirements and can be easily implemented in practice.

Keywords: IPFS; blockchain; data sharing; privacy

1.  Introduction

Sharing data is a process of transferring data from a data owner (DO) to a shared person
(user), which is a regular activity on the network. Privacy-preserving for data sharing is to
guarantee that only the participants in the sharing process can understand the shared content.
This work can be done by using traditional methods, such as sending an email with encrypted
attachments combined with a key sharing protocol that is easily conducted based on the
concept of public key cryptosystem. Data integrity is based on trust between the two partners
participating in the exchange process. For instance, doctors/hospitals absolutely believe that
medical records are received from their patients are integrity.

Cite this article as: Huynh Thanh Tam, Dang Hai Van, & Nguyen Dinh Thuc (2020). A solution for privacy-
preserving data sharing on peer-to-peer networks. Ho Chi Minh City University of Education Journal of
Science, 17(9), 1713-1724.
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What happens when a person provides his/her medical records to a pharmaceutical
research firm to receive income? In this case, the patient can completely change certain
information, especially the information that is detrimental to himself/herself. The anonymous
solution can be used, by adopting blockchain (BC) technology, to encourage people who sell
information to provide truthful information after eliminating the inferred information for
identification. Actually, this solution is more damaging for buyers because dishonest sellers
can create many BC addresses to anonymize and many fake records, and each record is used
for each BC address. Therefore, buyers have no way to eliminate this problem.

In this paper, another protocol is proposed that not only allows people to verify the
integrity and authentication of the exchanged information in public transactions but also
ensures the privacy of data. In this protocol, the content provider who creates the original
content, such as a doctor or a research lab, provides the content along with a certificate for
such content. After that, the original content in an encrypted form and the certificate are
transmitted on the network to the data owner. The secret key is transmitted in a blockchain
transaction to the data owner for decryption. The data owner can share the data with another
partner. In order to verify the integrity and authentication of the received content, the partner
must use the public key of the content provider who generated such content.

The contributions of the paper are two-fold as follows: (1) an introduction of a new
peer-to-peer data sharing protocol that is used to share data securely between two partners
and how to implement and evaluate its effectiveness. The rest of this paper is organized as
follows. Section 2 presents the foundations of the proposed protocol. The protocol is
described in section 3. Section 4 shows some experimental results. Section 5 compares the
protocol with other similar solutions. Finally, the conclusions are given in Section 6.

2. Foundations
2.1. IPFS

IPFS, proposed by Juan Benet (2014), is a peer-to-peer distributed file system in which
nodes communicate directly with each other without relying on any central system. Each
node is initialized a public/private key pair by RSA-1024 cryptosystem, where the private
key is used for signing data, and the public key is used for verifying the signature and
generating NodelD. Before exchanging data, nodes must be initialized connections by
exchanging their public key and NodelD with each other. If the NodelD matches with the
public key being exchanged, the connection is established. Basically, there are three types
of nodes in the IPFS network, namely: client node, retrieval miner node, and storage miner
node (Huynh et al., 2019).

Data storage: The uploaded data are divided into objects having a data structure
including two fields: the data field is used to store binary data while the links field contains
an array of links that point to other related objects. Each link is composed of three
components: Name, Hash, and Size, where Name is as an alias of the link, Hash contains the
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hash value of the linked object, and the total size of the linked object is put in the Size field.
Each object is identified by a unique hash value of its content, can store up to 256 kilobytes
(KB) of data. Thus, if the size of uploaded files is less than the size of an object, the storage
nodes only use one object with the empty link field. Otherwise, the file is split and put into
chunks of 256 KB, and using the Merkle directed acyclic graph (DAG) data structure for
managing its chunks (Steichen et al., 2018).

Routing: Each miner node owns a distributed hash table (DHT) for storing the routing
information such as IP address, UDP port, and NodelD. In order to look up or store objects,
nodes can use four remote procedure calls including PING, STORE, FIND_NODE, and
FIND_VALUE. Currently, the S/Kademlia DHT, an extension of kademlia protocol, is used
to build the routing table (Baumgart et al., 2007).

IPFS clustering: In order to improve the redundancy of data on the network, some
storage miner nodes, called cluster nodes, are configured the cluster feature (Ipfs.io, 2019).
Data can be selected to store long term and replicated between cluster nodes. Normally,
cluster nodes have a large storage space and high-speed processing capacity.

Inter-Planetary Name System (IPNS): When modifying the content of an object to
form a new version, a new hash value will also be generated to identify for such object. In
order to access the same link to access a mutable object, the IPNS is used to map between a
Nodeld generated from a public key and a hash value of a certain object, and this hash value
is signed by the corresponding private key. An IPNS link could be considered as a website
address, and we can use the TXT record in Domain Name System to configure a domain to
it (Huynh et al., 2019).

2.2. Blockchain

BC technology has attracted significant attentions from both researchers and
government organizations because of the benefits that the technology brings about such as
anonymity, transparency, decentralization, and auditability. It could be applied in many
different fields, including finance, medicine, transportation, agriculture, and Internet of
Things (Huynh et al., 2019; Zheng et al., 2018; Conti et al. 2018).
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Fig. 1. An example of a blockchain
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A BC can be viewed as a linked list of blocks, each block is linked to its predecessor
via a hash pointer containing a hash value of the predecessor at a fixed time. This value is
used to verify the integrity of the previous block. The first block of the chain is called the
genesis block which has no parent block, so the hash value field of the block is initialed by
the constructor of the BC network. Each block has two main components, the block header
which contains management information of the block and chain and the block body which
holds a list of transactions as shown in Figure 1.

There are two types of node on a BC network, the user node only performs
transactions, and the miner node is responsible for validating transactions and creating new
blocks (called the mining process). Each node has a key pair. The secret key is used to sign
its transactions, and the public key is published to the network used to validate its
transactions. All valid transactions are mined and securely recorded in the ledger which is
stored at miner nodes. In order to synchronize data on the ledger, there are two popular
consensus algorithms used: Proof of Work and Proof of Stake (Huynh et al., 2019).

Ethereum is a new distributed BC network which provides a decentralized turing-
complete platform called Ethereum Virtual Machine (EVM). The programs running on EVM
are called smart contracts which reside on top of the blockchain network. Generally, a smart
contract is a set of rules under which participants agree to use, which is written in bytecode
and executed automatically when specific conditions are met. The solidity is one of the most
popular languages for programming smart contracts (Buterin, 2014).

2.1 Cryptography

Cryptography is the science of using methods to protect data privacy, integrity,
confidentiality, authentication, and non-repudiation. In cryptography, the process of
transforming plaintext data to ciphertext is called encryption, and the reverse of the data
encryption process is referred to decryption. Depending on the number of keys used,
encryption algorithms are classified into two main categories: asymmetric and symmetric
encryption algorithms (Katz et al., 2014).

Symmetric encryption uses a single key for both encryption and decryption, is used
for encrypting large amounts of data efficiently as compared to asymmetric encryption.
However, the weakness is the exchange of a shared secret key between two parties (Agrawal
et al., 2012). Some symmetric algorithms include DES, TRIPLE DES, AES, RC4, etc. In
asymmetric encryption algorithms, encryption and decryption are performed by two
different keys that are related mathematically. In which a public key is published and a
private key is kept secretly. One of the keys can be used for encryption, and the other key is
used for decryption. Some asymmetric algorithms include RSA, DSA, Diffie-Hellman, etc.
These algorithms are suitable for encrypting small plaintexts (Singh, 2013; Nie et al., 2009;
Hossain et al, 2016).

1716



HCMUE Journal of Science Huynh Thanh Tam et al.

Transmit

I’
E
3
S
g
3

=
ES - Ry -

Bob's Private key Bob's Public key

Fig. 2. A general model of digital signature process

Digital signature is a mechanism used to validate the authentication and integrity of
the digital message. A hash function is usually used in the digital signature model which can
be used to map a variable-length message into a fixed-size hash value. As shown in Figure
2, the integrity of the message is checked by comparing the hash values of h and h’. While
asymmetric cryptography provides the authentication for digital signature (Merkle et al.,
1989; Bellare et al., 1999).

However, data exchanged between Bob and Alice are in a plaintext form. To ensure
confidentiality, data must be encrypted by a symmetric algorithm before transmitting on the
network, and the secret key is sent to receivers for decryption through a secure channel.

3.  Peer-to-peer data sharing protocol

Figure 3 illustrates the general diagram of the data sharing and creating protocol on
the peer-to-peer network. That means the data generated by an authorized person or
organization will be directly transferred to the data owner. The transactional information and
related information are transparent on a BC network.

The person or —" Data owner —

organization 3; D / DO(P_DO, p_DO)

(1) Make
raw data

authorized to
issue data -
P/O(P_PO, p_PO)

(2) Digitize
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Protocol

Fig. 3. The diagram of the peer-to-peer data sharing protocol
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In Figure 3, P/O represents for an authorized person or an organization (such as
laboratory, doctor, hospital, or deoxyribonucleic acid (DNA) sequencing center), each P/O
owns a public key P_PO and a private key p_PO; Data owner, such as patient, is denoted by
DO, has a public key P_DO and a private key p_DO. In this protocol, sensitive data (such as
DNA or health information) in encrypted forms and a certificate after being created by the
P/O will be delivered to the DO where the certificate is used to prove the security and
integrity of the data.

The process of creating and getting data of the protocol as follows:

(1) The P/O creates raw data 5.

(2) Digitize and sign: This step includes the following activities:

(i) Convert the raw data into the digital format.

(if) Encrypt the digitized data with a secret key (k1) and the selected symmetric
cryptography. The P/O can use the symmetric cryptosystem provided by the system. In case
of using a private cryptosystem, the P/O must provide this cryptosystem or the source code
of the cryptosystem to the DO.

(iii) Issue a certificate to mask the integrity of the data: The certificate must be created in
a regular mechanism so that people in the BC system can check the integrity of the original
data without understanding such content.

(iv) The ciphertext and the certificate (CA) are uploaded to the cloud (in this paper, we
use IPFS as the cloud).

(3) Create and submit a transaction to the BC network: In a transaction, besides the
information about the sender and receiver addresses, it also has the following necessary
information:

(i) The secret key, for decrypting the original data, is encrypted by the DO's public key.

(ii) The path of the encrypted data and the certificate on the cloud.

(iii) The certificate of the data.

(4) Get the secret key and download the data: When receiving a transaction from the P/O,
the DO verifies the validity of the certification and then using the p_DO to decrypt and get
a secret key (k1). Then downloading and decrypting data.

(5) In case the DO wants to share the data with a partner, the DO uses the partner’s public
key to encrypt the k1. Then executing a transaction (encrypted key, link to encrypted data,
certificate) to the partner.

4.  Experiment results

To demonstrate the effectiveness of the protocol, the peer-to-peer network is built and
implemented using IPFS and ethereum BC as shown in Figure 4. The IPFS network is used
to store and distribute data to patients. Three virtual machines are used (OS CentOS, RAM
1GB, CPU 2.6 Ghz) to build the private IPFS network. All nodes are configured the
clustering feature, and one node acts as the IPFS gateway. For the BC network, Ganache is
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run to create a virtual ethereum BC. By default, Ganache generates 10 different accounts.
Each account wallet contains 100 ETH. In order to build the decentralized application
(DApp), reaction is used with the libraries web3, crypto, and ipfs-api. The smart contract is
written by the solidity programming language and using truffle to deploy them to the BC
network.
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Fig. 4. The peer-to-peer data sharing model

In the crypto library, the AES-256 algorithm in CBC mode is used to encrypt data at
step 1 of the protocol. The RSA-1024 is used to generate key pairs for P/Os and DOs. The
SHA-256 function is used in the certificate generating process.

In order to generate a certificate for a health record of a patient, firstly the health record
is encrypted by the AES-256 algorithm. Then, the output is hashed by the SHA-256 to form
aunique value. Finally, the P/O uses the p_PO to sign on the hash value. The general formula
is expressed as follows: CA = sign(p_PO, H(E (k, health record))), where H is a hash
function, E is an encryption algorithm, and Kk is a secret key. The CA is concatenated with
the ciphertext of the health record, the output result is uploaded to the IPFS. Besides, CA is
also submitted to the BC network.

To verify the integrity of data, from a transaction on the BC network, people perform
the following steps:

(1) Download the data on the IPFS from the given link in the transaction. Then separating
the certificate field (denoted CA') and the ciphertext field (denoted ¢’) from the data.

(2) Calculate: h = D(P_P0O,CA) and k' = H(c"), where D is the decryption function, CA
is extracted from the transaction. If ((CA = CA") and (h = h")) then data is valid.

In this way, people in the BC system only check the validity of the data without
understanding such content on the IPFS.

The solidity language is used to build smart contract for storing data from P/Os as
follows:

1  pragma solidity >=0.4.21 <0.6.0;

import "github.com/Arachnid/solidity-stringutils/strings.sol";

2
3 contract DataSharing {
4 mapping (address => string) message;
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using strings for *;
event AddData(string,string,string);

5
6
7 function SubmitData(address recipient, string Key, string link, string Cert) public
8 {

9

string memory data;

10 data=Key.toSlice().concat("[".toSlice());
11 data=data.toSlice().concat(link.toSlice());
12 data=data.toSlice().concat("[".toSlice());
13 data=data.toSlice().concat(Cert.toSlice());
14 message[recipient] = data;

15 emit AddData(Key, link, Cert);

16 }

17  function GetData() public view returns (string memory) {
18 return (message[msg.sender]);

19 )

20 }

Some images of the Dapp:

Upload health report File | Choese File | Healthcare Report.docx
Encryption Password

Load P/O Private Key Choose File | RSA_PrivatePO.txt
Create CA and Upload to IPFS | Done!

Receiver Address 0x3922640005065c50874f5732523C 3d997B:

Load Receiver Public Key | Choose File | Patien1_pubkey.txt
Submit Transaction  Done!

Data Verification

CA on Blockchain

Data on IPFS Choose File | No file chosen
Upload P/O Public Key | Chaose File | No file chasen
Checking Status:

Fig. 5. The interface of the DApp
In the Encryption Password field, the doctor has to set a password to generate a secret
key, as shown in Figure 5. The information of the transaction is shown in Figures 6 and 7.
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eth_blockNumber

Transaction: @x6e30be62381a8a4872733959f105dd36121033c3ec10ddo447f
6d7¢c029c3a7c6

Gas usage: 374459

Block Number: 2

Block Time: Wed Feb 26 2020 14:27:03 GMT+0700 (Indochina Time)

eth_getTransactionReceipt
eth_getBlockByNumber
eth_blockNumber

Fig. 6. The hash value of the transaction on the BC network

> eth.getTransaction('0x6e30be62381a8a4872733959ff05dd36121033c3ec10dd0447f6d7c
029c3a7c6")

{

blockHash: "@x8c5b8e2669daldef55d1cf2106fc609b106f0e686b82b7d18e05263fbcc6fe
b",

blockNumber: 2,

from: "0xf522a195c021fd609ededleec30f275d039f6elc"”,

gas: 1000000,

gasPrice: 20000000000,

hash: "0x6e30be62381a8a4872733959f105dd36121033c3ec10dd0447f6d7c029¢c3a7c6",

input: "0x162ae90e000000000000000000000000083d8ed446128357374898a572871ab8¢c768
628c600000000000000000000000000000000000000000000000000000000000000800000000000

Fig. 7. The detail information of the transaction

P R e e -

transaction hash €3110%3922640005065C5@874F5732523C3d9978a2633d0x 97 2285F87dC9957229CBAd355158133733226C3d
| x76b8e528 [

Efrom ©X3922640005065¢5887415732523C2d9978a2633d [

[to Datasharing.GetData() ex9F2285f87dc9957229CBdd35515813373a22EC3d [ 1
:hash €3110x3922640005065C508745732523C3d9978a2633dex9F2285f87dc9957229CBdd35515813373a22EC3d0 :
! x76bges28 [ !
| input ex76b...8es528 [ 1
rdecoded input 0 T
Edecoded output {

"e": "string: PwkVWFENWSOVASSIT3KO9iwqKXm/Sv32sVLpL+GACi143ZEikzBhCHXWDDSYU/DBRDI |
dWIVGEeN1rTVDRKAS jCwSTnmo@PyDNC/EFCUgI1LiW8Ir85XGave1x4DUOP4OPYVIa63/D/ XuSFSNKDALrSISP7URK |
OIRNVUbYJi®snMk=| QmREDPNE jyoLuUaMsYw7mgHFYSGEZfIF6eBbMFB] iCpUYXW| 138484Fdd67cd7@4e55ab516¢C
1536071f55a8afe41ed77ca08801668918efabdsc8112c44d41c2fd4055cbd29330d390c142F4224@4b3e53a1
21f74f5dfe4503fcsbegs3caefc75f90a96800f26d41278a3d6ev69dasasaesfbaeebf2221e37a9fdbscfad?
: 824610845409f7a4708dc127718F7062b9241cb6@39258435d771" |

Fig. 8. The decoded result of the transaction

People can access the data in the IPFS system based on the hash value
‘QmREDpNEjyoLuaMsYw7mgHFYSGEzfJF6eBbMfBjiCpUYXW’. However, they cannot
understand the content.

| 192.168.248.142:8080/ipfs/QmREDpNEjyoLuaMsYw7mgHFYSGEzf)F6eBbMfEBjiCpUYXW

nZ4weksU+3REPNIYASZBul EIROMRgxzGsuBwY pzcGLOWSoXTF4/+AjBg2hThdvvDywNPCAhERMiZi2+n5i8Th
B1s5U/ GCruab 7ud YDNIdHUQNZ + IXThAMYB58gAQ0T d1vD1 Jed JUXDDOv rHp jUF cf@7i1DYAKEUBp Ty sSXC /P S
2+hgxcI+6rwXC+utkyYXptongNHEVAUZLmE1pgPgx 7 FryTMCCY1gUlebGpuS+pws5Qy31i4nGl0Rou+VS j8YInp
rxDedcdkOfyMT4ywSHe3YnT4QsqgIHGUZqTIHGOF stBgV /BLHUZKYZQESuKDemY 12 TYCra8sMES 332 zVYUDPZ8
DBigPRM5A11C+01giEFOOK zWS1IMGFzdhgIvD@I5tuldV+5PGolXiPPZsveDL+Q7 Xt Spfig+7rUs 18gXF kiiXa

Fig. 9. The data on the IPFS system
The DApp also provides the “Data Verification” feature used to check the CA and
data in the IPFS system.

1721



HCMUE Journal of Science Vol. 17, No. 9 (2020): 1137-1149

Data Verification

CA on Blockchain 138484fdd67cd704e55ab516c1536071f55a8af041ed77cal8s
Data on IPFS Choose File | Ciphert.txt

Upload P/O Public Key | Choose File | RSA_PublicPO.txt

Checking Status: Valid

Fig. 10. The Data Verification feature of DApp

The size of the medical records is different, however, when uploading records to IPFS,
their access addresses are fixed-length hash strings. Blockchain transactions only contain
data access addresses on IPFS, thus the size of the transactions does not depend on the size
of the medical records. In this experiment result, the size of a transaction is 2 kilobytes. The
content of a transaction is shown in Figure 11.

> eth.getTransaction( ' @x8bedf@8278f343c6f3fac5dfd6f8b2ddeleebScdebdfdd7el72577cbafbb3f82")
i

blockHash: "@xfbbef4b@16d84624870649cb99@8d398c49af740189383816640db@1b9ae2blge”,

blockNumber: 9,

from: "@xa545a5d4ec27fdd9061bldad4efaeaddfe9ediab”,

gas: 1o00eea,

gasPrice: 20808080000,

hash: "@xBbedf@B278f343c6f3fac5df46fBb2ddeleebbcdebdfdd7el72577cbafb63f82",

input: "@x1l6aaed® a9986c3d49cledBe3d148f5d611fc2d75al1d979

16i
1 466241376e4e376236784859723064646333584c3150666

d6549344c42324346734bbc5aded15a4d7635386e4d5272496331452b706e4c367475793736534b67626d346e7253785761586a586C317239425162777948755a
4c3146557068394c3066594a594e6d324F587248457a4c53395083356525a585739477373426247736567364268793362635a36316730613552452b6e737257736
471344c686F4d6bo54F6634677a716b2f0boT3d
0000060000002e516d516T72526e32314c3637673262794c36714755775031646939535879546d7667545774435471423158676b5
1883865366534393437653832613662653338356138663139653637
643837343366366137383837366538323037616235623063376564303936333939366432353333643233303633373266353334343266346165333032616330663
766373435326263333266656238393838633833356132653261313533343264303037633232336534613634313664383739633631646636623533613661386463
6135616537363239343635636466333934656530373631653137363166306633353464646264653966623933333939613534308663963626534633764663165643
3346638663434633365316536353436653565306639396231383231363863346137626630",

nonce: 6,

r: "@xf443f4734895abe@197cbdd3f3e74a43627602e644edaccdcd5112b648d6b98e",

s: "@x56723e579f7e33efc6582d7b434efdbccbbedf@ddadbedt7bb295eelfldllccc”,

to: "@xa9986c3d49cledde3dl4@f5dellfc2d75ald979f",

transactionIndex: @,

v: "Bx26",

value: @

Fig. 11. The content of a transaction
5. Comparison

In a study by Makhdoom et al. (2020), data are shared with stakeholders. For instance,
a user's health data can be shared with a medical center, primary medical center, health
secretariat, and insurance provider that the user has registered. Data privacy is guaranteed
by encryption algorithms and access control policies in smart contracts.

In a study by Hoang, V. H. (2020), this data sharing method only ensures the
confidentiality of the data, and data integrity is based on trust between the two partners
participating in the exchange process.

The solution proposed in this study can ensure the confidentiality of the shared data as
well as data integrity. Furthermore, any user can verify the integrity and reliability of the
shared data but cannot understand the content.

6. Conclusions
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Privacy-preserving for data sharing plays a crucial role in peer-to-peer networks. The
proposed protocol is designed based on existing technologies such as IPFS, BC, and
cryptography algorithms. The protocol requires the content providers to publish their
identification on the BC network. In many fields, this is necessary to manage the sources
that generate original contents. The experimental results show that the protocol operates
efficiently, can be easily implemented in practice.
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TOM TAT

Dir liéu sé, trong nhiéu linh viee, nhir ngdn hang hodc dwoc pham, can phdi duwoc bdo vé khi
lweu triv va chia sé trén mang internet. Tuy nhién, trong méz vai truwong hop, tinh toan ven cua diz liéu
chia sé ciing phai dwoc dam bao dé khong cb sw sira doi trén dir liéu dwoc chia sé. Trong bai bao
nay, chling tdi xem xét nga canh sau: mét cong ti dwoc pham dang nghién civu vé bénh ung thi X,
quang béa trén internet rang cong ty muén mua di lieu DNA cua nhitng nguoi mdc bénh X. Cac cau
hoi dat ra la: (1) Lam thé ndo mér nguroi dung chia sé dir lieu DNS cua ho mét cach an toan va an
danh cho cong ti? Va (2) Lam thé ndo cong ti c6 thé xdc dinh tinh todn ven cua di liéu DNA nhdn
duoe trieéc khi thanh toan cho mét hep dong truec tuyén? Nhing vén dé nay c6 thé diroc gidi quyét
dira trén cong nghé blockchain. Chiing t6i dé xuat mét giao thire dé dam bdo tinh riéng tu, tinh toan
ven va xac thyc cia viéc chia sé di liéu trén mang ngang hang. Giao thize duroc thiét ké 1a s ket
hop cua ba thanh phan, bao gém cdng nghé blockchain (BC), hé thang tép lién hanh tinh (IPFS), hé
thong mat ma. Diz liéu dwoc chuyén truc tiép dén nguwoi nhan ma khong can si dung bdt ki hé theng
trung tdm nao. Théng tin cia qué trinh chia sé di liéu diroc cong bé trén mot blockchain, nguoi
diing c6 thé xac minh tinh toan ven va xac thuc cia di lidu goc nhung khéng thé biét duwoc néi dung
cua dir liéu. Két qua ther nghiém cho thdy giao thirc cia chiing t6i ddp img tot cac yéu cau bao mat,
c6 thé dé dang trién khai trong thyc té.

Tar khéa: IPFS; blockchain; chia sé dir li¢u; tinh riéng tu
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