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TOM TAT

M@6 hinh héa di liu 1a bai toan quan trong trong phan tich diz liéu. Hoc may la phuong phap
deoc sk dung réng rdi dé giai quyét bai toan md hinh héa nay. Hau hét cac mé hinh hoc 1a cuc b
theo nghia dir liéu huan luyén mé hink duwoc tdp trung noi mdy chii, do d@s, khdng tan dung duwoc dir
ligu chia sé da dang tir nhiéu nguon. Két qud 1a tinh tong quét héa cia md hink thu diroc ¢ thé bj
han ché. Hoc lién két la phuong phdp hoc véi dir liéu hudn luyén tir nhiéu nguon, va vi thé, né cé
nhiéu wu diém so véi cac md hinh hoc khac. M6 hinh hoc lién két c6 thé duoc &p dung cho nhiéu
dang di liéu va nhiéu thugt toan may hoc khéac nhau. Bén canh dg tong quat héa cao, md hinh hoc
lién két con dam bao tinh riéng tir cho tdp dit liéu huan luyén. Bai bao ndy, dé xuat mé hinh hoc lién
két cdi tien dam bdo tinh riéng i dwa trén mo hinh hoc lién két. Két qua thiz nghiém cho thdy tinh
kha thi c6 thé ap dung vao cac bai toan sir dung hoc may trong thuc té, dong thoi ciing mé ra nhiing
nhizng thach thazc tiép tuc nghién cizu, cai tién.

Tir khoa: dam bao tinh riéng tu dit liéu; mo hinh lién két; phan tich dit liéu dam bao tinh riéng
tu; dam bao tinh riéng tu vi mo hinh lién két

1.  Giéithiéu

Khai thac dir liéu, hoc may va hoc sdu dang ngay cang phat trién nhd ngudn dir liéu
phong pht, khong 16. Cét 16i cua viée hoc may 1a dit liéu. Theo cach truyén théng, ta phai
thu thap va luu trit rat nhiéu dit liéu tai mot may tinh (may chu), rdi st dung thuat todn huan
luyén dé hoc trén tap dir 1iéu d6 — hoc cuc bd. Trong cac mé hinh hoc cuc b, do trach nhiém
bao mat thudc phia may chu, noi thu thap va quan i tat ca dir liéu nén chét luong vé tinh
chinh xac ctia m6 hinh hoc 1a quan trong hon tinh riéng tu dir liéu. Trong nglr canh hoc tir
nhiéu nguén dwr liéu duogc chia sé chung — hoc lién két hay hoc phan tan, hoc phi tap trung,
& d6, cac d6i tac (local server) hop tac cung xay dung mé hinh tir di liéu (local data) va chi
chia sé két qua tinh toan ctia minh trong qué trinh hoc. Trong ngit canh nay, bén canh viéc
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yéu cau vé tinh dung dan cta mo hinh thi van dé riéng tu cua dit liéu ciing 13 yéu cau quan
trong khong kém, dac biét la trong cac linh vuc dir liéu co6 tinh c4 nhan, nhay cam nhu dir
liéu tai chinh, y té, sinh hoc... Trong cac linh vuc nhay cam nhu vay, ngoai muc tiéu quan
trong 1a do chinh x4c thi cac m6 hinh thuét toan hoc hay phén tich dit liéu ciing cAn phai chu
y dén tinh riéng tu cua dir liéu, day tinh chét dic biét quan trong khi cac bo luat vé bao vé
dir liéu c4 nhan dang duoc nhidu nudc trén thé gisi ap dung.

C6 nhiéu ki thuat hd tro viéc bao vé tinh riéng tu cho dir liéu. Trong do, hoc phan tan
12 ki thudt dam bao tinh riéng tu ngay cang trd nén phd bién nhu hién nay. Ki thuat nay tong
quat, &p dung duoc cho moi dang dir liéu va céc thuat toan hoc may da dang.
2. Cosé li thuyét

Phan nay sé& gigi thiéu lai cac khéi niém quan trong s& duoc ding cho cac phan sau.
2.1. Hoc cuc bé

Mo hinh hoc cuc bo khdng c¢6 dinh nghia rd rang, cu thé ma chi 1a khai niém dé chi
mo hinh hoc tap trung cii, trudce khi co sy ra doi cia mo hinh hoc lién két hay hoc phi tap
trung. M6 hinh hoc cuc b (Hinh 1) 1a cach tiép can truyén théng va duoc st dung rong ri
trong linh vuc hoc may. Tién trinh huin luyén duoc tién hanh dua trén mot tap dir liéu da
duogc thu thap va mdt thuat toan dugc thuc thi tai cung vi tri vat li (cing may cha luu trit va
tinh toan).
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Hinh 1. M6 hinh hoc cuc bo
2.2. Mang no-ron nhan tgo
Mang no-ron nhan tao (ANN — Artificial Neural Network), thuong goi tit 1a mang
no-ron, la mot mo hinh toan hoc dugc dua trén cac mo hinh no-ron sinh hoc. ANN gém mot
nhém cac no-ron nhén tao (nat) lién két voi nhau, théng tin dugc xir If bang cach truyén theo
cac lién két va gia tri moi tai cac no-ron duoc tinh lai (Hinh 2).
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Hinh 2. Mang no-ron va mé hinh mang no-ron

M6t nat s& nhan mot hodc nhiéu tin hiéu dau vao x va cho ra két qua o & dang nhi
phan. Cac dau vao anh huong nhiéu hay it vao nit dau ra qua cac tham sb quan trong tuong
ung w cua no:
_(0ifwlx <0
B {1 if wix >0

Véi chi nhitng phép tinh don thun nhu vay, trén thuc té mang no-ron s& khong thé
phat hién ra nhitng quan hé phuc tap cua dir li¢u (vi du nhu: dy doan ng xAu, tai chinh, cac
bai toan xur li anh hay cac bai toan rut trich nglr nghia cua van ban) kha nang du doan cua
mang no-ron s€ bi gioi1 han va giam di rat nhiéu. Tir d6, xuit hién khai niém ham kich hoat
(Activation function) 1a ham c6 thé tra vé cac gi trj thuc bi chin. Su két hop cua cac ham
kich hoat nham gitp cac md hinh c6 thé hoc dugc cac quan hé phi tuyén phuc tap tiém an
trong dir liéu. Mot s6 ham kich hoat co ban nhu?:

1

1+e~%
eX—e ¥
eX+e~X

Ham ReLU: f(x) = max(0,x)

Ham Leaky ReLU: f(x) = 1(x < 0)(ax) + 1(x = 0)(x) (v6i o 1a hing s6 nho)
2.3. Kién trac mang no-ron

Mot mang noron don gidn dugc cAu thanh béi cac no-ron don 1é, duge goi la

Ham sigmoid: 6(z) =

Ham Tanh: tanh(x) =

perceptron. Mang no-ron tong quat 1a sy két hop ciia cac tang perceptron.

input layer
hidden layer 1 hidden layer 2

Hinh 3. Mang nhiéu tang

1 Xem lién két Activation functions in neural networks(2020) (c6 san trén mang ngay 25 thang 2 nam 2021).
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Mot mang no-ron c6 ba kiéu tang (Hinh 3):

- Tang vao (input layer): 1a ting bén trai cing caa mang biéu dién cac dau vao caa mang;

- Tang ra (output layer): 1a ting bén phai cing caa mang, biéu dién cac dau ra caa mang;

- Tang an (hidden layer): I (cac) ting nam gitra tAng vao va tang ra biéu dién cho viéc
suy luan logic va tinh toan trung gian cua mang;

Mot mang no-ron ludn chi cé 1 tang vao va 1 ting ra, nhung c6 thé khong ¢ hodc ¢o
nhiéu ting an. O mdi tang, sb luong cac nit no-ron co thé khac nhau, tly thudc vao bai toan
va cach giai quyét.

2.4. Mang no-ron tich chdp

Tich chap 1a mot khai niém trong xur Ii tin hiéu s6 nham bién d6i thong tin dau vao
thong qua mdt phép tich chap voi bo loc dé tra vé dau ra 1a mot tin hiéu méi. Tin hiéu nay
s€ lam giam nhiing dac trung ma bd loc khong quan tam va chi gilt nhitng dac trung chinh.

Ciing giébng nhu mang no-ron truyén thdng, mang tich chap (Hinh 4) hoat dong theo
phuong thire nhan thong sé dau vao 1a cac diém tin hiéu va bién d6i tin hiéu d6 thdng qua
cac tAng mang. Tuy nhién, diém khac biét nam & ciu triic cua dau vao va cdu tric bén trong
c4c tAng ctia mang tich chap.

L4y cam himg tir xtr |i anh nén déu vao cua mang tich chap c6 ciu trac ma-tran nhu
mot buc anh cht khong c6 dang vector nhu mang no-ron nhan tao thong thuong. Cu thé,
mot bire anh sau khi sé hoa co dang ngang-doc-siu (ngang: s6 luong diém anh trén chiéu
rong, doc: ) luong diém anh trén chiéu cao, sau: sb luong kénh nhu RGB c6 3 kénh dai
dién cho muc do cua 3 mau do, luc, lam) nén dau vao cua mang tich chap la mdt ma tran
3 chiéu.

Mang no-ron tich chap gdm cac tang tich chip, dém va budc nhay, ting gop dung dé
két hop thong tin qua cac ving khong gian ké nhau, qua viéc sir dung da kénh hay bo loc &
mdi tang.

Tang tich chép 13 16p quan trong nhat va ciing 13 16p dau tién ciia mé hinh mang tich
chéap. Lop nay co chitc ning chinh 13 phat hién cac dic trung khong gian hiéu qua. Tang tich
chap nhan dau vao 1a ma tran 3 chiéu va mot bo loc can phai hoc. B0 loc nay s€ truot qua
ting vi tri trén birc anh dé tinh tich chap gitra bo loc va phan twong tng trén btrc anh. Ma
tran két qua cua qua trinh nay duoc goi 1a ma tran dic trung.

Budc nhay 13 s6 luong diém anh dich chuyén ma tran du vao hay dung dé dich chuyén
b6 loc theo mdi bude xac dinh.

Pém la thém cac diém anh vao xung quanh burc anh dé giit nguyén kich ¢& ma tran
dac trung ban dau. Muc dich 1a sau mdi 1an sir dung céac bo loc dé quét anh, kich thuoc cua
anh s& nho hon va s& khong giit nguyén kich thudc ban dau ciia anh nén sé khong thé khai
thac duoc anh nita, do d6 can thém mét s diém anh bén ngoai vao hinh anh.
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Tang gdp thudng duoc str dung ngay sau bude phi tuyén cua tang tich chap dé don
gian hoa thong tin dau ra giam bot sd lwong no-ron. Quaé trinh gdp phd bién 1a gdp cuc dai
(max-pooling), thu tuc nay chon gia tri 16n nhét trong ving dau vao.

Y tudng ding sau tang gdp 1a vi tri tuyét dbi cua nhitng dic trung trong khong gian
anh khong con can thiét, thay vao d6 13 vi tri twong ddi giit cac dic trung da du dé phan loai
dbi twong. Hon nita giam ting gop c6 gilp giam di s6 chiéu, 1am han ché viéc qua khép
(over fitting) va giam thoi gian huan luyén.

RelU (Rectified Linear Units, y = f(x) = max(0, x)) 1a ham kich hoat phd bién nhét
cho mang no-ron tich chap tai thoi diém hién tai. Trudc khi ham ReLU duoc ap dung thi
ham mirc, ham Sigmoid hay Tanh, 1a nhitng ham phd bién. Him ReLU duoc ua chudng vi
tinh toan don gian, gitp han ché tinh trang tiéu bién gradient (dao ham x4p xi 0) va ciing cho
két qua tbt hon.

Tang cudi cing ctia md hinh mang no-ron tich chap trong bai toan phan loai anh la
tang két ndi ddy di. Tang nay c6 chirc ning chuyén ma tran dic trung & tang trudc thanh
vector chtra x4c sut cua cac dbi tuong can dugc du doan.

Va cudi cung, qua trinh huin luyén mé hinh CNN cho bai toan phan loai anh ciing
tuong ty nhu huan luyén cac mo hinh khac. Can dinh nghia ham 18i dé tinh sai s6 gitra du
doan ctia mé hinh va nhén chinh x4c, ciing nhu str dung thuat toan lan truyén nguoc cho qua
trinh cap nhat trong $6.

e =

= o

& Rl

Hinh 4. Cdu triic CNN
2.5. Thudt toan téi wu Gradient Descent

Nhu ta d3 biét, dé tim cuc tri ciia mot ham sé lién tuc y = f(x) s& phai giai phuong
trinh dao ham ctia ham do: f'(x) = 0.

Nhung phuong trinh trén khong phai lic nao ciing gidi dugce dé dang, c6 nhiing truong
hop viéc giai phuong trinh trén 1a bt kha thi. Gradient Descent Ia cach thuc tim cac diém
cuc tiéu cuc bd nay mot cach xép xi sau mot s6 vong lap. Trong thuc té, cac gia tri dir ligu
thuong khong dung 100% ma doi khi ching ta can nhiing con sb gan ding nén nhimng cach
tinh toan xap xi, gan dung 1a giai phap phil hop nhét.

Gradient Descent 12 mot thuat toan 1ap toi wu dugc sir dung trong cac bai toan hoc may
va nhat 1a mang hoc sau, thuong 1a cac bai toan t6i wu 161 voi muc tiéu 1a tim mot tap cac
bién noi tai cho viéc tdi wu mé hinh may hoc. Y tudng cua Gradient Descent thuc hi¢n, tai
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mbi diém ctia ham 16i hay ham mat mat, n6 sé xac dinh d6 déc sau d6 di nguoc lai v6i hudng
ctia d6 ddc dén khi nao do déc tai chd do gﬁn hoac bﬁng 0 (cuc tiéu).

Gradient Descent c6 nhiéu dang khac nhau nhu Stochastic Gradient Descent (SGD),
Mini-batch Gradient Descent (MGD). Vé co ban thi cac dang Gradient Descent déu dugc
thue thi nhu sau:

a. Khai tao bién noi tai

b. Panh gia model dya vao bién noi tai va ham mat mat (loss function)

c. Cap nhat cé4c bién noi tai theo huéng toi vu ham mat mat

d. Lap lai budc danh gia va cap nhat (budc b va ¢) cho tai khi thoa diéu kién dung.

Cong thirc cap nhat cho Gradient Descent c6 thé viét la:

6 — 6 —nVef(6)

6: tap cac bién can cap nhat, n: toc d hoc (learning rate), Vo f(0): gradient cua ham
mat mét f theo tap 6.

T6i wu ham mét mat 1a viée tim cac diém t6i wu ma & d6 ham mat mat dat cuc dai hodc
cuc tiéu. Néu ham mét mat khong phai 1a ham 16i thi s& c6 cac cuc dai cuc bd hodc cuc tiéu
cuc bd bén canh céac cuc dai cuc tiéu. Tuy nhién, trong bai toan t8i wu 16 ap dung Gradient
Descent thi cac cuc tiéu cuc b ciia ham mat mat cling chinh 1a cuc tiéu toan cuc ctia nod.

C6 1 tham sb quan trong trong Gradient Descent d6 1a gia tri d6 16n ctia mdi lan di
chuyén. Tham sb nay duoc goi la tdc do hoc hay h¢ sb hoc (learning rate). Néu tdc do hoc
qua nhd, thuat toan s€ phai thyc hién nhiéu budc dé hoi tu va s& mat nhiéu thoi gian. Nhung
néu téc do hoc qua 16n s¢€ khién thuét toan di qua cuc tiéu, va vuot han ra ngoai khién thuat
toan khong thé hoi tu (xem Hinh 5).

Cost
A

Plateau

B
>

Global

Local minimum > .
oca minimum

Hinh 5. Mink hoa tham sé toc do hoc

Nhu Hinh 5 minh hoa, diém xuét phat co thé & bén trai hodc bén phai, néu xuit phat
tlr bén trai, thuat toan s& hoi tu & diém cuc tiéu cuc bd ma khong di dén duoc cuc tiéu toan
cuc. Néu diém xuét phat tir bén phai s& phai mat nhiéu thoi gian dé vuot qua diém 16i dé dén
duoc diém cuc tiéu toan cuc va néu két thuc thuat toan qué som s€ khong dén duge diém
cuc tiéu toan cuc.

Céc bai toan trong thuc té ap dung Batch Gradient Descent thuong kho tim dugc cac
cuc tiéu toan cuc, da phﬁn roi vao cac cuc tiéu cuc bo, tuy nhién, chung ta van co thé chép
nhan cac két qua Gradient Descent tra vé khi mo hinh da du tot.
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2.6. M@ hinh hgc lién két

Mo hinh hoc lién két (federate learning) 1a ki thuét trong hoc may, dugc dung dé huin
luyén mé hinh mét cach phi tap trung. Khac véi cach tiép can truyén thdng — hoc cuc bd, md
hinh hoc lién két trién khai trén hé thong dit liéu phi tap trung thay vi phai thu thap tat ca cac
dir liéu vé may chi. Do d6 ma céc thiét bi tham gia vao mé hinh nay s& dugc huong loi tir
viéc m6 hinh hudn luyén dugc hoc tir nhidu ngudn di liéu tir khac nhau, gitp dua ra két qua,
du doan chinh xac hon, téng quat hon so v&i chi hoc trén tap dir liéu may cuc bd.

Mo hinh hoc lién két cho phép nhiéu diém (thiét bi) tham gia ma khong can chia sé di
liéu, tai nguyén; thay vao do6 céc thiét bi - may con chi trao di bo tham s6 ctia mé hinh huan
luyén. Vi thé, may chu khong hé biét chi tiét dir liéu ctia may con. Piéu nay giup giai quyét
cac van dé bao mat thong tin, an toan dit liéu va quyén truy cap co sé dit lidu.

Hinh 6. M6 hinh hoc lién két
2.7. Cdu triic mé hinh hoc lién két
Mo hinh hoc lién két dugc chia lam hai phan chinh 1 (i) cac thiét bi tham gia hay con

goi 1a mdy con va (ii) may chii. Cac may con khong can két ndi véi nhau ma chi can két ndi
v6i may chu. Nhin chung, né kha giéng voi cdu trac Client — server dugc ap dung phd bién
trong linh virc mang may tinh, dién hinh 14 cac trang web.

Trong mot hé théng, may chu duoc xem 13 trai tim ctia ca hé thdng, giit vai tro quan
trong trong viéc van hanh hé théng, néu mday chi khéng hoat dong déng nghia voi ca hé
thng s& dimg hoat dong. Trong mé hinh hoc lién két ciing twong tw, may chu giit vai tro
quan trong trong viéc quan li cac may con, duy tri su hoat dong ctia mo hinh. May chu c6
cac chuc nang chinh:

- Quan Ii, diéu khién cac may con trong md hinh hoc;
- Thuec hién téng hop théng sé caa md hinh huan luyén;
- Luu trit c&¢ md hinh huén luyén da duoc tong hop.

Bén canh d6, may chu con ¢ bo dit liéu cua riéng minh dé kiém thir mé hinh huin
luyén nham danh gia mo hinh huan luyén, tir 46 dua ra quyét dinh sir dung mé hinh huén
luyén nao t6t nhat. Néu trudng hop may chu khong c6 cac dit liéu kiém thir thi s& danh gia
két qua ctia mé hinh hudn luyén thong qua cac may con tham sd.
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May con hay céc thiét bi tham gia vao mé hinh hoc lién két giit vai trd quan trong
khong kém trong hé théng. Mdi may con duoc xem nhu mot mé hinh hoc truyén théng cuc
bd. May con c6 cac chirc nang chinh:

- Huéan luyén mé hinh huan luyén véi tap dit liéu riéng;
- Cap nhat bo tham sé cua mé hinh huan luyén 1én may chu;
- Cap nhat bo tham sé caa mé hinh huan luyén tir may cha vé.

May con s& hitu tap dir liéu riéng (local data) nhung mé hinh huin luyén phai dong
nhat v6i mé hinh huén luyén cia ca hé thdng mé hinh hoc lién két, ddng thoi ciing can dong
nhat gitra cac tham s trong qua trinh hoc ctia cac may con. Piém khac 1a thay vi lién tuc
cho mé hinh huén luyén hoc dir liéu, cac may con sau mdt khoang thoi gian hoc nhét dinh
phai giri bo tham s6 ctia mé hinh hoc 1én may chu, sau d6 cho may chu tong hop ra bo tham
s6 m&i, nhan bd tham s méi d6 va tiép tuc qua trinh hoc cuc b cia minh. Nhu vay, mo
hinh hudn luyén cia may con di bj chi phdi boi may chu, khong con mang tinh ca nhan va
da chuyén sang trang théi tong quat trén toan bd cac may con khac cia mé hinh hoc lién két.
2.8. Hoat déng ciia hoc lién két mang hec sau
2.8.1.Nguyén li hoat dong

Nguyén i hoat dong ctia mé hinh hoc lién két tap trung vao cach thirc giao tiép giira
may chi va may con. Vé nguyén |i hoat dong ¢ may con s& gan tuong tu nhu mé hinh hoc
cuc bo (xem Hinh 7).

Round i Round i+1

. -

Selection Configuration Reporting I Selection Conﬁguratlon Repo,.

—— i i
1
i —— :
1

. %—H Training@l r ' %7 Training -
1
. {Training ] H
\

. ! - : Training —

LY ‘ ) f
1
O @\: ggregation \: !
] [
= e
. Device ‘j *] ' —
Osewer
: Persistent storage
¥ Rejection
@' Device or network failure

Hinh 7. M8 hink hoc lién két
M6 hinh hoc lién két gom:
Devices: 1 hay nhiéu may con
Server: 1 may chu
Persistent storage: noi luu trit mo hinh hudn luyén (thudng duoc luu trit trén méy chi)
Rejection: tin hiéu bj tir chdi
Devide or network failure: tin hiéu 15i tr may con hoic mang két ndi.
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Kha giéng v&i md hinh hoc cuc bd & bude hoc mé hinh huén luyén, quy trinh hoc ctuia
m6 hinh hoc lién két ciing duogc chia ra nhidu vong tong hop. Mbi vong tong hop 1a mot quy
trinh nho, 1a su trao ddi va téng hop bd tham s cia mé hinh huan luyén gitta may con va
may chu. Chi tiét hon, mdi vong tong hop gdm c6 3 pha: pha lia chon, pha c4u hinh va pha
béo cao

Pha lwra chon 13 pha dau tién trong quy trinh, né gitp may chu chon ra nhitng tmg ctr
vién tham gia vao vong tong hop nay.

Dau tién, budc (1), may chu s& phat tin hiéu thong bao pha lra chon bét dau, diéu nay
cling ddng nghia véi viéc bit ddu mot vong tong hop méi. May con nao nhan duoc tin hiéu
va dang & trong trang thai san sang s& guri thong bao san sang cho may cha. Nhitng may con
dang con lam cong viéc dang do sé tiép tuc lam va doi dén thong bao cho pha luya chon sau.
May chu sau mot khoang thoi gian cho nhat dinh sé thu thap duoc mot tap hop may con ¢
tin hiéu sin sang, sau do thuc hién chon ngau nhién ra cac may con sin sang d6 vai sb luong
nhét dinh va gui thong bao chip nhan pha lua chon cho cac may con. May con nhan duoc
thong bao chap nhan pha lua chon s& chuyén tur trang thai sin sang sang trang thai dang hoat
dong va cho nhan théng bao tir pha tiép theo. Con cac may con khong duoc chon thi may
chu s& gui thong bao tir chéi, cac may con nhan duoc thong bao tir chdi sé tiép tuc & trang
thai san sang va doi dén pha lra chon tiép theo. Trong truong hop hét thoi gian cho cua pha
lya chon ma may chu khong nhan du sé luong tin hiéu tir may con ¢ trang thai san sang thi
sé huy pha lya chon nay, gai thong bao tir chdi tdi tat ca may con ma may chu da gui thong
bao chp nhan pha lya chon trudc d6 dé cac may con tro lai trang thai sin sang, doi mot
khoang thoi gian nhat dinh va bat dau lai pha lya chon méi

Bit dau pha cau hinh, budc (2), may chu sé doc bo tham sé mé hinh huan luyén méi
nhét tir noi luu trir mé hinh huan luyén. Sau d6, budc (3), may chu gui bo tham sé moé hinh
huan luyén cho tt ca cac may con duoc chon tir pha lua chon trude do. Budc (4), cac may
con sau khi nhan duoc bo tham sé mo hinh huan luyén tir may chu & ap né vé mé hinh huén
luyén cta minh va tién hanh huan luyén mé hinh huan luyén méi dugc cap nhat bang tap di
liéu cua minh. O may con, khong nhét thiét la ci xong mét vong lap hoc cuc bé thi may con
gui bo tham sé ma may con cé thé thuc hién mét sé lugng vong lap hoc cuc bd nhét dinh rdi
mai gai bo tham sé cho may chu.

Pha bao cao duoc bat dau sau khi may chu thuc hién gui bo tham sé6 mé hinh huan
luyén tir pha cAu hinh cho tit ca cac may con hoan tat. O pha nay, may chu sé doi cac may
con duoc chap nhan huan luyén mé hinh huan luyén xong va gui bo tham sé ciia mé hinh
huan luyén mai 1én. May con gui bo tham sé mé hinh huén luyén xong sé& chuyén trang thai
sang sin sang va cho vong tong hop tiép theo. Budc (5), sau khi nhan du tit ca bo tham sb
mé hinh huin luyén, may chu tién hanh tong hop tat ca bo tham sé mé hinh huan luyén thanh
mot bo tham sé mé hinh huan luyén maéi va budc (6), luu trit lai tai noi luu trir mé hinh huan
luyén. May con c6 thé gui tin hiéu 13i may con hoac 15i két néi dén may cha khi gap su cb
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vé qua trinh huan luyén mé hinh huan luyén hoac vé két néi, may chu nhan duoc tin hiéu 156i
s& bo qua may con do. May con gui tin hiéu 15i dirng moi hoat dong lai va chuyén sang trang
thai sin sang dé cho vong tong hop maéi. Trong truong hop hét thoi gian cho caa pha bao
c40 ma may chu van chua nhan du bd tham sé mo hinh huan luyén caa cac may con, may
chu sé gui tin hiéu hét thoi gian thong bao cho cac may con cham tr&, sau d6 tinh tong cac
may con da gui bo tham sé mé hinh huin luyén néu du sé luong thi sé tién hanh téng hop
nhu binh thuong, con khong sé huy pha bao cao nay va dung vong tdng hop lai, bét ddu vong
t6ng hop mai
2.8.2. Tong hop b tham sé mé hinh hudn luyén

Trong may hoc, cac thuat todn mang no-ron c6 thé biéu dién dudi dang ham f(x) véi
bo tham s6 1a tap hop w = {wy, Wy, ..., w } V6i K 1a s6 Tugng tham sé c6 trong ham £ (x).
DAy ciing chinh 14 bd tham s6 ma may chtl va may con truyén nhan cho nhau va tai may chu
su tong hop ciing dién ra trén bo tham sb nay.

Wep = A W1, Wy, ..., Wi |w; = %Z w;; voi i € [1,k]

trong do:
Wyp: b tham s6 mo hinh huén luyén téng hop
k: s luong tham sb trong bo tham sé mo hinh huan luyén tong hop
n: s6 lugng bd tham sb ctia may con can duoc tong hop
w;;: tham s6 tai vi tri  thudc b tham sb ctiia may con .
2.8.3. Thudt toan

1. procedure: sumWeight FL()

2. Input: w,,, < mang hai chiéu c6 n bd tham s6 mé hinh huin luyén con, mdi bo tham
s6 m6 hinh huén luyén con c6 k tham s

3. fori=0 - k:

4. tong =0

5. forj=0-n:

6. tong = tong + weon[j1[i]

7. wypli] = tong/n

8. return wy, < mang bo tham sb tong hop c6 k tham s6

3. Deé xuat thuat toan cai tien vé by nén tham so mé hinh huan luyén

Viéc truyén tai b tham sé mé hinh huén luyén qua lai giita cAc may con véi may chu
xay ra lién tuc trong qué trinh hoc, tao sirc ép 16n 1én mang két ni ciing nhu anh huéng téi
thoi gian doi cua may chu trong pha béo cao. Néu md hinh huan luyén 16n, kéo theo dung
lwong bo tham sb ciing 16n theo, ¢ thé 1én t6i vai trim MB. Diéu ndy gay khé dé cho céc
may con c6 duong truyén mang kém, khdng 6n dinh. Dong thoi, ciing gay kho khian cho may
cha khi phai tiép nhan va xir 1i bo tham s dung lwong 16n cua nhidu may con cuing ldc.
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Vi vay, chiing toi tim cach giam dung luong ctia bo tham sé mé hinh huén luyén, giup
tang toc do cling nhu giam ap luc vé sy truyén tai tham sé qua mang.

Y tudng cho viée giam dung lwong bd tham sé mé hinh hudn luyén 1a bo di ngau nhién
mot tap con cua cac tham sb trong bd tham s6 d6 theo mot ngudng tdi thiéu cho trudc, roi
méi giri bd tham sd d6 1én may chi. Khi may chu thue hién tong hop cac bo tham sd, néu
tham s ndo rdng s& bo qua, chi 13y trung binh cong nhitng tham s khac rdng.

Co s6 cho ¥ tuong nén nay 1a vé mat Ii thuyét, néu cic may con cé luong dir liéu du
16n va mé hinh huén luyén pht hop thi mdi mé hinh huén luyén cta tirng méay con déu huéng
t6i ciing mot mo hinh huén luyén chung t6t, bo tham sb s& gan gidng nhau. Nén khi ta ngau
nhién bo di tham sd trong bd tham sb ctia may con nay thi theo cach ngiu nhién s& c6 may
con khac khong bo di tham sé d6. Nhu vy, cac tham s s& dugc xen k& bo sung cho nhau &
cac may con. Y tudng nay s& khong anh huéng qua nhiéu téi két qua chung.

Thudt toan nén bg tham sé

1 procedure: scaleWeight FL()

2 Input: w,,, < méang b tham sé & may con cé k tham s6

3 dungluong(x) « ham tinh dung luong cua mot bién x

4 X&o tron ngau nhién phan tir trong w,,y,

5. tongdungluong = 0

6 fori=0 - k:

7 Weonli] = @

8 tongdungluong = tongdungluong + dungluong(we,,[i])
9 if tongdungluong

dungluong(Weon)

10. break

Thudt toan t(fng hop bo tham 56
1. procedure: sumScaleWeight FL()
2. Input: w,,,, < mang hai chiéu c¢6 n by tham s mo hinh huan luyén con, mdi bo
tham s6 md hinh huin luyén con ¢6 k tham sb

3 fori=0 - k:

4 tong =0

5. soluong =0

6. forj=0-n:

7 if weonlj][i] # ©:

8 tong = tong + weo, [71[i]

9. soluong+=1

10. if soluong # @:

11. wepli] = tong/soluong

12. return wy, < mang bo tham sb tong hop c6 k tham s6
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4, Ketqua

Dé danh gia dugc phuong phap, chung t6i dung tap dir liéu huan luyén CIFAR10 gom
60.000 hinh dugc chia 1am 2 tap, 50.000 hinh 14 tap huan luyén va 10.000 hinh Ia tap kiém
tra. M6i hinh c6 kich thudc 32 x 32 1a hinh mau gé)m ¢6 10 nhan la: may bay, xe hoi, chim,
méo, nai, cho, éch, ngua, tau va xe tai.

Dé giai quyét bai todn phan loai anh, ching toi sir dung mang no-ron tich chap CNN
va mé hinh hoc lién két rat gon. Ching t6i thuc hién khao sat sé lwong may con tir 1 dén
100, véi s6 lwong may con biang 1 thi dugc xem 13 md hinh hoc cuc bé. Céc yéu tb con lai:

- Do 16n batch bang 100;
- Dit liéu duoc chia déu ngau nhién cho tirng may con. S6 lwong dit liéu & may con bang
s6 lwgng tap huan luyén chia sb lugng may con.

Két qua sir dung nén bo tham sé:

1.0

0.8 1

0.6 1

Accuracy

0.4 1

0.2 1

— 0.5

0.0 T T T T T T
0 20 40 60 80 100
Round (10)

Hinh 8. Mink hoa 1 vong trong Hoc lién két cdi tién
Két qua khong nén bo tham sb
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1.0

0.8 1

0.6

Accuracy

0.4 4

0.2 1

e 100

0.0

T T T T

0 20 40 60 80 100
Round (1)

Hinh 9. Mink hoa vong 1 trong Hoc lién két goc
Nén bo tham s6 md hinh huén luyén vira dé dang hiéu vé mit Ii thuyét va d& dang trién
khai vé mat thuc té, dem lai toc d6 hoi tu va do chinh xac khong thua kém so v6i khong nén

bo tham sb.

Vé mat hiéu qua, md hinh hoc lién két cho téc d6 hoc nhanh hon va c6 d6 chinh xéc
téng quat cao hon khi ta hiéu va cai dat tham sé hop I véi tirng bai toén.

V& mit (g dung, md hinh hoc lién két c6 thé phét trién thanh hé thdng tri tué nhan
tao cho cac tap doan, cong ti 16n, dé ting toc d6 hoc khai thac tdi da tai nguyén cua
may tinh.

V& mat bao mat dit liéu, day 1a mot phuong phap cuc ki hitu ich cho bai toan tao mét
md hinh hoc can bao mat dit liéu.

% Tuyén bé vé quyén lgi: Cac tac gid xac nhan hoan toan khéng c6 xung dét vé quyén loi.

% Loi cdm on: Nghién ctu duoc tai tro béi Pai hoc Quéc gia Thanh phé Hé Chi Minh
(PHQG-HCM) trong dw 4n NCM2019-18-01.
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ABSTRACT

Data modeling is an important problem in data analysis. Machine learning is the most popular
method to solve this modeling problem. All most of machine learning schemes are local learning
schemes in which the training dataset is stored at a server, therefore it can’t take advantage of the
diversity of data shared from multiple sources. As a result, the generalization of the obtained model
is limited. The federated learning is a learning from multi-source of data so it has many advantages
compared to other methods. Federated learning model applies to a variety of data types and machine
learning algorithms. Besides accuracy, this model also ensures privacy for the training data set. This
paper proposes an improvement of the federated learning model to ensure privacy protection based
on an federated-learning model. The experimental results show the feasibility which can be applied
to problems using machine learning in practice and also open up challenges to improve research
and innovation.

Keywords: differential privacy; federated learning; privacy-preserving data analysis; privacy-
preserving with federated learning

476



