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TOM TAT

Trong thé gici két noi Internet ngdy nay, cac may tinh ngay dwoc sir dung nhiéu hon d@é truy
cdp dich vu luu triv dam may, dich vu cho phép nguoi dung truy cdp dir lieu moi luc, moi noi. Tuy
nhién, cdc thiét bi nay la muc tiéu dwoc nhdam dén boi toi pham mang aé thuc hién cdc hoat dong
doc hai, chcfng han nhuw xam nhap dir liéu, cai dat phdn mém doc hai, danh ccfp danh tinh, vi pham
ban quyén, khing bé mang. Do d6, may tinh la mét nguon bang chirng quan trong trong viéc cdc co
quan diéu tra tim ra tgi pham. Trong bdi bdo nay, ching t6i thwe hién diéu tra sé g dung Dropbox,
mét dich vu luu triv dam mdy phé bién, trén nén tang hé diéu hanh Windows 10 (mét trong nhiing hé
diéu hanh phé bién va cé s6 lwong nguwoi sir dung nhiéu nhdt). Chiing t6i cé gdng xdc dinh cdc di
liéu con sét lai ma co quan diéu tra cé thé quan tam, chang han nhw thong tin dwoc tao ra trong qua
trinh dang nhdp, tai lén, tdi xudng, xéa va chia sé tép. Nhitng phdt hién ciing nhw két qud ma chiing
16i dat dwoc ¢ thé hé tro cho co quan chire nang dé dang ldy dwoc dit liéu bang chirng tir img dung
DropBox trén Windows 10.

Tir khéa: luu trir dam may; dropBox forensic; diéu tra s&; Windows forensic

1.  Giéi thiéu

Ngay nay, véi su phat trién nhay vot ctia nganh cong nghé thong tin, viéc luu trit ki
thuat s6 dang phat trién vo cing manh mé va ngay cang c6 nhidu ngudi ding chuyén sang
cac hé thong luu trit ddm may. S6 lugng may tinh ngay cang ting, mot phan nhd vao su tién
bo trong cong nghé va két ndi Internet. Mic du, cac mdy tinh hién nay manh m& hon, nhung
viée luu trit va xtr i phan quyén dit liéu van 1a mot thach thirc cAn duoc xir trong ki nguyén
dit liéu 16n nay (Quick et al., 2014). Do d6, khong dang ngac nhién khi cac nha san xuit may
tinh str dung dam may dé thyc hién viéc sao luu hodc cac cong viée xu Ii chuyén sau (Gu,
2014). Viéc tang cuong sir dung cac dich vu luu trit ddm may khién toi pham dé dang luu

Cite this article as: Van Thien Hoang, Tran VVan Dan Truong, & Dang Van Thanh Nhan (2023). Digital forensic
analysis of dropbox on Windows 10 devices. Ho Chi Minh City University of Education Journal of Science,
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trit va che gidu cac tai liéu pham t6i hon. N6 c6 thé 1a thach thic dbi voi cac nha diéu tra
trong viéc thu giit cac tép nay do tinh chat xuyén bién gidi cia cac dich vu dam may. Viéc
hiéu biét nhitng thong tin con sot lai trén cac thiét bi ciia nguoi dung dén viée sir dung cac
tmg dyng luu trir ddm mdy trong cac cudc diéu tra lién quan sé& tao didu kién cho co quan
chirc nang phat hién t6i pham (Hale, 2013).

V6i sy phat trién khong ngimg clia cong nghé va viée ting cuong sir dung dich vu luu
trir dam may, diéu nay da dat ra nhidu thach thirc voi cac co quan chirc nang khi c¢b ging liy
duoc hodc khoi phuc dugc cac dit liéu dugc luu trit trong céac dich vy luu trir ddm may (doi
khi dir liéu nay nam & nude ngoai). Do do, diéu quan trong la ddm bao cac can bd diéu tra
phai bét kip v6i nhimng tién b cong nghé — d6 1a mot dong lyc chinh ciia bai bao nay.

Trong bai bao nay, chiing toi 4p dung hudng dan phan tich ctia NIST (Mell & Grance,
2011) (NIST, 2022) va quy trinh phan tich ddm may ctia Choo va Maritni (Martini & Choo,
2012) dé tién hanh diéu tra va phan tich tng dung luu trir ddm may phd bién 13 Dropbox cho
céc thiét bi chay Windows 10. Thach thirc dit ra khi cac ing dung thay ddi cach luu trit cling
nhu ma hoa khién cho céc dit liéu kho bi phat hién hon. Do d6, chiing t6i tim cach cung cp
cho nha phan tich ciing nhu co quan chirc ning hiéu biét khai quét vé cac loai di liéu bang
ching c6 thé duge phuc hdi va quy trinh 14y dugc cac dit liéu nay tir cac thiét bi cua ngudi
ding va nhat ki ctia h¢ théng, day 1a nhitng dong gbp quan trong trong qua trinh didu tra
toi pham.

2. No¢i dung

Nbi dung ciia phan tiép theo bai bao gdbm: phan 2.1 dé cap dén cac cong trinh nghién
ctru lién quan nham dua ra tinh kha thi ciia bai bao, phan 2.2 s& trinh bay vé phuong phép
diéu tra, phan 2.3 s& tién hanh diéu tra tmg dung DropBox qua cac thao tac ciia ngudi dung,
cudi ciing chiing t6i s& trinh bay vé két qua dat duoc ciing nhu hudng phat trién ciia nghién
clru ndy & phan 3.

2.1. Cac cdng trinh lién quan

Chung va cong su di dé xuat mot mo hinh didu tra va phan tich cho cac tmg dung luu
trir ddm may, str dung mo hinh nay ddi voi cac dich vu Amazon S3, Dropbox, Evernote va
Google Docs trén cac thiét bj ciia Motorola (Android phién ban 2.2.2), iPhone 4 (i0S phién
ban 4.3.5), may Mac va may Windows (Chung, Park, Lee, & Kang, 2012). Cac tac gia co
thé khoi phuc dit liéu con sot lai nhu tén nguoi dung, cac tép dir liéu duoc tai xudng va tai
1én. Mot du an nghién ctru khac d trinh bay cach Iy dir lidu tir Amazon EC2 bang céach sir
dung cac cong cu phan tich hi¢n co (tuc 1a EnCase va AccessData FTK) trén cdc may 4o
chay Eucalyptus (Dykstra & Sherman, 2012).

Hale da ching minh ring cac thong tin cua dit liéu nhu dudng dan cai dit, cic thong
tin dang Ki hé théng (vi du nhu phién ban, hinh anh icon...), va cac hoat dong tai 1én/tai
xudng c6 thé duoc khoi phyc tir may tinh st dung Windows XP sau khi n6 di duoc sir dung
dé truy cap dich vu ddm méy ciia Amazon (Hale, 2013). Sau khi sir dung Dropbox, Box va
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SugarSync trén cac thiét bi chay Android phién ban 2.1 va iOS phién ban 3, mét sb dir lidu
hién nhién c6 thé dugc phuc hdi trude d6 (Grispos, Glisson, & Storer, 2013). Tuong ty, trong
mot phan tich khéc vé mot may chu ownCloud va céac thiét bi khach truy cap cac dich vu
dam may riéng ctia ownCloud, tac gia da ching minh rang nhiéu thong tin (vi du: thong tin
xdac thuc, ndi dung tép va thoi gian tao, thoi gian stra dbi...) co thé duoc phuc hdi tir ca may
khach va may chu (Martini & Choo, 2013).

Wen va cong su (Wen, Man, Le, & Shi, 2013) da dé xuat mot giai phap dé tién hanh
diéu tra va nghién ctru dich vu luu trit trén ddm may. Ho da thyc hién cong viéc bﬁng cach
sir dung National Software Reference Library (NSRL) dé loc noi dung dién hinh tir cac tép
dugc tao boi trinh cai dat. St dung Amazon EC2, ho xéc dinh rang giai phap nay co thé tiét
kiém dén 87% thoi gian phan tich. Nhat ki dugc ghi nhan tir cac ngudn khac nhau nhu két
ndi mang, co s dir liéu va cac qua trinh diéu tra, phan tich; tuy nhién, viéc thu thap nhat ki
tor dam may cé thé 1a mot thach thuc. Ho dé xuét ghi nhat ki an toan duéi dang dich vu
(SecLaaS) dé luu trit nhat ki trong khi vin bao mat thong tin ctia ngudi dung sir dung dam
may. Sau d6, ho da trién khai giai phap trén OpenStack (Zawoad, Dutta, & Hasan, 2013).

Heé thong tép XtreemFS dd duogc phan tich dé xac dinh phuong phap hiéu quéa nhat
trong viéc thu thap dir liéu tir mot hé thong tép phirc tap boi Martini va cong su. Trong nghién
clru nay, cac tac gia da su dung API cia vCloud dé khoi phuc dir liéu va si€u dir li¢u
(metadata). Ho xac dinh rang c6 thé thu thap mot loat dir liéu thong qua API (Martini &
Choo, 2014).

Shariati va cong sy di tién hanh céac thir nghiém dé xac dinh dir liéu con sot lai ctia
UbuntuOne trén Windows 8.1, OS X va iOS (Shariati, Dehghantanha, Martini, & Choo,
2018). Cac tac gia da thir nghiém dé khoi phuc mot loat cac dir lidu tir b nhé cua thiét bi va
thong tin luu lvong mang. Nhém nghién ctru chimg minh duge dir liéu ¢6 thé dugc trich xuat
15 rang tir cac thiét bi Mac OS X, Android va i0S sau khi tmg dung SugarSync duoc sir dung
trén cac thiét bi nay (Shariati, Dehghantanha, & Choo, 2016). Cac tng dung Dropbox,
OneDrive va ownCloud Android da duoc tién hanh kiém tra va phén tich, bang cach sir dung
phuong phéap duoc dé xuat trén thi dit liéu c6 thé dugc phuc hdi tir bd nhé trong va thé SD
(Martini, Do, & Choo, 2015).

Céc nha nghién ctru nhu Choo va Smith (Choo, 2008; Choo & Smith, 2008) da cho
rﬁng t01 pham co td chirc va toi pham mang luén ddi mai va s& lién tuc tim cach d6i méi dé
trén tranh su gidm sat va tiép can ciia co quan thyc thi phéap luat, chang han nhu bang cach
st dung cac dich vu luu trir ddm may khéc dé luu trix béng chung budc tdi. Hon nita, hién
nay c6 hon 1.4 ti ngudi dung sir dung céc thiét bi chay hé diéu hanh Windows 10 trong hon
200 quéc gia va ving lanh thd (Microsoft, 2022). Do dé, trong bai béo nay, ching t6i mubn
dong gop vao hiéu biét vé dich vu luu trit ddm may phd bién DropBox dang chay trén nén
tang Windows 10.
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2.2. Phwong phap phan tich

Trong bai bao nay, chung t6i 4p dung phuong phéap diéu tra va phan tich bon budc tir
NIST (Mell & Grance, 2011) d¢ tién hanh qua trinh phan tich nay. Qua trinh phan tich dwoc
mo ta nhu sau:

e Nhan dang va thu thap: Cac dir li¢u chung cir dugc thu thap tur b dia bd nhé cua thiét
bi may tinh ASUS VivoBook S510UQR, chay hé diéu hanh Windows 10 Pro phién ban
2004. Bén canh do, viéc thu thap dir liéu thong qua phan mém Magnet AXIOM phién ban
5.4 (Magnet Forensic, 2022) ciing nhu phin mém SQLiteStudio phién ban 3.3.3
(SQLiteStudio, 2022).

e Xac thyc: Ma hoa MDS5 cua céc tép dir liéu déu duoc tinh toan va sau dé sé tién hanh
kiém tra xac thuc.

e Tién hanh diéu tra va phan tich: Muc dich ctia budc kiém tra nay 13 phat hién cac thong
tin bang chimg con sot lai ctia cac tmg dung luu trit ddm may cta ngudi ding trén thiét bi
ctia ho. Trong tim ciia bai bio nay chi 14 vé giai doan kiém tra. Trong nghién ciru nay, dir
li¢u tho da thu thap dugc tim kiém béng cach str dung cac tir khoa xac dinh trude dé xac dinh
nhing dit liéu con sot lai c6 thé co thong tin dang nhap cia ngudi ding.

e Bao céo: Trinh bay tom tit cac thong tin da tim thy ciing nhu cic ndi dung di phan
tich dugc tir may tinh.

Cai dat
 —
BPang nhap
3

Tai tép 1&n ddm may

Thiét bi Windows 10 }—»{ B nho }—»{ DropBox I

Tai tép tir 3&m méy
 —
Xoatép
3

Chia sé tép

Hinh 1. So @6 khéi pham vi phan tich cia nghién cizu

Muc ti€u cia nghién clru nay la phat hi¢n nhirng dir li¢u con soét lai cia nguoi dung
khi khi thuc hién cac thao tic duoc dé xuit nhu trong Hinh 1. Mot sb thir nghi¢m da duogc
thiét ké va thuc thi trén cac thiét bi Windows 10 dé cd géng dat duoc muc ti€u nay.
2.3. Kiém tra va phan tich sé irng dung DropBox

Trong phan nay, chiing t6i s& trinh bay vé cic ndi dung di diéu tra va phan tich duoc
dbi voi tng dung DropBox.
2.3.1. Phan tich qua trinh cai dat

Khi bt dau cai dat ung dung Dropbox trén Windows 10, chuong trinh s€ tu dong tao
ra cac thu muc cé tén “DropBox” tai cac dia chi nhu “C:\Users\[username]\”,
“C:\User\[username]\AppData\Local”, “C:\User\[username]\AppData\Roaming”,
“C:\Program Files (x86)”. Nhirng thu muc nay s€ chira thong tin dir liéu di kém véi cac cai
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dat cua DropBox.

Trong qua trinh cai dat dién ra, c6 nhiéu thay d6i dbi v6i hé théng may tinh can chi ¥
nhu viéc dang ki mai cac tién trinh. Vi du, tién trinh c6 tén DbxSve ¢ Hinh 2, day la tién
trinh quan trong cta ing dung DropBox duoc ding dé sao luu va truy van dir liéu dén va di
tu Internet.

Mame PID Description Status Group
W Cryptsvc 3768  Cryptegraphic Services Running Networksen..,
w CscSenvice Offline Files Stopped LecalSystem..
<L CxAudMsg 4220 Conexant Audio Message Service Running
<, dbupdate Dropbox Update Service (dbupdate) Stopped
doupdal Diopbonpdat iconidbupdat tappad
| i DbSve 15316  DhbxSve Running I
S DCommaumnc TOT6  DULIA Server Process Lanncnes unming TComitauncn
“hdeswe desve Stopped netsvcs
< defragsve Optimize drives Stopped defragsve

Hinh 2. Tién trinh DbxSve diroc tao ra khi cai dat irg dung DropBox
2.3.2.Phan tich qua trinh dang nhdp
Vi¢c dang nhap duoc tién hanh tu dong khi m¢ may tinh sau lan dang nhap dau tién.
V6i cong cu Magnet AXIOM, chung t6i tién hanh phan tich tich tép tin “config.dbx” trong
thu muc “%AppData%/Local/DropBox/Instancel” thi phat hién dugc ing dung DropBox
da luu trir thong tin vé tai khoan cta ngudi ding nhu Hinh 3 bén dudi. Co thé d& dang thiy
duoc tai khoan ngudi dung st dung dang nhap 1a “truong.tranvandan@gmail.com”, va nguoi
ding nay c6 ID 1a “3096353745”. Nhu vay, DropBox da khong luu giit lai mat khau cia
nguoi ding trén méy tinh ca nhén, tuy nhién, viéc luu trit ID ngudi dung lai rét ¢6 ich khi co
thé diéu tra cac thong tin khac co lién quan dén ID nay.
EVIDENCE (2) [ cowrnves - truong.tranvandan@gmail.com

Identifier Column... Artifact Artif... Q PhysicalDrive1l WDC WD5240G2G0B-00EPWO (223.58 GB)
truong tranvandan@gmailcom | Dropbox Email Dvopbox Configuration Data 5

3096353745 Dropbox User ID Dropbox Conhguration Data 5

DETAILS

ARTIFACT INFORMATION

Identiher  truong.tranvandan@gmail.com
Column Mame  Dropbox Email

Original artifact  Dropbox Configuration Data

EVIDEMCE INFORMATION

Source  PhysicalDrive1 - Partition 3 (Microsoft NTFS, 222.62 GB) 05 [C\] - [ROOT]
\Wsers\Trueng\AppData\Local\Dropbox\instance1\config.dbx

Hinh 3.Théng tin nguoi dung con lwu trir trén may tinh c& nhan
2.3.3. Phan tich qua trinh tai dir liéu lén dam may
Dé tién hanh viéc diéu tra va phan tich cic qua trinh tai tép 1én, tai tép xudng tir may
chu DropBox, cling nhu viéc chia sé tép, chung t6i st dung moét tép chung 1a “test.txt”.
Sau khi sao chép tép tin trén vao thu muc dong bd DropBox trén may tinh thi tép nay
ciing s& duoc ty dong tai 1én may chi ¢ddm may ctia DropBox. Viéc tai 1én thanh cong rat dé
nhén biét khi tép tin nay co déu tich mau xanh bén canh nhu Hinh 4.
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32 > Dropbox

Name Date modified Type Size
.dropbox.cache File folder
.dropbox DROPBOX File 1KB
deskton ini Confioiration cattl 1 KB
@ | testixt Text Source File 1KB

Hinh 4. Tép “test.txt” da dwoc danh ddu tich dong bo

Ngoai ra, chiing ti con tién hanh diéu tra thu muc DropBox & mdy tinh c4 nhan va
phat hién rang viéc dong bo tép tin “test.txt” da duoc luu trir. Thong tin ndy dugc ching toi
phat hién khi phan tich tép tin “nucleus.sqlite3” trong thu muc “..\instancel\sync”, Hinh 5.
Tuong tu, ching t6i cling phat hi¢én viéc luu trir thong tin nay ¢ tép “sync_history.db” trong
thu muc “.\instance1\”. Thong tin chung t6i phéan tich duoc bao gdbm dudng dan tép, duong
dan may chu, thoi gian thuc hién... nhu trong Hinh 6. O day, c6 thé thay duong ddn & may
chu bét dau véi chudi ki tu s6, d6 1a ID cua nguoi dung. Viée luu lai théng tin nhu tén tép,
ndi dung, thoi gian rat co ich cho viéc diéu tra khi chi can doc lai nhirng thong tin dugc luu
trong co so dir lidu.

EVIDENCE (2) UL telumnvies - test bt
Item Type Artifact c... Date and time Q =
| testint £2 Dropbox Cloud Storage 10/4/2022 1:12:01 BM . PhysicalDrive1 WDC WD5240G2G0B-00EPW0
truong franvandan@gmailoom 33 Dropbex Configuration Data  Cloud Storage (223.58 GB)
| DETAILS

Source  PhysicalDrive - Partition 3
(Mierasaft NTFS, 222.62 GB)
08 [C:] - [ROOT]\Users
\Truong\AppDataiLocal
\Dropbox\instance1\sync
\nucleus.sqlite3

Darmarbrs mathad  Dassbas

Hinh 5. Thong tin tép “fest.txt” dwoc luu trie trong tép tin “nucleus.sglite3”

SQLITE VIEWER

Select table  sync_history

BUILD QUERY EXPORT CLEAR FILTERS

2 gvent type J_file event type T direction T file id T _local path T __server path I unxuxﬂ_mmad_l

Hinh 6. Thong tin tép “fest.txt” dwoc luu trir trong tép tin ““sync_history.db”
2.3.4. Phdn tich qud trinh tai xuong dit liéu tir dam mdy

Chung t6i tién hanh tai tép “test.txt” tir may chi DropBox vé may tinh c4 nhan, sau
d6 thyc hién kiém tra checksum ddi voi tép gde va tép duogc tai vé tir may chii DropBox, két
qua checksum cua ca hai tép déu 1a “dd18bf3a8e0a2a3e53¢2661c¢7fb53534” nhu Hinh 7.
Nhu vay, co thé két luan réng, viéc tai dir liéu 1én may chu DropBox s& khong 1am thay dbi
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no6i dung dir liéu, hay metadata ctia nhiing tép tin d6. Diéu nay s& hd trg rat nhidu trong quéa
trinh diéu tra khi t6i pham cb tinh thay dit liéu & may c4 nhan nhung chua cdp nhat 1én
DropBox thi nhitng chimg ¢ quan trong van dugc luu lai trén mdy chi va khong bi
thay dbi.

B Windows PowerShell EY wWindows PowerShell

test.txt MD5

61cT+b53534

53e2661c7fb53534
command completed successfully.

ile command completed successfully.

Hinh 7. Két qua checksum cua hai tép di lidu

2.3.5. Phan tich qua trinh xoa dir liéu tir dam may

Chung t6i tién hanh viéc x6a tép tin “test.txt” tir ca phia may chi DropBox va thu muyc
dé)ng bd DropBox. Ddi voi ca hai thao tac, DropBox da thuc hién viéc déng bd nén tép tin
déu dugc x6a & phia con lai. Tuy nhién, viéc x6a dir liéu nay déu dugc ghi nhén lai. Bing
viéc diéu tra va phan tich tép “sync_history.db” trong thu muc “..\instance1\sync”, ching tdi
phat hién thong tin t&p bi x6a duoc ghi lai gdm duong dan tép, thoi gian bi x6a nhu Hinh 8.
Diéu nay rat c6 ich cho qua trinh diéu tra ctia cac co quan chirc nang khi toi pham cd tinh
x06a tép tin, nhung DropBox vén ghi lai thong tin nay, do d6, bang cach st dung cac cong cu
khoi phuc dir lidu, ho c6 thé 14y lai duoc tép tin gbe trudc khi bi x6a.
sync_history.db

Select table  sync_history v

FIND BUILD QUERY EXPORT CLEAR FILTERS

‘# event type Y  file event type T file id Y local_path Y otheruser T timestamp Y

‘ file delete aGL_HBUgXuwAAAAAAAAAXQ C\Users\Truong\Dropboxitest.ixt | 0 1664979356

Hinh 8. Thong tin x0a tép “test.txt” dwoc ghi nhdn lai

2.3.6. Phan tich qua trinh chia sé dir liéu voi nguoi khac

Chuing t6i tién hanh viéc chia sé tép tin “test.txt” voi ngudi khac, ¢ ddy ching toi thuc
hién chia sé vdi nguoi dung c6 dia chi email 1a “truongtlt147@gmail.com”. Sau khi thuc
hién viéc diéu tra va phan tich tép “sync_history.db”, chiing toi tiép tuc phat hién rang thong
tin chia s¢ dir li¢u da dugc ghi nhan lai, cu thé nhu Hinh 9. Viéc nay rat ¢6 1oi cho cong tac
diéu tra khi toi pham chia s¢ dir li¢u voi mot nguoi khac, b'fmg viéc su dung thong tin dia chi
email cia ngudi nhan, ho co thé tiép tuc truy tim nhitng nguoi c6 lién quan dén ddi tuong
diéu tra.
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SQLITE VIEWER

Select table  sync_history

FIND BUILD QUERY EXPORT CLEAR FILTERS

# event type T file event type Y  file id Y local path Y server path Y other user Y timestamp Y
file delete aGL_HBUgXuwAAAAAAAAAXQ | C\Users\Truong\Dropboxitest.ixt  (null) 0 1664979356
l| 2 file add aGL_HBUgXuwAAAAAAAAAXg Ci\Users\Truong\Dropbox\test.txt = 3096353745:/test.txt truongtlt147@gmail.com 1664979707

Hinh 9. Théng tin chia sé tép “test.txt” dwoc ghi nhdn lai

3. Kétluan va kién nghi

Trong bai bao nay, chung t6i d dua ra duge mot quy trinh didu tra va phan tich cac
dir liéu ching cr con soét lai trong qua trinh st dung Gng dung dich vu luu trit ddm may
DropBox trén thiét bi may tinh chay hé diéu hanh Windows 10. Cac qué trinh nhu cai dat
ung dung, tai dit li¢u 1€n, tai dir li¢u xuéng tr ddm may, x6a dir li€u cling nhu chia sé dir licu
v6i nguoi khac 13 nhitng thao tac thuong duoc sir dung. Viée dua ra nhitng phan tich vé cac
qué trinh trén gitip ich cho cic co quan chirc ning trong qué trinh diéu tra t6i pham, ho s&
dwa vao nhiing ndi dung ma ching t6i dua ra dé c6 thé nhanh chéng 1y duogc cac thong tin
bang chimg con sot lai trong may tinh cua chung. Tir ¢ gop phan ddy nhanh tién d6 cia
cong tac diéu tra, cling nhu gidm thiéu ti 18 toi pham trong xa hoi. Cac két qua dat dugc trong
bai bao nay déu duoc thuc nghiém tryc tiép v6i may chi DropBox, do d6 c¢6 thé chimg minh
dugc tinh ding din cua cta quy trinh dugc dé xuit, nén quy trinh ndy ¢ thé 1am co so cho
cac nghién ciru tiép theo ciing nhu dua ra sir dung trong cac tmg dung thuc té&. Huéng phat
trién tiép theo ciia nghién ctru s& ing dung quy trinh nay dé thyc hién diéu tra va phan tich
d6i v6i cac tmg dung luu trir dam may khac nhu OneDrive, GoogleDrive, Box... va trén cac
thiét bi khac nhu may tinh chay hé diéu hanh MacOS, hay trén céc thiét bi di dong.

KD

% Tuyén bé vé quyén loi: Cac tac gid xac nhan hoan toan khéng cé xung dét vé quyén loi.
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ABSTRACT

In an Internet-connected world, computers are increasingly used to access cloud storage
services, which allow users to access data anytime, anywhere. However, these devices are targeted
by cybercriminals to perform malicious activities, such as data intrusion, malware installation,
identity theft, cyber terrorism. As a result, computers are an important source of evidence in
investigating crimes. In this article, we investigate the digital forensic of Dropbox applications, a
popular cloud storage service, on the Windows 10 operating system platform, one of the most popular
and widely used operating systems in the world. We attempted to identify residual data that may be
of interest to investigative authorities, such as information generated during logins, uploads,
downloads, deletions, and file sharing. The findings as well as the results can help the authorities to
easily obtain evidence data from the DropBox application on Windows 10.

Keywords: Cloud storage; digital forensic; dropBox forensic; Windows forensic
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