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TOM TAT

Phat hién sém tin hiéu bdt thuong ciia bé dinh tuyén givip du dodn 16i va c6 phirong dn thay
thé kip thoi. Dir li¢u bat thuong dwoc phan tich thong qua div liéu cdp nhdt hoat dong cia thiét bi.
Bai bdo dé xudt cdch thirc méi dé phat hién dit liéu bat thwong thong qua cdc ki thudt phéan 16p dir
lieu. Dir liéu BGL duoc su dung lai cua 16 chire Usenix duoc gan nhan theo kinh nghiém cua nhiéu
chuyén gia. Qud trinh thuc hién bao gom giai doan lwa chon ddc trung, hudn luyén mé hinh, va kiém
thir. Két qua kha quan khi cac dy doan 16i hé théng cua cdc bo dinh tuyén duoc phat hién nhanh
chéng va chinh xac, va quan trong la di xdc thuc cdc dic trung dwoe ddt gid thiét la quan trong qua
qué trinh quan sét.

Tir khéa: phat hién bt thuong; ki thuat phan 16p; rat trich dic trung; phan loai dong nhat ki;
thiét bi dinh tuyén

1.  Gi6i thiéu

Thiét bi dinh tuyén 1 mot trong nhing thiét bj quan trong trong cac co quan, to chic
¢6 ha ting 16n vé cong nghé thong tin. Céc su ¢d lién quan dén thiét bi dinh tuyén can duoc
du doan sém va c6 phuong an phong ngira, thay thé. Vi chi phi cac loai thiét bi nay khong
nhiing méc ma con rat kho trong viéc dat mua. Chinh vi vay, viéc dam bao cac thiét bi nay
hoat dong on dinh va phat hi¢n, bado v€ chung khi co6 su ) xdy ra la vo cung quan trong.
Nhung thiét bi dinh tuyén nbi tiéng 1a kho hiéu hoidc kho chan doan, do su khong dong nhit
va ban chat cac thiét bi 12 hop den. Cach phd bién dé hiéu rd hon vé hé théng bo dinh tuyén
va phat hién cac hanh vi bat thuong 13 kiém tra cac tap tin nhét ki cta bo dinh tuyén. Tuy
nhién, dit liéu nhat ki rat khé kiém tra vi di liéu vira 16n, vira khong c6 cdu trac, va dén tir
nhiéu nha cung cip khac nhau. Bén canh d6, d6 twong quan gitta dit liéu va viéc do tim bét
thuong lai khong cao (Yadav, 2020).

Hién nay, da c6 nhiéu giai phap dé theo ddi hoat dong cac thiét bi mang, cac cach tiép
can thong thuong dé hiéu nhat ki hé thong tip trung vao tim kiém tir khoa (ching han nhu
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16i va ngoai 18) ciia cac nhat ki c6 thé dugc lién két v6i nhig hong hoc. Mot cach tiép can
nhu vay 1a ton thoi gian va dé xay ra 18i. Bai béo ciing cung cdp mot phuong phap du doan
hiéu qua thong qua dir lidu tir cac dong nhat ki ctia thiét bi.

Céc hoat dong bét thuong cua thiét bi c6 thé xuat phat tir 16i dinh tuyén trong mang,
161 vé phén cing thiét bi, cac cudc tn cong DDOS hodc 15i tién trinh xt li bén trong thiét
bi. Cac hoat dong bat thudng nay cua thiét bi dinh tuyén thuong dugc giri dén nhat ki hé
thdng may chi dudi dang cac dong nhat ki néu nhu thiét bi duoc cau hinh. Céc tap dong ki
bat thudng nay thuong di kém vai nhiéu dong nhat ki binh thuong khac nham mang lai nhiéu
théngthlhonchongudiquéntﬁﬁDéiVéicéchéthéngnhé,ngudiquéntﬁqnangcéthécﬁnh
nghia cac ludt rang budc hoac kiém tra cac dong nhat ki cua h¢ théng dé xac dinh cac bt
thuong dua trén cac kién thic ciia ho vé hé thdng dang van hanh. Cac tir khoa ciing co thé
duoc st dung dé viéc tim kiém cac dong nhat ki bAt thuong dugc nhanh hon. Nhu da dé cap
Ghén,kkhthuécvécﬁngldncﬁad&l@urﬂ@lkiduqctaoraﬂéndénhangtﬁéudbngnhét
ki) boi hang tram thiét bi khién viéc phan tich thu cong trd nén bét kha thi.

Do d6, mot phuwong phap phan tich cac ban tin log tw dong dé xac dinh bat thuong cua
thiét bi dinh tuyén nhu Cisco, Huawei, Dlink, va Juniper dya trén cac ki thuét phan 16p 1a vo
cling can thiét. Miac du hién nay, di c6 cac nghién ciru vé phan tich, phan loai cac dong nhat
ki ctia nhiéu thiét bi khac nhau. Phan thyc nghiém duogc thyc hién trén tap tin nhat ki bat
thuong BGL cta t6 chirc Usenix (Usenix, 2022) cho thiét bi dinh tuyén véi cac ki thuat phan
16p phé bién. Thuc nghiém sé& 1am rd vé cac gia thiét dic trung quan trong qua quan sat khi
du doén thu cong: Cac tir quan trong va P dai dong nhat ki. Thong tin nhat ki cua hé théng
s& duoc phan thanh hai 16p riéng biét: cac dong nhat ki bat thuong va cac dong nhat ki
binh thuong.

2. Dbi twong va phwong phap nghién ciru

Do dong nhat ki chira nhiéu thong tin khong can thiét cho viéc huan luyén, nén nhimng
thong tin nay can duoc loai bo. Sau khi loai bo nhing thong tin can thiét, thi nhitng thong
tin con lai cAn duge biéu dién theo mot cdu trac thich hop dé dé dang cho vi¢c huén luyén
mo hinh.

2.1. Tién xi li

Thiét bi dinh tuyén thuong xuyén tao ra cac dong nhat ki dé ghi nhén lai trang thai cia
thiét bi va thong tin thoi gian hoat dong. Mdi dong bao gém ndi dung xac dinh didu gi da
dugc ghi nhan va nhén thoi gian. Nhitng thiét bi nay dugc ciu hinh dé giri dir liéu nhat ki vé
nhat ki hé théng may chii, may cha nay lu6n ludn nhan nhimng dit liéu nhat ki tir cong da
duoc cAu hinh truge. Mic du dinh dang cua cac dong nhat ki khong co chiéu dai ¢b dinh,
nhung ching c¢6 cac dic diém chung. Nhiing thong tin hitu ich nay c6 thé duoc sir dung dé
phan loai hodc dung cho nhitng muc dich khac, do d¢ dit li¢u nhat ki dugc thu thap dau tién
va luu trén nhat ki hé thong may chi dudi dang dong ki tu (tham khao Hinh 1)
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14-97-2022 86:46:27 AM
repeated 11730 times
14-07-2022 06:52:50 AM
repeated 397 times
14-07-2022 86:54:52 AM
repeated 64 times
14-07-2022 06:55:07 AM
/usr/sbin/sshd[37926]:
14-07-2022 07:04:06 AM
fusr/sbin/sshd[12522]:
14-07-2022 @7:07:18 AM
repeated 284 times
14-07-2022 97:190:02 AM
/usr/sbin/sshd[96416]:
14-97-2022 @7:19:1@ AM
fusr/sbin/sshd[12936]:
14-07-2022 @7:21:32 AM
/usr/sbin/sshd[52044]:
14-07-2022 @7:28:07 AM

Tap 19, S6 11 (2022): 1878-1887

HNI-HED-MX5-01 last message
HCM-Q12-MX5 last message
HCM-Q12-MX5 last message

HNI-BDH-MX5 inetd[1379]:
exited, status 255
QNH-HED-MX5-82 inetd[lﬁlﬁ]:
exited, status 255
HCM-Q12-MX5 last message

TLC-MAN-AC-MX5-PE inetd[1652]:
exited, status 255
TBH-HED-MX5 inetd[1627]:
exited, status 255
VTU-HED-MX5 inetd[16@6]:
exited, status 255
TLC-MAN-AC-MX5-PE xntpd[179@]:

kernel time sync enabled 2001
14-@7-2022 97:35:44 AM HCM-Q12-MX5 last message
repeated 17 times

Hinh 1. Ngi dung tdp tin nhdt ki thiét bi dinh tuyén

Nhu ta théy O vi du trén, cac dong nhat ki duoc bt dau bai nhan thoi gian, tiép dola
tén cta thiét bi dinh tuyén vo1 cung dinh dang va cac dac diém chung khac: céc tap tin nhat
dugc viét bﬁng tiéng Anh, chung duogc tao thanh bdi cac s6, chit cai thuong, chir cai hoa va
nhiing ki tu dac biét khac.

Cac dir liéu nhat ki tho nay can duoc tién xtr 1i trude khi sir dung & cac budc tiép theo.
Cac cong viéc tién xir 1 dit 1iéu nhat ki duoc 1iét ké cu thé nhu sau:

e Loai bo nhin thoi gian: loai bo toan bd nhan thdi gian trude mdi ban tin (bao gdm ca
ngay thang va thoi gian).

e Loai bo tén thiét bi: loai bo tén thiét bi trong ban tin.

e Loai bo cac chir sd, ki tu dic biét: loai bo bat ct ki tu dic biét nao, bao gém d4u chdm
ciu va sd.

e Thay thé cic khoang tring lién tuc bang mot khoang tring don: thay thé cac khoang
trang lién tuc bang mot khoang tring don.

e Ki ty chit thuong: thay thé cac chit cai hoa bang chit cai thudng twong tmg.

Maic du, nhan thoi gian trong cac dong nhat ki 18 mot thong tin quan trong cho nguoi
quan tri mang (thé hién thoi gian ma sy kién trong dong nhat ki xay ra), thong tin ndy van
duoc loai bo ra khdi dong nhat ki dé thuan tién cho viéc xur li. Sau khi phan loai vao cac 16p
khac nhau, cac dong nhat day du (bao gdm nhin thoi gian) s& dugc guri t6i nguoi giam sat
hé thong.

2.2. Biéu dién va xit li di¥ ligu

Bai bao nay dua trén mdt md hinh phat hién bat thuong cé kién trac dua trén
LogEvent2Vec (He & Zhu, 2017) c6 mdt s diéu chinh, bao gdm ca viéc giam dang ké do
dai chudi tin va xac dinh tim anh huong ctia thong sd nay trong quy trinh phat hién bat thuong.
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Sau d6 phuong phap kiém tra chéo duoc sir dung phu hgp vai cac bd dir liéu khong c¢6 do can

bang cao.
Dong nhat ky sau . Rut trich dac trung
khi loai bo cac ky - N
tu khéng can thiét X115 X125 X355 X,
{} :>4 X215 X025 Xo350-05 Xy,
Dong nhat ky r
Tién xtr ly
kxnl > an 3 xr.'3 33 xnm )
Tap tin nhat ky Phan 1&p do tim bat thudng

Hinh 2. M6 hinh do tim bdt thuong tir tdp tin nhdt ki

Qua trinh thuc nghiém trén nam ki thuat phan 16p va chon ra bd phan 16p phu hop
nhat. Qua trinh phét hién bt thudng dugc trinh bay trong bai bao nay thuc hién ba budc:
phan tich cu phap nhat ki, trich xuét tinh ning mau nhat ki va phat hién cac trinh tu bt
thuong (Hinh 2). Xem bén tin nhat ki nhu 1a ngdén ngir tu nhién, mé hinh nay xtr 1i cic mau
nhat ki dudi dang cac tir va chudi ciia cac mau nhat ki dudi dang cau. Sau khi chia b nhat
ki cac mau thanh chudi, mdi mau trong chudi duoc biéu dién dudi dang vecto (Zhao, 2018).
Vecto nay duoc dua ra lam dau vao cho thuat toan phat hién bat thuong, cb ging du doan
liéu mot didu bat thuong cd xay ra hay khong trong trinh ty nay.

M6 hinh Bag-of-Words (BoW) va d6 dai ctia dong nhat ki duoc str dung dé tinh toan
thong s nay. Tir dién duoc st dung trong mé hinh BoW dugc xdy dung dua trén cac dong
nhat ki binh thuong da duoc tién xir li trude d6. Bow 1a mot mé hinh don gian dé tim dugc
) luong tir cia dong nhat ki xuat hién trong tur dién. Dya vao BoW, mdi dong nhat ki dugc
biéu dién bang mot vector thwra co chiéu dai bang v6i chidu dai cua tir dién. Mi phan tir caa
biéu thi sd 14n xuét hién cua tir d6 trong dong nhat ki. Cac tu xuét hién trong dong nhat ki
nhung khong duoc bao gdm trong tir dién s& khong duoc tinh khi thuc hién mé hinh BoW.
Du liéu nhat ki sé& tr¢ thanh ma tran nhu Hinh 2.

Term frequency — inverse document frequency (TF-IDF) 1a m6t trong nhirng thuat toan
phd bién trong khai thac dir liéu van ban. Phuong phap nay dung dé tinh toan trong s cta
mdi tir trong doan van ban. Trong bai bao nay, frequency thé hién tan sd xuat hién cia tir
trong dong nhat ki, inverse document frequency dugc sir dung dé tinh toan mutc do quan
trong ctia tir d6 trong tap tin nhat ki (Sokolova & Lapalme, 2009). Mot vai su cai tién cua
thuat toan TE-IDF duoc dé cap trong (Guo & Yang, 2016). Cong thirc tinh gia tri TF-IDF:
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w; = tfij * Iog%
) 1)
Véi wij 1a trong s6 TF-IDF cua tir j trong dong nhat ki i, n 1a kich thudc tap tin nhat ki,
tfij 1a tan suat xuat hién cua tir j trong dong nhat ki i, dfj 1a s6 luong dong nhat ki chtra tir j.
Téng gia tri TF-IDF cua céc tir trong dong nhat ki 1a thanh phan th ba ctia vector dic
trung. Cong thuc dudi diy dugc dung dé tinh tong gia tri TF-IDF trong dong nhat ki:

W, = Zh: @;
@

V6i Wi 1a tong gia tri TF-IDF cta dong nhat ki i, h 1 s6 luong tir trong dong nhat ki.
2.3. Cic ki thudt do tim bét thuong

Bai toan phat hién dong nhat ki bat thudng duoc xem nhu bai toan phan 16p nhi phan.
Véi viée xir i va biéu dién dir liéu phu hop, dit liéu dau vao c6 thé ap dung duoc trong bat ctr
ki thuat phan 16p nhi phan nao. Bai bao thuc nghiém trén cac ki thuét phan 16p tiéu biéu nhu:
cay quyét dinh (DT), rimg ngau nhién (RF), AdaBoost (AB), mang noron (MLP), va may
vecto hd tro (SVM).

Dit liéu dau vao cta bd phan loai nhi phan c6 2 thanh phr:in: mét vecto biéu dién thong
tin dong nhat ki va thong tin dd dugc gan nhin vé viée liéu dong nhat ki co bat thuong
hay khéng.

3.  Két qua va thao luin
3.1. Tap dir li¢u

Bai bao sur dung bo dir liéu Blue Gene / L (BGL) duoc thuc hién bdi Usenix. Nhat ki
tor may chu nay nay da duoc thu thap qua 215 ngay. Tap tin nhat ki c6 4,747,963 dong nhat
ki, dung luong 708 MB. Day 1a loai dit liéu mat cin bang cao khi c6 348.460 dong nhat ki
bat thuong, chiém 7,3% tong s tap dir liéu. Viéc gan nhin trong bd dir liéu BGL thong qua
phuong phap loc nhat ki ban tw dong két hop véi cac thao tac thii cong clia cac ngudi quan
tri hé thong. Cac bét thuong phd bién nhat, chiém 44% tong sb truong hop (152.734 dong
nhat ki), 1a canh bao KERNDTLB mé ta viéc ngat 16i TLB dir liéu. 48% tiép theo cua tat ca
cac bat thuong (168.011 dong nhat ki) 1 loai KERNSTOR, APPSEV, KERNMNTF va
ERNTERM. Con lai 8% dong nhat ki bat thuong mé ta 36 loai canh bao hiém khi xay ra.
3.2. Moi trwong thuwc nghiém

Trinh phan tich ¢ phap Drain (IBM. Drain3, 2022) c6 thé cau hinh v&i mot s tham s6
anh huong dén qua trinh phén tich ca phap nhat ki. Hai tham s6 quan trong nhét 13 d6 sau toi
da cta cay phan tich ct phap va tham sé do twong ty, chinh 13 ngudng twong tu ctia nhat ki
so v&i do twong tu mau phai 16n hon nhat ki duoc gan cho nhém mau cu thé. Trong thuc
nghiém, do sau cay tdi da 1a 3 va ngudng tuong tu 1a 0,3, theo cac dé xuét tir. Tham sd xéc
dinh s6 lwong nat con tdi da trong cay phén tich ¢t phap 1a 100. Pay 1a cac thong s6 mic dinh
vi kha 6n dinh khi 1am thuc nghiém.
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Bing 1. Anh hwéng vé do dai dong nhdt ki

A Txs ga Ap 1t S6 dong nhat ki
STT D¢ dai dong nhat ki Tap huén luyén (70%)  Tap kiém thir (30%)
1 10 332,357 142,439
2 20 166,178 71,220
3 50 66,579 28,533
4 100 33,178 14,219

Do dai cia dong nhat ki ciing 1a 1a mdt thong tin quan trong. Trong qua trinh tim hiéu
cac dong nhat ki cho thdy rang cac dong ¢ do dai dic biét ndo d6 c6 kha ning cao la bat
thuong hon cac dong c6 do dai khac. Goi Sj 1a do dai cuia dong nhat ki va sir dung khoang
trang trong dong nhat ki i sau khi da duoc tién xir i dé tinh toan S;.

Véi m 1a do dai cua tir dién, mdi hang cua ma tran thé hién mot dong nhat ki trong dir
lidu nhat ki. S6 luong tir trong dong nhat ki khac véi tir dién duoc 1a do dai ciia dong nhat ki
tinh theo cong thurc :

L =S, —ixij
1= 3)

Trong giai doan huén luyén, b dir liéu huén luyén dugc phan tich theo Drain, tao ra
mot tdp cac thong tin nhat ki c6 thé vecto hoa. Tuy nhién, bd dit li€u thir thi khong nén lam
nhu vay vi két qua s& bi sai léch. Thay vao do, muc ti€u cua Drain 1a phan tich ct phap céac
nhat ki &én va gan chung vao cic nhém méu phii hop néu d6 do 16n hon ngudng vi mé hinh
rit trich ddc trung chi c6 thé biéu dién cic mau nhat ki dudi dang co thé vecto hoa trén tap
dit liéu huén luyén. Quaé trinh phan tich ct phap cua tap dir li¢u huén luyén da tao mot tur dién
chira trung binh 1557 mau nhat ki. Trong giai doan kiém thir m6 hinh, trinh phén tich ca phap
da xac dinh c6 265 nhat ki khong khop véi bét ki mau nao. Cac mau nhat ki con lai trong tap
dir lidu kiém thir dwoc gan vao cac nhom phti hop c6 trong tap dit liéu huén luyén. Sau quéa
trinh phan tich ct phap nhat ki, cac mau nhat ki dugc chia thanh cac chudi nhat ki khong
chdng chéo voi bén d6 dai 13 10, 20, 50 va 100 (xem Bang 1). Viéc chia dit liéu thanh hai tap
huén luyén va kiém thir theo ding qua trinh kiém tra chéo K-fold.

Ngoai Drain, moi truong thuc nghiém con c6 st dung cac thu vién trong ngon ngit 1ap
trinh Python nhu Re (xtr li biéu thirc chinh quy), NumPy, Pandas, fastText (thuc hi¢n mé hinh
rut trich dac trung), Scikit-Learn (dung cac ki thuat phan 16p).

3.3. Phwong phap danh gid

Dung phuong phép ma trin 15i (confusion matrix), nhung trudc tién ching ta thong

nhit cac thuét ngit co ban sau:

e True positive (TP) — s dong nhat ki 18i duoc du doan chinh xéc.

e False positive (FP) —sb dong nhat ki binh thudng duoc phan loai 13 bat thuong (du
doén sai).

e True negative (TN) —sb dong nhat ki binh thuong duoc dy doan chinh xac.
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e False negative (FN) —sb dong nhat ki 151 duoc phan loai 13 binh thuong.
Hiéu suit ctia cac mé hinh thir nghiém dugc phan tich theo cac d6 do:
Anomalies detected
Anomalies reported
Anomalies detected

Precision =

Recall = -
All anomalies
2 x Precision x Recall
F _measure = -
Precision + Recall (4)

e Precision, cho biét ti 1& du doan dang thyc sy trong tht ca céc dong la 16i theo mé hinh
du doan.

e Recall, cho biét ti 1& du doan dung thuc su trong tat ca cac dong 12 15i theo thuc té.

e F-measure, trung binh diéu hoa giira 2 d¢ do Precision va Recall.
3.4. Két qua thwe nghi¢m

Qua trinh thuc nghiém da chay thitr nhiéu lan trén nam ki thuat phan 16p DT, RF, AB,
MLP, va SVM (Ertam & Kaya, 2018) (v4i ham hat nhan RBF) cta bo trén bon do dai cua
vecto dic trung bién doi tir cac dong nhat ki. Hinh 3 (trén dic trung c6 do dai 1a 100), Hinh
4 (trén dac trung c6 d6 dai l1a 50), Hinh 5 (trén dac trung c6 d6 dai 1a 20), Hinh 6 (trén dac
trung c6 do dai 1a 10) cung cp tom tit cac chi sd danh gia (Precision, Recall, va F-measure)
13 két qua cua cac thir nghiém trén tap dit liéu BGL. M&i diém sb liéu danh gia 1a mot trung
binh 10 1an thuc nghiém cua cac gia tri thu dugc trong qua trinh qué trinh danh gia chéo.

RO rang, bg phan loai MLP va RF da dat dugc hi¢u suét téng thé t5t nhat, voi F-measure
trén 98%. Cac bo phéan 16p khac dat diém thap hon mot chuit, nhung van c6 cac thudce do danh
gia rat tot. Tat ca ching déu dat diém F1 & trén 95,5%. Tuy nhién, thuat toan RF 1a thuat toan
chinh xac nhat (99,84% két qua chinh xac trong s6 tong cac dong dugc du doan co 151).

100 Feature vector with length = 100

0.98 1

0.96 1

0.94 1

0.92 1
Precision

BN Recall
E F-measure

0.90 -

f
DT RF AB MLP SVM
Classification models

Hinh 3. Cdc mé hinh véi vecto dac trung cé dé dai 100
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Feature vector with length = 50

100

0.98 4

0.96 1

0.94 4

0.92 1

DT

I Precision
BN Recall
Hl F-measure

RF AB MLP SVM
Classification models

Hinh 4. Cdc mé hinh véi vecto dac trung cé do dai 50

Feature vector with length = 20

100

0.98

0.96 -

0.94

0.92

S Precision
B Recall
EE F-measure

AB
Classification models

Hinh 5. Cac mé hinh vdi vecto dac trung cé dé dai 20

Feature vector with length = 10
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Hinh 6. Cdc mé hinh vdi vecto dac trung cé dé dai 10
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Hinh 7 mé ta dic trung vé do dai cta vecto biéu dién dong nhat ki. Thong qua cac do
do Precision, Recall, F-measure trén cac dang trung do dai 10, 20, 50, 100. No6i chung, do dai
ctia vecto biéu dién dong nhat ki c6 anh hudng dén cac do do, dai qué ciing khong tot va ngan
qué ciing khong cho két qua t6i uru. Qua yéu td nay, cac ki thuat phan 16p nhi phan can xem
xét dén d6 dai. C6 nhitng dic trung vé 18i nhiéu khi it quan trong hon dic trung do dai cta
vecto biéu dién dong nhat ki Cac tinh ning c4 nhan chiu trach nhiém déi vi cac di thuong it
quan trong hon trong cc chudi dai hon, do két qua cua sy bién ddi cta vecto chua thét chinh
xé4c théng qua cach tinh trung binh. Ciing thit may man trong nam ki thut ap dung thuc
nghiém, do dai ctua vecto biéu dién dong nhat ki c6 gia tri 1an can 20 cho ra két qua tdi wu
hon ca. Mot s6 ki thuét khéc cho ra két qua khong hoi ty nhu mong mudn.

Effect of the length (F-measure)
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Hinh 7. Anh huong cia déic trung chiéu dai
4. Kétluan

Mac du hién nay da c6 cac nghién ctru vé phan tich, phan loai cac dong nhat ki cua
nhiéu thiét bi khac nhau. Phan thuc nghiém trén tap tin nhat ki bat thuong BGL cua td chuc
Usenix cho thiét bi dinh tuyén véi cac ki thuat phan I6p pho bién da cho thay gia thiét dic
trung quan trong qua quan sat khi du doan tha cong la dang véi thuc nghiém: Cac tir quan
trong va Do dai dong nhat ki. Két qua nghién ctru chi ra mot phuong phap dé cac nha quan
tri mang c6 thé tao ra ung dung dé thao tac tu dong trén dit liéu nhat ki 16n va phuc tap.

Dé két qua duoc thuyét phuc hon, cong viée trong twong lai vé chu dé nay co thé két
hop véi cac nha quan tri hé thong mang dé nhan cac phan hdi thuc té nham so sénh vai do
chinh xac ciia mé hinh. Ngoai ra, cong viéc tiép theo c6 thé huan luyén md hinh hoc trén di
lieu khong c6 bat thuong nhiam huan luyén cac dic trung cia mot hé thdng binh thuong va
6n dinh. Qua d6 d& dang xac dinh nhiing tin hiéu bat thudng ndm ngoai dic trung mé hinh
va phat di nhirtng canh bao nhe hon.

% Tuyén bé vé quyén loi: Tac gid xac nhan hoan toan khéng cé xung dét vé quyén loi.
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ABSTRACT

Detecting early the anomaly signal of routers helps to predict errors and to prepare suitable
solutions. Anomaly signals are analysed from the data log of devices. In this study, we have proposed
an approach to detect anomaly signals from log files of routers using classification techniques. The
log files BGL from the Usenix organization are collected and labelled based on the experience of
many experts. Feature extraction is performed before training and testing the model. The results are
efficient in almost realistic environments and especially confirm the assumption of the important
features via our observation process.

Keywords: anomaly detection; classification techniques; feature extraction; log file
classification; router devices
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