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TOM TAT

Hoc tdp truc tuyén, dac biét 1a cac hé kiém tra danh gid nguoi hoc tir xa phdi déi mat véi cac
vin dé xac thuee ngueoi hoc. Hién tai, phirong phdp xdc thire nguoi hoc trén cac hé thong nay chai yéu
dira trén céch tiép can 1a tai khoan-mdt khau (username-password), mé¢ phwrong phdp phé bién, dé
ding. Nhung dé dam bdo an toan, nguwoi ding can si dung mdt khau manh va phezc tap, cac mdt
khdu nay thwong rat khé nhé. Bén canh dé, mét sé hé thang hoc tép truc tuyén da trién khai viéc xéac
thure ngueoi hoc bang cdc phwong phdp sinh trdc hoc, theo dé nguoi hoc c6 thé ding nhdp ma khong
can mat khdu. Tuy nhién, viéc chi siz dung truc tiép mét yéu té sinh trdc lai gap phdi nhiéu vén dé,
nhat | tinh én dinh cia thdng tin sinh trac. Bai bdo nay dé xuat mgt giai phap xac thuee da yéu to sir
dung sinh trdc hoc khudn mét va giong néi. Pé xudt da dwoc thir nghiém trén tdp da liéu VoxCeleb1,
mang lai hi¢u qua vurot tréi voi do chinh xac la 99,1%, so vai 95,62% khi chi siz dung khudn mat va
98.66% khi chi suir dung giong noi.

Tir khoa: xéc thuc; sinh tric hoc; da yéu t6 sinh tric hoc; don yéu tb sinh tric hoc; xac thuc
ngudi hoc; hé thong hoc tap truc tuyén

1.  Giéi thiéu

Xac thuc (Authentication) la qua trinh xac dinh danh tinh cua nguoi dung khi truy vao
hé thdng, nham tra loi cau hoi “Ai dang truy cap ?”. Hau hét cac hé théng thong tin yéu cau
ngudi diing xé&c thuce trude khi cho phép truy cap va tién hanh cac thao tac, nho do dit lidu
duoc bao mat va toan ven. Cac phuong phap xac thue ngudi ding cd thé duoc phan loai
thanh: (1) Mat khau (password aproach), (2) OTP (One-time password aproach), (3) Token
(Token aproach), (4) Sinh tric hoc (Biometric aproach), (5) HAn hop (Hybrid aproach).

Céch tiép can (1) va (2) dua trén su ghi nh¢ cua nguoi ding nén dan dén nguy co quén
hoic bi danh cép. Ddi véi (3), xac thuc phu thudc vao viéc bao quan keycard, smartcard,
USB, hoic tép token. Do (1), (2), (3) sir dung thdng tin xac thyc c6 thé chuyén giao tir ca
nhan nay sang cd nhan khac (transferable data) nén c6 tinh bao mat thip hon (4)

Cite this article as: Nguyen Quoc Trung, Nguyen Vo Phi Long, Le Duc Long, & Nguyen Dinh Thuc (2023).
Learner authentication VIA biometric-based multi-factor. Ho Chi Minh City University of Education Journal of
Science, 20(10), 1775-1788.
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(Sabhanayagam et al., 2018). Cu thé, wu diém cua sinh tric hoc Ia tinh ¢6 sin & mdi c& nhan,
khong thé chuyén giao va khong thé bi 1ang quén (Sharma, 2014). Thém vao do, cac dic
diém cua con ngudi rit khd sao chép va gia mao, nén sinh tric hoc ngay cang tré thanh
phuong phap xac thuc phé bién va hiéu qua (Dinca & Hancke, 2017).

Xac thuc don yéu té sinh tric hoc 1a phuong phap xac thuc chi dua trén mot dic diém sinh
trac hoc duy nhét. Xéc thuc da yéu t6 sinh tric hoc (multi biomatric-factors authentication, hay
con goi la multibiometrics) Ia sir dung 2 hay nhiéu yéu t6 sinh trac két hop véi nhau (Drozdowski
et al., 2020). Pa yéu t6 sinh tric hoc duoc chang minh c6 kha ning khac phuc nhimg nhugc
diém cua hé thdng xac thuc sinh tric hoc don yéu té, dong thoi nang cao do an toan, bao mat
cho hé thdng (Siddiqui et al., 2014). Mic du, mang tinh hira hen cao nhung xéc thuc da yéu tb
sinh tric hoc chwa duoc trién khai nhiéu trong thuc té.

Nhan thay su can thiét cua viéc trién khai xac thyuc da trén da yéu t6 sinh tric hoc trén cac
g dung, dac biét 1a trén cac nén tang hoc va kiém tra tryc tuyén, bai bao tap trung nghién ctu
va xay dung mot giai phap xac thuc da yéu t6 st dung sinh tric hoc khudn mit va giong néi.

2. Noi dung nghién ciru
2.1. Tong quan vé sinh tric hoc

Sinh trac hoc la nghién ctru phuong phap luan vé do luong va phan tich dit liéu sinh
hoc cho muc dich xac thuc hoac nhan dang nguoi dung (Sabhanayagam et al., 2018). Sinh
tric hoc c6 thé duoc phan loai thanh: sinh tric hoc sinh Ii (Physiological biometrics) — bao
gom cac dic diém khac biét va duy nhat cua co thé vat 1i nhu: khudén mat, véng mac, méng
mét, van tay, tay va tinh mach tay, hinh dang ban tay va ngén tay, ddu van tay... va sinh tric
hoc hanh vi (Behavioral biometrics) — bao gdm céc dic diém vé hanh dong dé c6 thé phan
biét duy nhat mot ngudi nhu: thao tac gd phim, chir ki va dang di...

Mot hé théng sinh tric hoc gdm nhiéu module dam nhan nhiing vai trd khac nhau
(Sabhanayagam et al., 2018): Cam bién va thu dit liéu (Sensor module), trich xuat dic trung
(Feature extraction module), Iwu trit dit liéu sinh tric (Database module), tinh d6 tuong dong
(Matching module), dua ra quyét dinh (Decision-making module), dugc minh hoa qua
Hinh 1.

enrollment

________________________________________

_______________________________________

|
1
I Feature i
» Matchin,
Sensor H Extraction
1

authentication
Hinh 1. So do hé thang sinh trac hoc

Decision-

making

1776



Tap chi Khoa hoc Trwdng BPHSP TPHCM Tip 20, S6 10(2023): 1775-1788
Mot s6 yéu 16 sinh trdc hoc tiéu biéu
MGi yéu t6 sinh tric hoc c6 ¥ nghia va gia tri Xac thuc riéng (Gavrilova & Monwar,
2011). Lua yéu tb sinh tric hoc dé &p dung cho bai toan xac thuc phu thudc vao nhiéu yéu
t6 khéc nhau, Bang 1 trinh bay su so sanh vé wu, nhuoc diém cua cac yéu td sinh tric hoc

tieu biéu.

Bdng 1. So sanh cac yéu té sinh trdc hoc phé bién va tiéu biéu

Yéu td Uu diém Nhuoe diém Do phir dan so
o Vét cat, seo lam anh huong I6n dén hiéu
TP qua xac thuc. Cé thé gia mao bang cac X £
[ ] . , - PN -, 4 A
Van tay nhanh ngén tay Ahan
Fingerprint On dinh va khéna th e Chiu anh huong manh me tir moi truong Khic nhau &
sOndinhvakhongthay 4" pui bam vao bé mat quét van  © Folac nhad o
doi theo Ira tuoi tay cap song sinh
e Chura pho bién trén thiét bi pho théng
e Puoc sir dung rong rai * DO hiem cao,
« C6 thé trién khai trén e Khudn mit c6 thé thay déi theo thoi gian ~ "hung ¢0 the
A, A A g . xuat hién ca
Khuon mét nhiéu nén t_a}ng. o e Khé phE}n b{¢t dgqc (_:?p soAr?g smh , Ahan 6
Face e Duoc 'r]ghlen ciu va e Phuythudc vao dieu kién méi truong: anh khuén  mit
phét trién manh. sang, swong mul. .. fr i
, e . 2 . - ., ong tu
° Sui dl%ng thiet bi pho e Cd kha nang bi gia mao « Gibng nhau &
théng: camera cap song sinh
e Do chinh xac cao
e Thoi gian tinh toan e Ton chi phi do can thiét bi chuyéndung e La duy nhit
Méng mét nhanh e Cf‘in sy hop téc cua ngudi ding, c6 thé v6i moi  ca
Iris * On dinh va khong doi  gay kho chiu ) nhén
theo lra tuoi ¢ Phai dat mat gan thiét bi e Khac nhau &
eKhong can tiép xic e Can nén tang va tng dung ph hop cap song sinh
vit i vai hé thong
e Do hiém cao,
Do chinh xac cao eDZ bj anh huong boi chit lwong cia  c6 thé xuit
e Buocsirdung rong rdi micro va tiéng on hién ca nhan
Giong n6i e CH thé trién khai trén e Mot s van dé sic khoe . cd hongcdthé  cd giong noi
Voice nhiéu nén tang anh hudng dén do chinh xéc tuong tu
o Sir dung thiét bi phd e Can c6 chic ning chdng gia mao (anti- ¢ C6 sy khac
th6éng: microphone spoof) trudc khi xé&c thyuc nhau & cap
song sinh

Viéc lra chon yéu t6 sinh triac hoc dugc quyét dinh bai tinh kha dung caa cam bién
tuong (ng. Hé théng xac thuc phai dam bao ring nguoi ding c6 thé dé dang sir dung cam
bién. Bai bao trién khai xé4c thuc dua trén da yéu té khudn mat va giong néi, vi may anh va
microphone ¢6 sin trén cé4c thiét bi ma ngudi hoc str dung dé truy cap vao hé théng truc tuyén.

Bén canh cac yéu té sinh trac hoc phd bién, con nhiéu yéu té sinh trac khac it pho bién
hon duoc nghién ctru va cho thdy d6 chinh xac cao, duoc md ta & Bang 2. Cac yéu t sinh
trac hoc nay it hon phd bién do chiing can cac cam bién chuyén dung va kho lap dat.
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Bdng 2. Thang ké mét sé yéu té sinh trac hoc khac

Yéu té sinh tric hoc Mo ta
buong chi tay Str dung dac trung tir duong nét va hoa van chi tay (Palm print), cd
(Palm print) dd chinh xac cao tuong tu nhu dung vén tay (Fingerprint)

Str dung déc trung tir khoang thoi gian gitra cac budc chan, cac

Dang co thé khi di chuyén  budc nghi, cac budc chay hoic sir dung hinh dang khi di chuyén.

(Gait) C6 @6 chinh xac phy thudc nhiéu vao méi truong va tinh trang sirc
khoe cua cd nhéan
Str dung dic trung tir cAu trdc mach mau & ban tay, hinh anh mach
méau c6 thé duoc quét qua thdng mot thiét bi dic biét. Pugc nghién
clru va van dang trong thoi gian phat trién, co do chinh xac cao
Str dung dac trung tir mac nhiét do cua cac bo phan co the, tir d6
chuyén thanh hinh anh cua co thé biéu dién ¢ dang nhiét . Céc thiét
bi chuyén dung c6 thé do nhiét d6 véi do chinh xac cao, c6 su
tuong dong véi phuong phap xac thuc dya khuén mat (Face
Recognition), thuong dugc dung trong y khoa va quan doi
2.2. Da yéu té sinh tric hoc va don yéu t6 sinh tric hoc

Hé théng mach méu
(Hand Vein)

Hinh anh nhiét ctia co thé
(Thermograms)

2.2.1. Nhwoe diém ciia xdc thue dua trén don yéu 16 sinh trac hoc
Mot hé thong xac thuc don yéu té thuong phai ddi mat véi cac van dé sau (Dinca &
Hancke, 2017):

- Dit liéu bi nhidu (Noise in sensed data): Cam bién bj I6i hoic dugc bao tri khong dung
cach cd thé thu vé dix liéu bi bién dang va nhiéu.

- Gia mao (Spoof attacks): Mot sé dic diém vé thé chat va hanh vi d& bj tan cong gia
mao nhu gia giong ndi, ngdn tay gia 1am tir gelatin, mé hinh khuén mit bang silicon.

- Do phu dan sb (Insufficient population coverage): Trén quy mé dan sb 16n, don yéu té
sinh tric hoc bi giam hiéu qua khi cac ca nhan c6 d6 twong ddng cao vé mot yéu tb sinh tric
hoc nhit dinh (Asha, & Chellappan, 2008). Vi du: Hai ngudi xa la ¢6 thé c6 guong mit rat
gidng nhau du chiéu cao, can ning, giong noi, cua ho hoan toan khac nhau.

2.2.2. Uu diém ciia xdc thue dwa trén da yéu 16 sinh trdc hoc
Pa yéu té sinh tric hoc di dugc nghién ciru hon 2 thap ki (Siddiqui et al., 2014) va c6
nhiéu vu diém so vai don yéu t6 sinh trac hoc:

e [t phd bién va d6 phu dan sb (Universality and large population coverage): Pa yéu t6
sinh tric hoc giai quyét vin dé vé d6 phu dan sé hiéu qua hon. Vi du: Hai anh em sinh déi
nhung dau van tay s& khac nhau.

e Chéng gia mao tét hon (Resistance to Spoofing): Viéc ké tan cdng c6 thé tao ra nhiéu
hon hai sinh tric hoc gia mao pht hop 1a rat it kha thi. Thém vao d6, hé théng c6 thé yéu cau
X4&c thuc tai thoi diém ngau nhién véi thoi gian c6 han.

e Giam nhiéu di liéu (Reduced noisy data): Hé thong da yéu té sinh tric hoc thich ang
tbt voi diéu kién moéi truong vi dua trén két qua tir nhiéu yéu té khéc.

Sy hiéu qua cta phuong phéap da yéu t6 sinh tric hoc phu thudc vao phuong phap két
hop caa ching (Multi-Biometric Fusion). Phuong phap két hop phé bién duoc trién khai co
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thé duoc phan loai thanh trudce khi tinh do twong dong (before matching) va sau khi tinh d6
tuong dong (after matching), (Drozdowski et al., 2020), dwoc minh hoa & Hinh 2.

e Két hop cam bién (Sensor Level Fusion): Két hop dir liéu tir nhiéu cam bién khéc nhau.
Phuong phap nay kho trién khai va khdng hiéu qua khi cac yéu t6 sinh trac c6 nhiéu su khac biét.

o Két hop dic trung (Feature Level Fusion): Két hop cac vector dic trung thu dwoc cua
ting yéu t6 lai véi nhau. Gap kho khan khi muén thay doi, cai tién thuat toan hoic mé hinh
hoc sau. Pay 1a phuong phap phirc tap va kho trién khai nhat.

e Két hop diém (Score Level Fusion): La phwong phap hiéu qua va linh hoat nhat. Trong
phuong phap nay, d6 twong dong cua tung yéu té can dwoc chuin héa nhu: minimum
maximum (MM), hyperbolic tangent (HT), va z-score (ZS)... sau d6 téng hop dua trén cac
hé s6 cu thé va dua ra diém tdng hop.

o Két hop quyét dinh (Decision level fusion) La phuong phap pho bién nhat dé trién khai
nhét trong cac phuong phap. Mdi yéu té sinh tric s& dua ra két qua ciia minh (thanh cong,
khong thanh cong). Quyét dinh sau cing s& duoc dua trén cac phép toan logic AND hoic

Feature . k
— Emracti‘ml w Matching * Decision »
Module 1 Module : Module

Module 1 i
1 - Final Result
.-'I. .'II <l -\-."'\. \I-‘
! 4 | : 1 S - - i
Sensor Feature I 1 Match Decision

Fusion Fusion | | Level Fusion Fusion
) 1 | 1 PaN B 7
1 | 4L o .

Feature |

Sensor . Matching Decision )
Module |:>Extractlon| Module " Module
]
'l

I
I
I
I
I
I
I Level ===+ |Level -LI Database Score/Rank ==» Level ===
I
I
I
I
I

Module

Before Matching After Matching
Hinh 2. Minh hoa phan logi cdc phirong phdp két hop da yéu té sinh trdc hoc dua trén céac
giai doan két hop (Gad et al., 2015)

2.3. Dé xudt gidi phdp xdc thwe da yéu té sinh tric hoc

Nghién ctru d& xuat mot hé thdng xac thuc nguoi hoc dua trén da yéu té sinh tric hoc
gom khuén mit va giong noi, trong d6 st dung phuwong phap két hop diém (score level
fusion) vi dé cai tién va su khac biét Ion vé tinh chat cua di liéu sinh tric hoc cua hai yéu tb
khubn mat va giong noi. Cu thé bai bao tap trung vao:

e Xay dung md hinh xéc thuc cua ting yéu té: giong ndi va khuén mit. Trong d6 tap
trung cai tién md hinh xéc thuc giong noi va ké thira md hinh xac thuc khuén mat tir cac
nghién ciru trudc.

e Dé xuit phuong phap két hop méi, nhanh, don gian, dé ma rong va hiéu qua dua trén
két hop diém (score fusion) bang phuong phap chuin hda min-max.
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2.3.1. M6 hinh nhén dang nguweoi dimg diea trén yéu té giong néi

Dya trén ndi dung loi néi, nhan dang nguoi ding bang giong ndi chia thanh céc phan loai:

e Phu thudc vao noi dung loi néi (Text-Dependent): Noi dung va sé lwong cac cau néi
trong hé théng 1a cé dinh va c6 gii han. Noi dung 10 néi khi xac thuc va dit liéu déi sanh
trong co s dit liéu phai gidng nhau & mdi 1an xéc thuc. Céch tiép can nay c6 nhiéu han ché
khi mudn chuyén d6i, mé rong hoic tai sir dung hé thong.

e Khdng phu thudc vao noi dung 16i néi (Text-Independent): Noi dung va sb luong cac
cau no6i trong hé théng 1a khdng cb dinh va khéng c6 gii han. Noi dung 15i n6i khi xac thuc
va dir liéu ddi sanh trong co so dit liéu khdng can phai gidng nhau. C6 thé d& dang chuyén
ddi va tai sir dung. Pay 1a xu hudng nghién ctiu caa linh vuc nhan dang ngudi nodi (Speaker
Recognition) va ngay cang phét trién.

Noi dung bai bao chi yéu tap trung vao viéc xac thuc ngudi ndi (Speaker Verification)
dua trén hudng tiép can khdng phu thudc vao ndi dung 15i néi (Text-Independent).

Bai bdo xdy dung md hinh AM-RawNet dua trén m6 hinh RawNet2 va ham loss
Additive Margin Soft-max (AM-Softmax). Trong giai phap dé xuat, mé hinh xéc thuc giong
noi cé baseline 1a mé hinh RawNet2 (Jung et al., 2020), minh hoa ¢ Hinh 3. Bai bao sir dung
phuong phap tranfer learning bang cach tinh chinh (fine-tuning) 16p fully connected cubi
cling ciia md hinh sau d6 huén luyén trén tap di liéu VoxCelebl. Thém vao do, bai bao cai
tién bang ham Additive Margin Soft-max (AM-Softmax) dé ting hiéu qua phan 16p cho md
hinh (goi 1a AM- RawNet). Pau ra caa md hinh 1 vector embedding c6 sb chiéu la 512,
vector nay dung dé tinh d6 twong dong cosine véi dix liéu sinh tric hoc trong giai doan ding
Ki (The enrollment phase).

1994

Sinc-conv ~ Res block Res block

FC 512 AM-Softmax

Hinh 3. Kién tric mé hinh AM-RawNet
Ham AM-softmax dugc dinh nghia nhu sau:
i
+X5=1, joy, XPW] FD)

0, = exp(s(Wf, — m)
trong do:

(1)

1
Loss = —— Yi-qlog ry

e f; 1a du vao tir mau thtr i caa 16p fully connected cudi cing

e W la ma tran hé s6

s 12 bién hé sé nhan (scale)

m | tham sé additive margin twong ng, bai béo sir dung m = 3.
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2.3.2. M6 hinh nhén dang nguweoi dimg diea trén yéu té khuén mdt

Dua trén mirc d6 kho, nhan dang khudn mat chia thanh:

o D& (easy with high quality): Khuén mt véi goc truc dién, do sang tét, thiy ré khuén
mit, it deo phu kién. Khong cé su thay doi theo do tudi.

e Trung binh (medium with regular quality): Anh khuén mit nghiéng, c6 deo phu kién,
bi anh huong boi anh sang chiéu vao. Thay d6i theo do tudi khdng qua Ion.

e Kho (hard with low quality): Anh khuén mit c6 goc nghiéng 16n, diéu kién anh sang
kém, d6 nhiéu 16n, deo nhiéu phy kién. C6 sy thay d6i 16n theo do tudi.

Bai b4o ké thtra lai md hinh MagFace (Meng et al., 2021) va fine-tuning cho pha hop
vé6i tap dit liéu. Noi dung bai b4o chu yéu tap trung vao giai quyét bai toan xéac thuc khuén
mat & muc trung binh, ¢6 thé giai quyét duoc cac truong hop ngudi hoc ngdi trong diéu kién
thiéu sang, deo kinh, camera nhiéu & muc trung binh.

Trong giai phap dé xuat, md hinh xéac khuén mit c6 baseline 1a mé hinh MagFace
(Meng et al., 2021). Sau do, sir dung phuwong phép tranfer learning bang cach tinh chinh
(fine-tuning) 16p fully connected cudi cling cia mé hinh sau d6 huan luyén trén tap di liéu
VoxCelebl. M6 hinh cho phép nhan dang khuén mat & muc trung binh va trung binh-kho,
hiéu qua trong cac khi chiu anh huong tir moi trudng, thay d6i goc nhin. Md hinh c6 kién
trdc 1a IResNet50 st dung ham loss MagFace. Ham loss ciia mé hinh duoc trién khai dua
trén 1am loss caa md hinh ArcFace két hop véi ham y thic vé d6 khd m(a;) (magnitude
aware angular margin), ham loss dugc dinh nghia nhu sau:

_1gN
LMag — y&i=0 L; (2)
e’ cos(Gyi +m(a;))
L; =-lo - - + A,9(a; 3
1 gescos(eyl.+m(al))+Zj¢Yiesc059] gg( l) ( )
trong do:

- a; duoc tinh dya trén cong thac a; = ||f;|l, vdi f; 1a vector két qua cuaa Iop fully-
connected cudi cung caa mé hinh

- y; lanhan ciia mau xi

- 6 la goc gitra dac trung f; va tam cua lop do

- g(a;) 1a ham 15i giam dan, trong mé hinh MagFace g(a;):

(ap) = ! + ! 4
gla) = -+ 7 (4)

o Véiu, =120

- m(a;) 1a mot ham tang dan, trong mod hinh MagFace m(a;) 1a mot ham tuyén tinh:

Uy — |
m(a) = —=— (& = lo) + I
a a

trong do:

e Hang s cua bai bao la I, = 15, u, =120 (so véi nghién ctu gbc I, = 10, u, = 110).

o Ly = m(ly), Uy = m(ug)
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A4 dung dé diéu chinh trong sb ctia ham g(ai).
2.3.3. Dé xudt phwong phdp két hop diém dwa trén chuan héa I6n nhdt va nhé nhdt (min-
max score-fusion)

Nghién ctru dé xuét phuong phéap két hop cac yéu té bang phuong phap két hop diém
(score fusion) chuan hoa 16n nhat va nho nhat. Trong nghién ciu sir dung gié trj 16n nhat
(dat 1A MAX) cua cac do trong dong va sir dung mot ngudng (dat 13 THRESHOLD) dé chuan
hoéa. Vé6i phuong phap két hop diém (Score Level Fusion), minh hoa ¢ Hinh 4.

Cosine Mi
o e | AR sy e
Voice - ‘

Fusion Score > Score
r Ll ?
MagFace Cosine Mi
LY Sealbriy in-max

Normalization

Face

Feature Extraction Phase Matching Phase Fusion Fase
‘ Hinh 4. MO h:lnh Xac thu’c nguol hoc
bang phwong phap da yeu to sinh trac hoc khudn mat va giong noi

bé trich xuat dac trung (Feature Extraction phase), ta sir dung 2 moé hinh dé tinh vector
embedding cho 2 yéu té:

frace = MagFace(Xpqce)

fvoice = AM — RaWNet(quice) .
trong do: Xpgce 12 &nh khuon méat dau vao, xy,ice 12 ban ghi am dau vao

- MagFace va AM — RawNet lan lugt 13 mé hinh MagFace ma md hinh AM-RawNet

- frace 12 vector embedding cua anh dau vao c6 kich thude 1a 512

- froice 12 vector embedding ctia ban ghi am dau vao c6 kich thude 1a 256.

Giai doan truée khi xé&c thuc (chi tién hanh mét 1an sau khi huan luyén): can xac dinh
cac tham s6 THRESHOLD,,, MAX,,, MIN,, cua yéu té thu k:

e Tim ngudng xac thuc THRESHOLD,, cua titng m hinh dya vao phwong phép ti 1¢ 16i
can bang (Equal Error Rate). Mot ngudng dat duoc ti 16 18i can bang khi: ti 16 chap nhan sai
(False Accept Rate, FAR) bang hoic xap xi véi ti Ié tir chi sai (False Reject Rate, FRR).

THRESHOLD,, = T,
trong do: Ty, 1a ngudng cua yéu tb thir k sao cho FAR ~ FRR
e Tim d6 twong dong 16n nhét cua yéu t6 thi k:
MAX; = max(simy)
trong d6: sim;, 1a tp hop cac do twong ddng cosine cla cac cip trong tap thir nghiém cua
yéu tb thir k gdm n phan tir. Vi du: simpg, 14 tp hop d6 tuong dong cua n cip dir liéu the
nghiém ctia yéu td khuén mat gdm n phan tir.
e Giatri MIN, cua yéu tb tht k duoc xac dinh nhu sau:
MIN, = THRESHOLD,- (MAX,- THRESHOLD,)
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Giai doan tién hanh xac thuc: Tinh d6 twong dong va chuan héa min-max

e Dit liéu xé4c thuc cia mdi c& nhan gdm anh khudn mit va ban ghi am.

e Sau khi thu duoc két qua 1a cac vector embedding, ta dén giai doan ddi sanh (Matching
Phase). O giai doan nay ta d6i sanh céac vector embedding & thoi diém hién tai véi cac vector
embedding trong co sé dit liéu (& giai doan ding ki). Bai bao sir dung do twong dong cosine
dé tinh khoan cach giira cac vector embedding.

f +f

SIMrace = Sc(frace: fracesase) = [ Tifracenael (5)
fvoice ¥ fvoi

SIMVoice = SC(fVoice'fVOiceBase) = Voice ~ VoiceBase (6)

”fVoice” -||fVoiceBase||
trong d6: S, 1a ham tinh d6 twong dong cosine, fracepase V@ froicesase 1@ Cac vector

embedding trong co s& dir liéu.

e Do tuong dong cua yéu té k s& dugc chuan hda vé thang diém 0 dén 100 duya trén
khoang [MIN,; MAX,] cta chinh yéu té k d6, ham chuan hoéa caa mdi yéu t k dugc xéac
dinh trén ham khoéng lién tuc NORM, nhu sau:

0, SIM, < MIN,
100, SIM, = MAX,
SCORE,, = NORM,(SIM,,MIN,, MAX,) = J (SIM, — MIN,) % 100 7
MAX, — MIN,

trong do: SiM, 1a 6 tuong déng cosine gitra dir liéu hi¢n tai va dir li€u trong co sé dir li¢u
ctia yéu t6 thu k. Vi du diém cta yéu t6 khuén mat duoc ki hiéu 1a SCOREr4 .

e O giai doan két hop diém (Fusion Fase), diém cua cac yéu té duoc két hop theo mot
tilé A:

SCOREgysion = A-SCOREgsce + (1 —2).SCOREyyice (8)
trong d6: SCORE, .., 14 diém chuan héa cua giong noi

SCORE,,, 1a diém chuan héa cua yéu té khudn mat
A 1a tham sb diéu chinh ti 18 cua diém chudn hoa cua cac yéu.

Sau khi chuan hoa va tinh diém tong SCOREys0n, ta str dung két qua nay dé dua ra két
qua xac thuc: xéac thuc thanh cong néu diém SCOREFusion > 50, nguoc lai xac thuc thét bai.
Tinh hiéu qua ciia phuong phéap két hop diém dya trén chuan héa Ion nhat va nho nhat dugc
trinh bay & Bang 4.

2.4. Tap dir li¢u thir nghié¢m

Nghién ctru s& danh gia két qua xac thuc ¢ 4 trudng hop sau: don yéu té giong néi,
don yéu t6 khudn mit, phuong phap két hop Decision Fusion, phuong phap két hop Score
Fusion. Tap dit liéu duoc sir dung 12 tap dir liéu VoxCelebl, trong tap dit liéu nay gom c6 2
phan riéng biét 1a giong ndi va khudn mit, duoc minh hoa ¢ Hinh 5. Bé kiém tra tinh hiéu
qua trong thuc té, bai béo sir dung dit liéu thuc té tir sinh vién trong ki thi Tin hoc co ban,
duoc trinh bay ¢ Bang 3. Mdi ca nhan déu cd dir liéu anh khudn mat va ban ghi am
giong noi.
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Bdng 3. Phan bé tdp dif liéu trong tdp Voxcelebl cho giong néi va khudn mdt

VoxCeleb1 Dir liéu thuc té sinh vién
Train Test Train Test
S6 nguoi 1,000 251 320 80
Ban ghi amm 122,813 30,703 4165 1043
Khuén mat 989,925 263,196 1925 482

a) Tap dit liéu Voxceleb1 gom nhiéu anh khudn b) Mdi c& nhan trong tép dir liéu bao gom

mat tir nhiéu chuing tgc trén thé gidi nhiéu anh va nhiéu ban ghi am giong néi ciia
chinh ho

Hinh 5. Minh hoa tdp diz liéu VoxCelebl

2.5. Két qud va danh gid

Qua két qua thuc nghiém cho thdy phuong phap tong hop diém (Score Fusion) cho do
chinh xac ting dang ké va thé hién rd su hd tro giita hai yéu t6 sinh trac hoc giam ti 18 & ca
FA va FR, dugc thé hién ¢ Bang 4. Trong khi d6, phuong phap két hop quyét dinh Decision
OR giam tbi da ti 1& tir chéi sai nhung lai ting dang ké ti 18 chip nhan sai. Nguoc lai, phuong
phap két hop quyét dinh Decision AND giam tbi da ti 18 chap nhan sai nhung lai ting dang
ké ti I& tir chdi sai. Qua dbi sanh két qua véi cac phuong phap khac, phuong phap téng hop
diém Score Fusion cho bai toan xac thuc ngudi ding dya trén da yéu té sinh tric hoc giong
noi va khudn mat mang lai hiéu qua can bang va d6 chinh xéac cao hon.

Bdang 4. Két qud mé hinh da yéu té khudn mdt va giong ndi trén tap di ligu Voxcelebl
bang phirong phdp Score Fusicon Normalization

Dir liéu thuc

VoxCelebl té sinh vién
Phuong phap  TA%) TR(%) FA(%) FR(%) Accur (%) Accur (%)
Giong noi 49.26 49.40 0.59 0.75 98.66 97.85
Khuén mat 47.82 47.80 2.19 2.19 95.62 97.66
Decision OR 49.98 47.43 2.55 0.04 97.41 97.53
Decision
AND 47.48 49.97 0.02 2.54 97.45 97.67
Score Fusion 49.56 49.54 0.32 0.58 99.10 99.31

Khéng it cac md hinh két hop cac yéu té sinh tric hoc khudn mit va giong noéi va ciing
dat duoc két qua dang ghi nhan, duoc trinh bay trong Bang 5. Trong nghién cau cua minh
Y. Qian va cong su (Qian et al., 2019) st dung mo hinh AVN-F ¢6 kién trac dua trén
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ResNet34 dé két hop dic trung sau d6 sir dung do twong ddng cosine dé dwa ra két qua xac
thue. Trong mot nghién ciu khéc, Stefanidi va cong su sir dung md hinh tich chap gém nhiéu
I6p convolutional 2D dé két hop dat trung voi nhau (Stefanidi et al., 2020). Shon va cong su
str dung md hinh mang hoc sau dua trén Attention, sau d6 da két hop cac yéu té & muc dac
trung va & muc diém (Shon et al., 2018) sau d6 dwa ra két qua xac thuc. Cac nghién ciru nay
str dung mang hoc sau dé két hop va dua ra két qua nén mai khi cé sy thay déi hoac mé rong
thi can huan luyén lai md hinh. Mt khac, cac mé hinh nay doi hoi cac hé théng co kha ning
tinh toan cao hon nén khé t6i wu khi trién khai trén nén tang truc tuyén hoic céc thiét bi
cam tay.
Bdng 5. Két qud so sanh cia gidi phap dé xudt véi cac md hinh
trong thoi gian gan day trén tap dir liéu Voxcelebl

M6 hinh ERR(%0) Thoi gian xac thuc (giay)
Giong noi 2.32 0.28
Khudn mat 3.23 0.34
Shon va cong su 0.97 0.87
Y. Qian va cong su 1.15 1.17
Stefanidi va cong su 1.31 0.97
M0 hinh dé xuat 1.45 0.64

Mic du c6 d6 16i cao hon cac nghién ctru trude, nhung bai bao di dong gop mot mo
hinh xac thuc da yéu té khudn mit va giong néi véi cac wu diém:
e Do chinh x4c & mirc cao va cao hon dang ké so véi don yéu to.
e Thoi gian x4c thuc ngin hon, thich hop &p dung trén cac nén tang truc tuyén hozc di dong.
e Cac phuong phap dugc so sanh mat nhiéu thoi gian trién khai do sir dung thém cac mo
hinh hoc sau dé két hop két qua, két hop dic trung. Giai phap dé xuét ¢ thé mo rong sb
luong yéu té ma khong can huén luyén lai md hinh.
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stefanidiva cong sv [ 0.97
v.qianva congsv | 1.17
shonva congsv [  0.37
o hinh de xuz: - [ 0.64
Decision AND 0 . 62
Decision ok - N 0.62
xhuonma: | 0.34

Giong néi 0.28
0 0.2 0.4 0.6 0.8 1 1.2 1.4
Giong ndi B Khudén mat M Decision OR
Decision AND B M6 hinh dé xudt  mShon va céng su

B Y. Qian va cong sy M Stefanidi va cOng su

Hinh 6. So sanh vé mdt thoi gian trén trén mai xac thyc (giay)
cua cac md hinh xac thuee don yéu té va da yéu té

Mic di, dem lai hiéu qua xé&c thuc dang ké nhung thoi gian xac thuc dai hon van ludn
la mot thir thach cho cac mé hinh sir dung da yéu t6. Vi thoi gian khoang 0.647 giay dap
g dugc nhu cau caa mot Ki thi trong thuc té. Tuy nhién, vai s6 luong 16n hon thi hé théng
Xé&c thuc can phai dap tmg duoc yéu cau vé mat phan cang nhat dinh.
3.  Kétluan

Hién nay, céc hé thong quan 1i dao tao, nén tang kiém tra va cac hé théng hoc tap truc
tuyén cua cac trudng dai hoc quan tdm viéc cung cap kién thire cho nguoi hoc théng nhitng
khoa hoc c6 ndi dung dic sic, tang tinh linh hoat trong kiém tra danh gia bang céc ki thi truc
tuyén. Nhung chua c6 hé théng ndo tap trung vao viéc ngin chin cac hién tuong tidu cuc
trong qué trinh tham gia cac khoa hoc truc tuyén va ki thi truc tuyén. Viéc ngan chan cac
hién tuong tiéu cuc trong hoc tap va kiém tra truc tuyén 1a mot van dé cap thiét, can duoc
trién khai kip thoi trén cac hé théng hoc va kiém tra truc tuyén nham dam bao chét luong va
tinh cong bang cua qué trinh day va hoc. Bai bao d trinh bay mét giai phap xac thuc da yéu
t6 sinh trac hoc c6 hiéu qua tot hon so voi phuong phap xac thue khac, dong thoi ciing ngan
chin nguy co gia mao dit liéu sinh tric hoc. Giai phap ciing dat d chinh xac 13 99.1 %, vuot
troi so vai 98.66% khi chi sir dung giong ndi va 95.62% khi chi sir khuén mat. Giai phap da
duoc thuc nghiém va tich hop vao hé théng ETEST (Hé thong kiém tra truc tuyén caa Trung
tam Tin hoc Truong Pai hoc Su pham Thanh phd H6 Chi Minh). Sau khi tich hop, trién khai
cho sinh vién thi dat duoc hiéu qua véi do chinh xac dat 99.31%, khéng co sinh vién nao
khong thé hoan thanh qué trinh xéc thuc. Thoi gian toi, cac tac gia sé tiép tuc giai quyét bai
toan xac thuc ngudi ding trén céc nén tang hoc tap truc tuyén voi muc tiéu nang cao hiéu
qua Xxé&c thuc va tap trung vao xay dung céc giao thic xac thuc chdng gian lan.
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% Tuyén bé vé quyén loi: Cac tac gid xac nhan hoan toan khéng cé xung dét vé quyén loi.
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ABSTRACT

Online learning systems, particularly systems for remote student assessment, face a challenge
in student authentication. Currently, the most common authentication method for these systems is
the username-password approach, which is easy to use but requires users to create strong and
complex passwords that are often difficult to remember. Some online learning systems have adopted
biometric authentication methods, which enable learners to log in without a password. However,
relying on a single biometric factor presents several issues, particularly the stability of biometric
information. This article proposes a multi-factor authentication solution that combines facial and
voice biometrics. The proposed approach was tested on the VoxCelebl dataset and achieved
exceptional results, with an accuracy of 99.6%. By comparison, facial recognition alone yielded
95.62% accuracy, and voice recognition alone achieved 98.66%.

Keywords: authentication; biometrics; biometric multi-factor; biometric single-factor; learners
authentication; online learning system
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