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TOM TAT

CUNg V&i viing dat, vimg nudc, VOng troi va long dat thuge pham tri 1anh thé quac gia, khdng
gian mang hién nay duwoc cac quac gia trén thé gidi chli trong xem 1a mét khu vuee ¢6 loi ich (domain)
trén phirong dién chii quyén quéc gia. Thong qua viéc thu thap diz lidu va dia trén 1i thuyét quan hé
quéc té, nén tang phap Ii, bai viét ndy phan tich khai quét van dé chi quyén quac gia trong khong
gian mang; theo ds, quoc gia la chai thé ¢é vai trd, mire dg hoat déng va kha ndng tirong tdc, loi ich
khac nhau trong mét mdi trirong quan hé quéc té. Bai viér dong thoi lién hé van dé chii quyén quéc
gia trong khdng gian mang véi thuc tién qudc té ¢ mét sé quac gia va thuc tién tai Viét Nam thong
qua Ii lugn ciia Pang, Nha nuéc va cong tac trién khai trong thuc té diroc thé hién qua kha nang
quan li khdng gian mang bang chinh sach va phép lugt tiéu biéu: Lugt An ninh mang 2018; tir do,
tiang cuong khang dinh chi quyén Viét Nam trén khdng gian mang, vi ddy la bg phdn quan trong cia
chii quyén qudc gia nham mueu cau, phat huy, bdo dam an ninh va loi ich cia quoc gia trong khong
gian mang.

Tir khoa: khong gian mang; quan hé qudc té; chi quyén qudc gia; Viét Nam

1. Giéithiéu

Trong khdng gian mang, véi tu cach méi tredng quan hé qudc té ton tai nhiéu chi thé
(actor) khac nhau cung vai tro, muc do hoat dong va kha nang tuong tac twong ttng Véi nang
lyc caa mdi chu thé, trong do, cac chu thé ¢ cip d6 qubc gia 1a dbi twong cha yéu muu cau,
phét huy, bao ¢dam an ninh va loi ich caa quc gia minh trén khdng gian mang. Va do vai tro,
muc d6 hoat dong va kha ning tuong tac trong khong gian mang khong dong nhét, nén cac
qudc gia tly thudc vao chinh sach va niang luc budc phai xac dinh cha quyén qudc gia va loi
ich quéc gia trong khéng gian mang nham bao dam an ninh ciing nhu cac phwong dién khac
cuia doi sdng trén binh dién qudc gia; tir d6 ddn dén mot thuc té 1a khong ton tai mot dinh
nghia/quan diém théng nhat vé chu quyén quédc gia trong khong gian mang. Mit khac, viéc
cac hoat dong phi phap, xam pham an ninh quéc gia trong khéng gian mang c6 chiéu huéng
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gia ting, ngay cang phirc tap va nghiém trong, dat ra yéu cau cap thiét buoc cac quéc gia
(bao gdm Viét Nam) phai xac dinh co s&, khudn khé dé xir If va lién két phdi hop, nhim dau
tranh ¢6 hiéu qua ddi véi cac méi de doa xuyén qudc gia trong khong gian mang duya trén
tham quyén phép Ii cua tirng quéc gia ddi véi khdng gian mang.

Thuce té néu trén cho thay viéc nghién ciru va phan tich vin dé cha quyén quéc gia
trong khdng gian mang lién hé véi thyc tién québc té & mot sb qudc gia va thuc tién Viét Nam
la pht hop va can thiét, nham 1am rd thyc té va tir &6 gop phan hoan thién ca vé Ii luan 1an
thuc tidn nhan thic vé chu quyén qudc gia trong khdng gian mang.

2. Noi dung nghién cau

Chu quyén theo nghia gbc 1a quyén téi thuong trong mot khu vuc, ¢6 thé hiéu 1a quyén
t6i cao doc lap (Philpott, 2020). Con theo ham y chinh tri truyén théng, cha quyén chinh la
quyén lyc tbi thuong cia mot nha nude/chinh phi trong pham vi 14nh thé cua minh (Krasikov
& Lipkina, 2020, p.165). Nhin lai trong lich str, khi Chién tranh 30 nim (1618-1648) tai chau
Au Kkét thic véi su kién Hoa wdc Westphalia duoc ki két da chinh thic xac nhan chu thé
trong quan hé qudc té 1a qudc gia, dan toi khai niém qudc gia — dan toc (nation-state), tir do
khai dau cho viéc xac 1ap hé thdng quan hé qubc té hién dai. Va cling tir Hoa wdc Westphalia,
mét x& hoi cua cac qudc gia — dan toc duge dinh hinh dua trén nguyén tic cha quyén qudc
gia 1a tdi thuong, x4c nhan su doc 1ap cua cac qudc gia va nhan manh rang mai quéc gia cé
quyén luc nhat dinh ma céc quéc gia khac phai ton trong (Dao, 2015). Xét vé Ii thuyét quan
hé qudc té, Chu nghia Hién thuc va Chi nghia Marx xem cac qudc gia ¢6 chu quyén l1a chu
thé téi quan trong trong hé théng quéc té (Koulas, 2019, p.7). Xét trén khia canh phap Ii, cha
quyén quéc gia 1a khai niém nén tang trong luat qudc té, dugc xem l1a quyén nguyén gdc vé
mit phép li theo nghia tit ca cac quyén va tu do ctia moi va mdi qubc gia déu xuat phat tir
quyén nguyén gdc nay. Nhu vy, chu quyén la vdn c6, tu nhién va chi duy nhat thuoc vé
quéc gia (Tran, 2017). Malcolm N. Shaw cho rang luét phap quéc té dugc xay dung dua trén
khai niém quédc gia. Qubc gia lai duoc dit trén nén tang caa chu quyén, duoc thé hién nhu
quyén lc téi cao cua cac thiét ché nha nudc bén trong qubc gia d6 va bén ngoai qudc gia do
thé hién 1a quyén luec téi cao cua quédc gia véi tu cach mot chu thé phap I (Tran, 2017). Trong
tai liéu Introduction to International Law (Tam dich: Gidi thiéu vé ludt quac té), Robert
Beckman va Dagmar Butte lai c6 quan diém: chi quyén la quyén doc quyén thuc thi quyén
lyc chinh tri ti cao ddi vai mot lanh thd xac dinh (ving dat, khéng phan va mot sé khu vuc
bién nhat dinh nhu 1anh hai) va con nguoi bén trong lanh thé d6. Khong mot qudc gia khac
nao co thé c6 quyén lyc chinh tri chinh thac bén trong quéc gia d6 (Beckman & Butte, p.2).
Do d6, chu quyén c6 lién quan chit ché dén khai niém doc lap chinh tri (Tran, 2017). Va vi
hé thong quéc té hién nay vé co ban van Ia “hé théng Westphalia” va van hanh theo quan
diém ctia Chu nghia Hién thuc, nén vé ban chit, o 1a mot hé thong vé chinh phu, khdng ton
tai mot quyén lee ding trén céc qudc gia nham diéu chinh va quan I méi quan hé giita ho
v6i nhau (Truong, 2015). Do dé, cac quéc gia tlly thudc vao sicc manh ndi tai hay théng qua
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c4c lien minh quan sy véi ddng minh phai tim cach nang cao quyén luc nham ty dam bao an
ninh va s tn tai cia minh trong hé thdng, noi cach khac, cac quéc gia bang ngudn lyc sin
c6 va/hoic duoc bd tro boi ddong minh phai ty chiu tréch nhiém dbi véi viéc gin gitr, bao vé
va phét huy chu quyén cua chinh minh.

2.1. Chai quyén quéc gia trong khdng gian mang — thuc tién quéc té

Khéng gian mang theo quan diém ciia Chu nghia Hién thyuc la vo chinh phu, khong ton
tai bat ki thé luc hay luc lwgng canh sat nao dé diéu chinh hay quan Ii, cac quéc gia chi cd
thé ton tai nhd vao néi luc hodc théng qua hd trg dong minh (Beyond the Horizon, 2020).
Mot hé thdng qudc té tuong tir “hé thong Westphalia” trong khéng gian mang dén gid van
la vin dé gay tranh cdi vi chinh nhitng dic thu cia khong gian mang khién khu vyc nay dé
bi ton thwong va thach thuc cic nguyén tic vé chu quyén theo hinh mau “hé thdng
Westphalia” (Gupta, 2022). Ciing theo Gupta, nhom Chuyén gia Chinh phu cua Lién hop
qudc (GGE) vé Thuc day Hanh vi caa Quéc gia c6 trach nhiém trong Khong gian mang da
cdng nhan rang luat phap qudc té, va cu thé 1a Hién chuong Lién hop qudc bao gébm céc
nguyén tic vé chi quyén qudc gia, giai quyét tranh chap bang bién phap hoa binh, khéng
can thiép vao cdng viéc noi bo caa cac qudc gia khac, va viéc thuc thi luat nhan dao quéc té
ciing phu hop dé &p dung trong khong gian mang nhung viéc nhin nhan va dién dich céc
nguyén tic trén ton tai sy khac biét, khong hoan toan dong nhat.

Ching han Hoa Ki ung ho mot khdng gian mang toan cau, céi mé, ¢ su tham gia caa
nhiéu bén lién quan va toan dién vi nudc nay sé hitu cac cong ti cdng nghé khong 16 s hitu
cac cdng nghé va ciing kiém soat thdng tin trong khdng gian mang (Gupta, 2022) hay néi
mot cach khac 1a nuéc ndy khdng ung ho viéc xéac 1ap rd rang, cu thé ddi véi “chi quyén
quéc gia trong khong gian mang” du cac chién luoc, chinh sach cua M vach rd cac nguy
co/de doa dbi véi an ninh quéc gia tir khdng gian mang (Nguyen, 2021). Chién lugc An ninh
mang Quéc gia ciia Mi dudi thoi chinh quyén Donald Trump va chinh quyén hién tai Joe
Biden déu thé hién rd quan diém nay khi tap trung xay dung ning luc an ninh mang déi ph6
v6i cac mbi rui ro, de doa ddng thoi thuc day hop tac qudc té vi nhitng loi ich, muc
tiéu chung.

O chiéu nguoc lai Nga, Trung Qudc va mot s6 qudc gia dang phat trién khéc lai lya
chon chu quyén tuyét dbi trong khoéng gian mang, trong d6 chinh phu cho riang ho phai c6
quyén tai phan duy nhat ddi véi noi dung, dit liéu va dich vu nao duoc cung cap hoic truy
cap trén internet trong lanh thd cua qudc gia ho (Gupta, 2022). Trinh bay mét cach cu thé thi
cha quyén qudc gia trén khdng gian mang 1a téi cao, tuyét dbi, day du va riéng biét cua tirng
qudc gia dbi vai cac linh vuc, ving cu thé trén khong gian mang duoc kiém soét truc tiép
hoic gian tiép bang hé thdng chinh sach, phap luat va céc céng nghé phi hop véi luat phép
qudc té. Péi vai Trung Qudc, chii quyén qudc gia phai bao gom chu quyén khéng gian mang;
thiéu di chi quyén quéc gia trén khong gian mang sé& khién trat tu qudc té trén khong gian
mang bi hdn loan gay ton hai dén quyén va loi ich caa cac chu thé trong khong gian mang
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(Nguyen, 2021). Nhu vay c6 thé thiy ring, quan diém vé chu quyén quéc gia trong khdng
gian mang tuy c6 khac biét nhung déu dua trén nén tang mot khudn khé chinh sach, phap Ii
ma co s& ban dau bao gdm luat quéc té.

Theo tai liéu Chuz quyén trén Khong gian mang: Li thuyét va thyc tién (Phién ban 3.0)
do nhom chuyén gia vé& cha quyén trén khdng gian mang véi thanh vién 1a nhan sy tir nhiéu
truomg dai hoc, vién, hoc vién hang dau Trung Quéc hop soan cong bé ngay 28 thang 9 nim
2021 khai quat (overview) vé tinh hinh (landscape) tuyén bé va thuc thi chi quyén quéc gia
trong khdng gian mang nhu sau:

- Phéap ban hanh tai liéu c6 tua dé Ludt quoc té ap dung cho cac hoat déng trong khong
gian mang néu rd bét ki su xdm nhap cd tham quyén nao cua cac hé théng cua Nha nuéc
Phap hoic bat ki viéc tao ra cac hiéu (tng nao trén 1anh thd cua Phap théng qua mot hé théng
ki thuat s6 véc to c6 thé cau thanh, it nhat, mot su vi pham cha quyén nhiam xac dinh diéu gi
c4u thanh hanh vi xam pham chu quyén ciaa mot qudc gia trong khdng gian mang.

- New Zealand cong bé ap dung luat quéc té dbi véi hoat dong cua nha nudc trong khéng
gian mang nham xac nhan kha niang 4p dung cha quyén cua qubc gia dbi véi khdng gian
mang, trong d6 chi ra rang quy tic doc 1ap vé chii quyén lanh thd ciing dugc ap dung trong
béi canh mang.

- Luat Qudc té va Khong gian mang: Vi tri qudc gia cua Phan Lan ciing tuyén b rang
Phan Lan coi chii quyén 1a quy tic co ban cua luat phap qudc té va riang quy tic nay hoan
toan c6 thé ap dung trong khdng gian mang.

- Trong tai liéu Vé viéc ap dung lugt phap quac té trong khong gian mang, Pic déng y
v6i quan diém: Nhitng hoat dong trén mang do cac quéc gia vi pham chu quyén caa mot
qudc gia khéc 1a trai vai luat phap qudc té. Vé van dé nay, chi quyén qudc gia cau thanh mot
quy pham phép luat theo dting nghia cua n6. (Huang et al., 2021)

Céc nudc d& cap bén trén déu thira nhan quédc gia c6 tham quyén xac dinh va nhit dinh
di vai khong gian mang. Co sé xac dinh chi quyén qudc gia trong khéng gian mang dbi
Vi cac nuéc ndy chinh 12 luat phép qudc té, tuy nhién chinh phi cac nude nay khdng khang
dinh ho ¢6 quyén tai phan duy nhat dbi véi noi dung, di liéu va dich vu nao dugc cung cap
hoic truy cap trén internet trong 1anh thé cua qudc gia ho nhu Nga, Trung Qudc hay cac
nuéc lya chon cha quyén tuyét déi trong khong gian mang. N6i mét cach khéc, chu quyén
qudc gia trong khdng gian mang ddi véi cac nudc nay chinh 12 pham vi diéu chinh cua luat
qudc té dbi vai cac hanh vi, hoat dong trong khdng gian mang trong pham vi mot quéc gia
cu thé va nhu vay it nhiéu s& mang tinh phd quat chtr khong dic thu nhu ddi véi cac nuéc
lya chon chu quyén tuyét ddi trong khdng gian mang.

Tir thyc té ndy c6 thé nhan thiy céc quéc gia co xu hudng xac dinh va thé hién rd rang
(khai niém) chi quyén trong khdng gian mang phu hop véi loi ich quéc gia caa ho. Hans J.
Morgenthau, mot trong nhitng hoc gia 13i lac nhét vé chinh tri qudc té theo trudng phéi hién
thuc trong thé ki XX, tirng phét biéu rang “Y nghia cua lgi ich quéc gia la sy séng con — su
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bao vé ban sac vat chat, chinh tri va van hoa chdng lai su xam l4n caa cac qudc gia dan toc
khéc” (Yanakiev, 2019, p.12). Theo hoc gia chinh tri Vernon Van Dyke thi “Lgi ich qudc
gia 1a lgi ich ma cac qudc gia tim cach bao vé hoidc dat dwgc trong mdi quan hé véi nhau.
N6 c6 nghia 1a mong mudn tir phia cac qudc gia cé chu quyén” (Yanakiev, 2019, p.12). Tuu
trung, loi ich qubc gia cd thé duoc dinh nghia 1a nhitng tuyén bd, muc tiéu, dinh huéng, yéu
cau va lgi ich ma mot qudc gia ludn ¢b gang gin giit, bao vé, phong thi va dam bao trong
quan hé vai cac qudc gia khac. N6i cach khéc loi ich qudc gia chinh & nhu cau séng con caa
mot qubc gia; d6 1a tu bao vé, doc lap, toan ven l1anh th, an ninh quan sy va thinh vuong vé
kinh cua té quéc gia d6 (Nghiem, 2022). Va vi lgi ich quéc gia bao gém viéc bao vé an ninh,
doc 1ap va toan ven lanh thé caa qudc gia 6 nén ludn gan lién véi chii quyén québc gia, khong
thé tach roi. Chinh lgi ich quéc gia 1a kim chi nam cho viéc xac dinh chu quyén qudc gia trén
cac phuong dién, linh vyc bao gém ca khong gian mang. Tuy nhién, su khéc biét co ban vé cha
quyén khi dugc &p dung cho khdng gian mang 1a khdng thé thu hep giéi han caa né bang bién
gi6i hién hitu caa quéc gia, lam nay sinh van dé vé cac nguyén tic thuc hién quyén tdi cao vé
Ianh thé ctia nha nude lién quan dén khong gian ndy (Terentieva, 2021, p.53).

Vi céc qudc gia déu co6 muc tiéu chinh yéu 13 ton tai trong mot méi trudng quéc té vo
chinh phi nén chiing khdng hé cé bat ki lwa chon nao kha di ngoai viée dat loi ich quéc gia
ctia minh 1én hang dau trong twong quan véi lgi ich caa cac qudc gia khac ciing nhu cai goi
la cong dong qudc té (Mearsheimer, 2013, p.80). Va dé cac loi ich qudc gia duoc bao toan
va phat huy, cac qudc gia budc phai huing manh, néi mét cach khac 1a phai ¢ quyén luc.
Nhu da trinh bay & trén, mot s6 qudc gia nhu Nga, Trung Qudc va mot s6 nudc dang phat
trién khéc “lya chon chu quyén tuyét dbi trén khong gian mang”, tuy nhién, theo Milton
Mueller (2018) trong bai viét Sovereignty and Cyberspace: Institutions and Internet
governance trinh bay tai Pai hoc Indiana ngay 03 thang 10 nim 2018, khong thé c6 ci goi
la “khong gian mang quédc gia”, noi ma cac qudc gia p dung toan quyén quan Ii va kiém
soat ma chi I thuc hién cha quyén déi véi cac chu thé va thiét bi két ndi véi khdng gian
mang trong pham vi 1&nh thé quéc gia do, ndi cach khac cac qudc gia chi cd thé diéu tiét
cach thirc, hanh vi ma cac d6i twong thuéc pham vi quan Ii cia minh ddi véi viéc thao tac,
Xt sy trén khong gian mang. Ciing theo Milton Mueller (2018), néu hiéu “chu quyén qudc
gia trong khong gian mang” theo hudng nay thi cac quéc gia phai co di tham quyén va ning
lyc dé diéu tiét doi twong thudc pham vi quan Ii caa minh trong khéng gian mang.

Bién phap phd bién nhat hién nay la cac qudc gia ban hanh cac bo quy tic, quy dinh
hay manh nhat Ia luat lién quan dén viéc quan I, kiém soat ddi vai cac chu thé va thiét bi két
ndi véi khong gian mang trong pham vi lanh thé quéc gia o dé thyc thi “chu quyén qubc
gia trong khdng gian mang”. Tuy khac nhau vé tén goi, hinh thircc & mdi qudc gia nhung noi
dung chinh cua céc thé ché nay déu nham cai thién tinh hinh an ninh théng tin ciia cac doanh
nghiép va co quan cong quyén, ciing nhu bao vé tot hon ngudi dan trén méi truong mang va
Internet. Theo sé liéu théng ké cua Hoi nghi Lién hop qudc vé Thuong mai va Phat trién
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(UNCTAD), tinh dén nay d3 c6 156 qudc gia thanh vién Lién hop quéc (80%) thdng qua va
&p dung cac thé ché chdng lai t6i pham mang (UNCTAD, 2021).

Tuu trung, vi khdng ton tai céi goi 1a “khdng gian mang quéc gia” trén mot méi truong
mang vo chinh pha, khéng mot quéc gia ndo ¢ tham quyén va ning luc tuyét dbi dé kiém
soat khong gian mang hoan toan theo y chi caa minh ma chi c6 thé toan quyén quan Ii va
kiém soat ma ddi véi cac chi thé va thiét bi két ndi véi khéng gian mang trong pham vi 1anh
thd quéc gia 6. Theo d6, chu quyén qudc gia trén khéng gian mang ciia mot qudc gia cu thé
chinh 1a kha ning quan Ii khdng gian mang bang luat phap ddi vai cac chu thé va thiét b két
ndi véi khdng gian mang trong pham vi 1anh thé quéc gia do.

2.2. Chii quyén quéc gia trong khdng gian mang — thuc tién Viét Nam

Ngay khi toan thé gisi budc vao ki nguyén sb, Viét Nam véi tu cach 1a mot quéc gia
day du chu quyén va 1a thanh vién Lién hop qudc da y thace vé chi quyén qudc gia trén khdng
gian mang. Quan triét quan diém chu quyén qudc gia trong khdng gian mang chinh 1a kha
ning toan quyén quan i va kiém soat ma déi véi cac chu thé va thiét bi két ndi vai khdng
gian mang trong pham vi lanh thé quéc gia d6, Viét Nam trién khai toan dién va dong bo tir
cha trwong (1i luan) dén chinh sach/phap luat (thuc tién) d6i vin dé chu quyén québc gia trong
khong gian mang.

O goc @6 li luan, tir nam 2014, Pang Cong san Viét Nam va Nha nudc Viét Nam da
c6 nhiéu van ban dé cap dén van dé “bao dam chu quyén, an ninh qubc gia” trén co sé bao
dam an toan, an ninh, bao vé bi mat qudc gia trong khdng gian mang, tiéu biéu nhu Vin kién
Pai hoi X111 cua Bang, Nghi quyét s6 29-NQ/TW ngay 25/7/2018 vé Chién luoc bao vé T
qudc trén khdng gian mang cia Bo Chinh tri (khda XI11); Nghi quyét sé 30-NQ/TW ngay
25/7/2018 cua cia Bo Chinh tri khda XII vé& Chién lugc an ninh mang quéc gia. Nhu vay,
d6i voi Pang Cong san Viét Nam va Nha nude Viét Nam (sau day goi tit 1a Dang va Nha
nu6c) chi quyén qudc gia trén khdng gian mang gén lién véi an toan, an ninh thong tin.

Trong bai viét Chu quyén quéc gia trén khdng gian mang — nhiing yéu cau dam bao
cac chi sé an ninh — an toan trong bai canh hién nay, Nguyén Vin Thanh (2021) néu 13 vé
ban chit vat Ii ki thuat, “khéng gian mang” c6 cau tric ba 16p: (1) Ha tang truyén dan vat Ii
bao gom céc thiét bj phan citng cong nghé thong tin két néi mot cach hop 1i vai nhau, tao ra
cac loai mang; (2) ha tang dich vu 16i va céc dich vu tao ra cac giao thirc dé luu trix, xir I,
trao doi thong tin, chii yéu bao gdm cac quy dinh chuan, hé diéu hanh, cac cdng nghé nén
tang nhu cong nghé phin mém, cdng nghé mang, giao dién, phuong thirc giao tiép, giao
thirc, truyén dan xu 1i thong tin, diéu khién... (3) phan mém @ng dung vai viéc tao cac thu
vién va dich vu dung chung; hé théng tng dung céng nghé théng tin va co so dir liéu, cac
phan mém tng dung dé thong tin dudi dang s6 duoc tao ra, luu tri, xir li trao d6i nham phyc
vu nhu ciu cudc séng va tac ddng dén nhan thirc ciia con ngudi. V& tinh chit xa hoi, “khdng
gian mang” 13 mdi truong xa hoi dic biét cia con nguoi hoi tu da 06 thanh té: (1) Chinh
sach, phép luat; (2) ning luc cong nghé; (3) ndi dung thong tin; (4) ngudn nhan lyc; (5) co

2178



Tap chi Khoa hoc Trwong DPHSP TPHCM Tdp 20, Sé 12 (2023): 2173-2184

ciu to chirc bd may:; (6) y thirc ciia con ngudi trén khong gian mang, tao ra moi truong xa
hoi dac biét ciia con ngudi. Nhu vay, ¢6 thé thiy rang khdng gian mang c6 ca ban chat vat Ii
va tinh chét x4 hoi (Nguyen, 2021).

Ciing theo bai viét Chu quyén quac gia trén khéng gian mang — nhitng yéu cdu dam
bco céc chi sé an ninh — an toan trong bai canh hién nay, “Chi quyén qudc gia trén khdng
gian mang” duoc xac dinh 1a quyén téi cao, tuyét ddi, day da va riéng biét cia qubc gia dbi
Vi cac vung thong tin do Nha nude quan I, kiém soét tryc tiép hodc gian tiép bang chinh
sach, phép luat va ning luc cong nghé phi hop vai luat phap quéc té va quy dinh caa Luat
phap qudc té, thuc chat van 1a thim quyén va nang lyc kiém soat, quan 1i ddi vai cac chu thé
va thiét bi két ndi vai khdng gian mang trong pham vi 1anh thé quéc gia d6. Pai tuéng T6
Lam, Uy vién Bd Chinh tri, Bo truéng Bo Cong an, trong loi mé dau cudn sach Cha quyén
khong gian mang: Yéu cau thoi dai va nghia vu quéc gia do chinh 6ng chu bién di khang
dinh khdng gian mang 1a khdng gian thi nam, chién trudng thir ndm, mién tha nam cia quc
gia, bén canh ving dat, ving troi, ving bién va khong gian vii tru (Mai, 2022). Theo d6, chi
quyén khdng gian mang can duoc nhin nhan dudi goc do cha quyén va an ninh quéc gia
(Mai, 2022) va cha quyén quéc qudc gia trén khdng gian mang la bat kha xdm pham
(Nguyen, 2023).

O goc do thyc tién chinh sach, Luat An toan thong tin mang nam 2015, Luat An ninh
mang nim 2018 va Luat Qudc phong nim 2018 dwoc ban hanh di cung ¢ thém y thic vé
cha quyén quéc gia trén khdng gian mang. Nam 2018, 1an dau tién khai niém “cha quyén
qudc gia trén khdng gian mang” duoc dua vao Luit Qubc phong nam 2018 va duoc dé cap
trong stra d6i bai phét biéu cua Pai tuéng Ngb Xuan Lich trudc Quédc hoi (Nguyen, 2021).
Trong tai liéu Cha quyén trong Khong gian mang: Li thuyét va thuc tién (Phién ban 3.0)
phan d& cap dén Luat An ninh mang nim 2018 cua Viét Nam néu rd luat nay quy dinh tén
trong doc lap, chu quyén va toan ven lanh thd caa nhau, khéng can thiép vao cong viéc noi
bo cuiia nhau, binh ddng va cting 6 lgi (Huang et al, 2021) hinh thanh cac nguyén tic co ban
cua hgp tac an ninh mang.

Trén thuc té chinh Luat An ninh mang nim 2018 13 van ban phap i khing dinh chi
quyén qudc gia Viét Nam trén khdng gian mang vi van dé bao vé cha quyén qudc gia khdng
chi Ia viéc bao vé chii quyén lanh thd, ving dat, ving bién, viing troi... ma con la chi quyén
trén khdng gian mang. Pay 1a nhiém vu cip béch, lau dai caa ca hé théng chinh tri (Nguyen,
2018). Trong muc 4 phan giai thich tir ngit, néu rd “Khéng gian mang qudc gia la khong gian
mang do Chinh pha xéc 1ap, quan Ii va kiém soat”. Con trong muc 7 cua phan nay cé néu
chu quyén quéc gia trén khéng gian mang la tat ca cac quyén cia Nha nudc ddi véi khong
gian mang theo quy dinh caa phap luat Viét Nam, pha hop véi quy dinh caa luat phéap quéc
té. Luat nay dong thoi quy dinh chi tiét cac hanh vi bj nghiém cim trén khong gian mang
nhu loi dung x&m pham quyén va lgi ich hop phap cua té chire, ca nhan (dic biét 1a tré em,
phu nit va cac dbi trong dé ton thuong khac), xuyén tac sy that lich sir, pha hoai khéi dai
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doan két dan toc, tin ngudng ton gido va cac hanh vi khac xam pham cha quyén, loi ich, an
ninh quéc gia. Theo do, luc lwong chuyén trach bao dam hoat dong an ninh mang ciing déng
thoi 1a bao vé chii quyén quéc gia trén khong gian mang duoc bé tri tai Bo Cong an va Bo
Quéc phong. Cu thé hai co quan nay chiju trach nhiém phong ngira, diu tranh véi hoat dong
sir dung khéng gian mang xam pham cha quyén, loi ich quéc gia. Luat An ninh mang niam
2018 1a co s& phép Ii quan trong nham bao vé an ninh quéc gia, giit gin trat ty an toan xa
hoi, ddng thoi gitp nang cao Y thirc caa céc chi thé ca vé quyén va nghia vu trén khong gian
mang. Luat nay I1a nén tang dé bao dam mot moi tredng khoéng gian mang lanh manh, nang
cao long tin ddi véi cac thong tin, giao dich, trao ddi trong khdng gian mang tai Viét Nam
qua d6 khang dinh va bao vé cha quyén Viét Nam trong khong gian mang.

C6 thé duc két rang van dé chu quyén qudc gia trong khdng gian mang duoc thé hién
rd rang, ranh mach qua muc 6 thudc Diéu 3 cua Nghi dinh 142/2016/ND-CP ngay
14/10/2016 cua Chinh phii v& ngin chin xung dot trén khong gian mang rang: “Cha quyén
qudc gia trén khdng gian mang 1a tat ca cac quyén caa nha nuée d6i véi khong gian mang,
phu hop véi quy dinh cua luat phap qudc t&” va cu thé héa trong Luat An ninh mang nim
2018 (Vietnamese Government, 2016). Khi cac qudc gia c6 xu hudng xac dinh va thé hién
ro rang (khai niém) chi quyén trong khdng gian mang phu hop véi lgi ich quéc gia cua ho
thi di véi Viét Nam thi chii quyén trong khong gian mang gén lién véi vain dé bao dam an
ninh mang & ca goc do Ii luan va thyc tién.

Xét trén binh dién québc té, Viéet Nam c6 cing quan diém véi Nga va Trung Quéc vé
véan dé chu quyén quéc gia trong khdng gian mang va véi viéc ban hanh Luat An ninh mang
2018 ciing nhu cac vin ban quy pham phép luat ¢6 lién quan khac Pang va Nha nuéc van
bao dam viéc thuc thi, bao toan, phét huy chu quyén quéc gia trong khong gian mang cua
Viét Nam phu hop véi quy dinh caa luat phap quéc té, khdng tao diém nghén hay bat ki
khoang céach nao trong quan hé qudc té néi chung va trong khong gian mang néi riéng, dic
biét 1a dbi voi nhitng quéc gia con ton tai khéc biét vé quan diém.

Tuy nhién, do hién tai van chua c6 co sé phép li va cac co ché hop tac quéc té trong
bao vé chu quyén qudc gia trén khong gian mang rd rang, cu thé nén dé thuc hién trién khai
hiéu qua cdng tac bao dam chi quyén va duy tri, phét huy lgi ich qudc gia — dan toc cua Viét
Nam trén khdng gian mang Viét Nam can phai n luc ¢ ca cap do qudc gia va quéc té. Trén
co s& do, Nguyén Viét Lam (2023) — thanh vién Phai doan dai dién thuong truc Viét Nam
tai Lién hop qudc, New York, Mi dé xuat nhu sau:

1. O cép d6 toan cau va khu vuc, Viét Nam can chi dong tham gia thao luan tai cac
dién dan da phuong (nhat 13 & ASEAN va Lién hop qudc) vé cac van dé, noi dung lién quan
dén chu quyén trén khong gian mang; tranh tha chia sé quan diém cua Viét Nam vé cha
quyén, loi ich qubc gia — dan toc qua d6 tham gia tich cuc vao viéc xay dung va trién khai
¢6 hiéu qua cac vin ban qudc té nhu nghi dinh thu, théa thuan hop tac ma Viét Nam la thanh
vién nham chéng cac hoat dong toi pham mang de doa an ninh, chii quyén qudc gia.
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2. O cép do qudc gia, Viét Nam can khong ngimg ting cuong khang dinh cha quyén
trén khong gian mang 1a bo phan quan trong cia chii quyén qudc gia dén rong rai tat ca cac
tang Iop nhan dan; diy manh cdng tac hop tac qudc té, tham khao, chia sé kinh nghiém véi
cac nudc vé cach tiép can trong xay dung va trién khai cha quyén khong gian mang ¢
Viét Nam trén nén ca tang If luan va thuc tién.

Tuu trung, Viét Nam ung ho va thuc thi viéc xac 1ap rd rang, cu thé ddi vai “chu quyén
qudc gia trong khdng gian mang”, khang dinh quyén quéc gia trong khéng mang chinh 1a
mét phan khong thé tach roi caa chi quyén quéc gia va bao dam cha quyén qudc gia trén
khéng gian mang ciing chinh 1a bao vé cha quyén quéc gia, dan toc. Cha quyén qudc gia
trén khong gian mang theo quan diém nhit quan ciia Pang va Nha nudc chinh 1a cac quyén
ctia Nha nude ddi voi khong gian mang theo quy dinh caa phap luat Viét Nam, phi hop véi
quy dinh cua luat phap qudc té, khong tao ra bat ki diém nghén hay khoang cach nao ddi véi
thuc tién quéc té. Quan diém nay duoc thé ché hoa thong qua cac van ban quy pham phap
luat, tiéu biéu nhat 1a Luat An ninh mang nam 2018 nham thuc thi, bao toan, phat huy chu
quyén quéc gia trong khdng gian mang mot cach tuyét ddi, day du va riéng biét va pha hop
véi quy dinh cua luat phép quéc té, bao dam quyén va loi ich hop phép ciing nhu trach nhiém
va nghia vu cua cac chu thé hoat dong trong khdng gian mang trén 14nh thd Viét Nam.

3. Kétluan

Do khdng gian mang la mot moéi trudng vo chinh pha khéng mot quéc gia nao ¢ thim
quyén va nang luc tuyét dbi dé kiém soat khong gian mang hoan toan theo y chi cia minh
ma chi cd thé toan quyén quan Ii va kiém soat ma ddi véi cac chu thé va thiét bi két ndi véi
khong gian mang trong pham vi lanh thé quéc gia d6. Theo do, chi quyén quédc gia trén
khong gian mang ciia mot qudc gia cu thé chinh 1a kha nang quan 1i khdng gian mang bang
luat phap di véi cac chi thé va thiét bi két ndi véi khdng gian mang trong pham vi lanh thd
qudc gia d6. Vi chii quyén trén khong gian mang 1a mot phan khéng thé tach roi cua chi
quyén qudc gia, viéc nhan dién, xé4c lap va bao dam chua quyén khdng gian mang cé y nghia
dic biét quan trong nham bao vé va phat huy loi ich cua quéc gia — dan toc.

Dbi voi trudng hop cu thé néu trong bai 1a Viét Nam, chii quyén qudc gia trén khong
gian mang 12 tat ca cac quyén cua Nha nudc ddi véi khdng gian mang theo quy dinh cua
phap luat Viét Nam, phi hop véi quy dinh cua luat phap qudc té. Trude tinh hinh chinh tri
trén thé gisi dién bién phuc tap, cong cudc chuyén doi s cua dat nude dang dién ra manh
mé thi nhiém vu bao vé cha quyén qudc gia trén khong gian mang la nhiém vu trong yéu,
thudng xuyén, vira cap béach, vira 1au dai, 1a trach nhiém chung cua ca hé thong chinh tri va
toan thé nhan dan.

7

% Tuyén bé vé quyén loi: TAc gid xac nhan hoan toan khéng cé xung dét vé quyén loi.

2181



Tap chi Khoa hoc Trwong BPHSP TPHCM Trdn Pham ST Nguyén

TAI LIEU THAM KHAO

Beckman, R., & Butte, D. (n.d). Introduction to International Law. Life Insurance Settlement
Association.
https://www.ilsa.org/Jessup/Jessup%20Competitor%20Resources/intlawintro.pdf

Beyond the Horizon. (2020). Who will Govern the Cyberspace? Independent next-generation think
& do tank. https://behorizon.org/who-will-govern-the-cyberspace/

Bussel, J. (2013). Cyberspace. Brittanica. https://www.britannica.com/topic/cyberspace

Vietnamese Government. (2016). Nghi dinh ve ngan chan xung dot thong tin tren mang [Decree on
preventing information conflicts in cyberspace]. https://thuvienphapluat.vn/van-ban/Cong-
nghe-thong-tin/Nghi-dinh-142-2016-ND-CP-ve-ngan-chan-xung-dot-thong-tin-tren-mang-
329672.aspx

Dao, M. H. (2015). Hoa wuoc Westphalia [The Peace of Westphalia].
https://nghiencuuquocte.org/2015/07/25/hoa-uoc-westphalia-the-peace-of-westphalia/

Dunne, T., Kurki, M., & Smith, S. (2013). International Relations Theories Discipline and Diversity
(Third Edition). Oxford University Press.
Gupta, A. (2022). Can cyber sovereignty rein in cyber anarchy? Observer Research Foundation.
https://www.orfonline.org/expert-speak/can-cyber-sovereignty-rein-in-cyber-anarchy/
Huang, Z., Cai, C., Dai, L., Lang, P., Li, Y., Liu, H., Tsagourias, N., Xu, K., Zhao, Y., & Zhou, X.
(2021). Sovereignty in Cyberspace: Theory and Practice (Version 3.0). World Internet
Conference. https://www.wicinternet.org/2021-09/28/c_815431.htm

Koulas, E. (2019). Defining Sovereignty and National Interest on Cyberspace: National and
Supranational Paradigms  [Master’s  Thesis, University of  Macedonia].
https://dspace.lib.uom.gr/bitstream/2159/23121/4/KoulasEmmanouilMsc2019.pdf

Krasikov, D. V., & Lipkina, N. N. (2020). Sovereignty in Cyberspace: A Scholarly and Practical
Discussion. In Proceedings of the XIV European-Asian Law Congress “The Value of Law”
(EAC-LAW 2020) (pp. 156-160). Atlantis Press. https://doi.org/10.2991/assehr.k.201205.028

Mai Chi (2022). Bao ve chu quyen quoc gia tren khong gian mang [Protecting national sovereignty
in cyberspace]. Central Propaganda and Training Commission. https://tuyengiao.vn/bao-ve-
nen-tang-tu-tuong-cua-dang/bao-ve-chu-quyen-quoc-gia-tren-khong-gian-mang-142047

Mueller, M. (2018). Sovereignty and Cyberspace: Institutions and Internet Governance [Paper
presentation]. 5th Annual Vincent and Elinor Ostrom Memorial Lecture, Bloomington,

Indiana.
Nghiem, T. T. T. (2022). Bao dam loi ich quoc gia — dan toc trong boi canh hien nay [Ensuring
national interests — nation in the current context]. Communist Magazine.

https://www.tapchicongsan.org.vn/web/guest/quoc-phong-an-ninh-oi-ngoail/-
/2018/825429/bao-dam-loi-ich-quoc-gia---dan-toc-trong-boi-canh-hien-nay.aspx

Nguyen, D. B. (2018). Bao dam an toan, an ninh thong tin quoc gia tren khong gian mang [Ensuring
national information safety and security in cyberspace]. Information Magazine.
https://antoanthongtin.vn/chinh-sach---chien-luoc/bao-dam-an-toan-an-ninh-thong-tin-quoc-
gia-tren-khong-gian-mang-104743

2182


https://www.wicinternet.org/sovereigntyincyberspace.html
https://doi.org/10.2991/assehr.k.201205.028
https://antoanthongtin.vn/chinh-sach---chien-luoc/bao-dam-an-toan-an-ninh-thong-tin-quoc-gia-tren-khong-gian-mang-104743
https://antoanthongtin.vn/chinh-sach---chien-luoc/bao-dam-an-toan-an-ninh-thong-tin-quoc-gia-tren-khong-gian-mang-104743

Tap chi Khoa hoc Trwong DPHSP TPHCM Tdp 20, Sé 12 (2023): 2173-2184

Nguyen, V. L. (2021). Chu quyen khong gian mang: Li thuyet, thuc tien trong quan he quoc te va
nhung van de dat ra hien nay [Cyberspace sovereignty: Theory and practice in international
relations and current issues]. Electronic Information Page of Tuyen Quang Provincial Party
Committee. https://tuyenquang.dcs.vn/DetailView/50542/25/Chu-quyen-khong-gian-mang-
Ly-thuyet-thuc-tien-trong-quan-he-quoc-te-va-nhung-van-de-dat-ra-hien-nay.html

Nguyen, V. L. (2023). Hop tac va dau tranh ve an ninh mang trong quan he quoc te: Co hoi, thach
thuc va de xuat chinh sach doi voi Viet Nam [Cooperation and struggle on cyber security in
international relations: Opportunities, challenges and policy recommendations for Vietnam].
Communist Magazine. https://www.tapchicongsan.org.vn/web/guest/gop-y-du-thao-cac-van-
kien-trinh-dai-hoi-xiii-cua-dang/-/2018/816711/view_content

Nguyen, V. T. (2021). Chu quyen quoc gia tren khong gian mang - nhung yeu cau dam bao chi so
an ninh — an toan trong boi canh hien nay [National sovereignty in cyberspace - requirements
to ensure security indicators - safety in the current context]. Electronic Information Page,
Central Council of Theoretical Studies. https://hdll.vn/vi/nghien-cuu---trao-doi/chu-quyen-
guoc-gia-tren-khong-gian-mang---nhung-yeu-cau-dam-bao-cac-chi-so-an-ninh---an-toan-
trong-boi-canh-hien-nay.html

National Assembly (2015). Luat so 86/2015/QH13 An toan Thong tin mang [Law No. 86/2015/QH13
on Cyberinformation Security].
https://vanban.chinhphu.vn/default.aspx?pageid=27160&docid=183196

National Assembly (2018). Luat so 24/2018/QH14 An ninh mang [Law No. 24/2018/QH14 on
Cybersecurity]. https://congbao.chinhphu.vn/noi-dung-van-ban-so-24-2018-qh14-26894

Philpott, D. (2020). Sovereignty. Stanford Encyclopedia of Philosophy.
https://plato.stanford.edu/entries/sovereignty/

Terentieva L. (2021). The Issue of State Sovereignty in Cyberspace. Legal Issues in the Digital
Age, 2(2), 49-69. https://doi.org/10.17323/2713-2749.2021.2.49.67

Tran, H. D. M. (2017). Chu quyen quoc gia [National Sovereignty]. https://iuscogens-
vie.org/2017/03/15/05/

Truong, M. H. V. (2015). Chu nghia Hien thuc [Realism].
https://nghiencuuquocte.org/2015/02/18/chu-nghia-hien-thuc/

UNCTAD (2021). Cybercrime Legislation Worldwide. https://unctad.org/page/cybercrime-
legislation-worldwide

Yanakiev, Y. (2019). The process of evaluation national interests as the basis for security policy-
making and strategy development. Contemporary Macedonian Defence Magazine, 19(36),
11-23.

2183


https://congbao.chinhphu.vn/noi-dung-van-ban-so-24-2018-qh14-26894
https://doi.org/10.17323/2713-2749.2021.2.49.67

Tap chi Khoa hoc Trwong BPHSP TPHCM Trdn Pham ST Nguyén

NATIONAL SOVEREIGNTY IN CYBERSPACE:
INTERNATIONAL AND VIETNAMESE PRACTICE
Tran Pham Si Nguyen
University of Architecture Ho Chi Minh City, Vietnam
Corresponding author: Tran Pham Si Nguyen — Email: seinwen@gmail.com
Received: June 26, 2023; Revised: November 08, 2023; Accepted: November 20, 2023

ABSTRACT

Along with land, water, airspace, and underground areas within national territory, cyberspace
is currently emphasized worldwide as an area of interest (domain) from the perspective of national
sovereignty. Through data collection and based on international relations theories as well as a legal
foundation, this article analyzes national sovereignty in cyberspace in which nations are actors that
have different roles, levels of operation, interactive capacities, and interests in an international
relations environment. The article also refers to national sovereignty in cyberspace via international
practice in some countries and Vietnam through the policies of the Communist Party and the
government and the implementation of these policies via various laws, notably the Cyber Security
Law 2018. The study then strengthens the assertion of Vietnam's sovereignty in cyberspace as an
important part of national sovereignty to pursue, promote, and ensure national security and interests
in cyberspace.
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