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TOM TAT

Mdc dii Android la mét hé diéu hanh di dong phé bién, hé sinh thdi ung dung cua Android van
con ton tai nhiéu van dé bao mat. Thiéu su nhdn thire va quan tam doi véi van dé bdao mat trong vigc
pht trién img dung Android ld mét trong nhitng nguyén nhén chinh gdy ra tinh trang nay. Trong boi
canh hién nay, cdc nha phdt trién van chuwa cé di kién thire vé bao mdt. Do d6, ching téi da nghién ciru
va dé xudt mét cong cu hé tro' ldp trinh an todn. Dua trén y tucng ciia DevSecOps, nha phat trién duroc
dat ¢ trung tam dé t6i wu héa gidi phdp cho van d@é nay bang cach tich hop ldp trinh an toan vao giai
doan dau trong qud trinh phdt trién phan mém. Bai bdo nay trinh bay hai déng gép chinh ciia nghién
ciru: bién soan va phan logi van dé bao mdt trong phat trién vimg dung Android va phat trién céng cu
ArmorDroid, mét plugin cho Android Studio hé tro ldp trinh an toan. Plugin nay, c6 thé sir dung cho
cdc tép Java, Kotlin va XML, ¢6 thé quét va phat hién md nguon cé 16 hong ngay ldp tike va dé xudt cdc
stra nhanh cho Idp trinh Vién trong giai doan phdt trién. Plugin nay givip Idp trinh vién cdi thién ma
nguon an toan cia ho va hudn luyén ho viét md nguon an toan bang cdch cung cdp cdc tiéu chudn ldp
trinh an toan trong vmg dung Android. Hon nita, Idp trinh Vién cé thé tity chinh tdp ludt d@é phit hop voi
tinh huéng ciia ho va chia sé né véi cdc ldp trinh vién khdac. Cong trinh ciia chiing t6i ciing trinh bay két
qud ciia mét nghién cvru thir nghiém vé hiéu sudt cua plugin ArmorDroid.

Tir khoa: Android Studio plugin; DevSecOps; Secure Coding

1.  Giéi thiéu

Nhitng nam gan déy, Gimg dung ngdy cang duogc sir dung phd bién trén khip thé gisi
boi nhitng loi ich ma né mang lai cho con ngudi. Trong cac hé diéu hanh tng dung di dong
thi Android va iOS 14 hai hé diéu hanh dugc sir dung nhiéu nhit. Theo thong ké tir Statista
(Statista, 2023), trong quy ba ctia nim 2022 s tmg dung duoc tai xudng tir Google Play 1a
35,3 ti va tir App Store 1a 7 ti. Qua s6 liéu trén, chiing ta c6 thé thiy tmg dung chay trén hé
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diéu hanh Android dugc sir dung phd bién hon tng dung trén hé diéu hanh i0S. P c6 nhitng
so sanh vé mirc 46 bao mat cua tng dung trén hai hé diéu hanh trén va cac két qua dang
nghiéng vé phia hé diéu hanh iOS véi kha ning bao mat tot hon. Trudc tién vé ban chat, iOS
12 mot hé théng ma ngudn dong nén viéc phan phdi ma cho cac nha phat trién va tuy chinh
thiét bi 13 rat nghiém ngit. Trong khi d6, Android 13 ma ngudn md, cac phién ban cua
Android c6 thé d& dang tuy chinh va nang cip ciing nhu tim kiém cac van dé bao mat dé
dang hon va khic phuc nhanh hon. Ngoai yéu t6 vé bao mat cua hé diéu hanh, ching ta can
quan tAm dén van dé kiém duyét trén ctra hang thi trudng tng dung cta Android 1a Google
Play va cta i0S 1a App Store. Cac tng dung trén App Store duoc kiém tra chit ch& va mét
nhiéu thoi gian dé xudt ban 1én thi truong hon Google Play nén s luong tng dung chira ma
doc cua nd duoc kiém soat dang ké. Nguoc lai, ctra hang tmg dung mé Google Play cua
Android tuy c6 nhiéu tmg dung dé lua chon hon App Store nhung s& luong phan mém doc
hai hay c6 van dé& bao mat nhiéu hon va giy mét an toan cho nguoi dung khi tai xudng.
Nguyén nhan 1a vi khau kiém so4t Gmg dung tai 1én cta thi truong nay khong duoc chit ché,
cac bén c6 thé d& dang xuét ban tmg dung 1én thi truong. Bén canh do, ngudi dung Android
cling c6 thé thay d6i cau hinh dé cai dit cac tmg dung bén ngoai cira hang Google Play.

Ké thira tir quy trinh DevOps, DevSecOps 1a phuong phép tich hop kiém thir bao mat
vao moi giai doan ctia quy trinh phat trién phan mém. T tu twong "Shifting-left”, viéc tich
hop kiém thir bao mat & giai doan sém trong quy trinh phat trién phan mém giap phat hién
van dé bao mat sém tir d6 giam chi phi va tiét kiém thoi gian trong viéc khic phuc cac 16
bao mat. Giai phap duoc dua ra 13 14p trinh an toan ngay ¢ giai doan phat trién dé c6 thé phat
hién va stra 15i mot cach nhanh nhat. Chinh vi vay, lap trinh vién dugc dat lam trung tam dé
t61 wu hoa phuong phap giai quyét van dé nay. Theo nghién ctru cua (Tran et al., 2021),
nhimg nguyén nhan chinh dan dén van dé 1ap trinh kém an toan cta céc lap trinh vién 13 ho
chua c6 nhan thirc vé van dé bao mat trong 1ap trinh img dung, chwa duoc cung cép du kién
thirc va chua duoc dao tao thuc té vé cac van dé bao mat co thé xdy ra do 16 héng bao mat
trong qua trinh phat trién. Thuc té thi ho di phai chiu ap luc vé viéc phat trién nhanh san
pham tir cac bén lién quan ciing nhu chua c6 nhiéu quy chuan cho viéc lap trinh bao mat
danh cho ho. Ngoai ra, hién nay tiéu chuan vé lap trinh bao mat dang con thiéu va chua duoc
phd bién. Nhiéu nghién ctru va cong cu c6 thé quét va phat hién dugc 16 hong bao mat trong
source code cua ung dung Android bang cic ki thudt phan tich tinh (static analysis)
(Senanayake, 2023). Tuy nhién, cac phuong phap nay chi ¢ thé 4p dung cho ¢ san pham
hoan chinh va van khéng dit 1ap trinh vao trung tdm cta van dé. Vi vdy, nhom tac gia da
thue hién dé tai nghién ctru giai phap gitip hd tro 1ap trinh vién trong giai doan 1ap trinh mot
cach nhanh chong va hiéu qua. Giai phap nay khong loai bo di sy can thiét cua cac cong cu
quét 161 bao mat khac ma chi 1a thém mot budc dé chu dong phong chéng cac 16 hdng bao
mat theo chién luoc defense in depth. C4c déng gop chinh ctia nghién ctru bao gom:
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- Tbng hop va phan loai cac 15i bao mat trong 1ap trinh tng dung Android;

- Xay dung cong cy, ArmorDroid, hd tro 1ap trinh tng dung Android an toan dugc tich
hop trong Android Studio;

- Cong cu hd tro nay va bd quy tic kém theo s& giup cac lap trinh vién khong chi lap
trinh ra nhitg doan ma an toan trong giai doan phat trién ma con hd tro cac lap trinh vién
trong viéc hoc tap va thuc hanh thuc té;

- Chay thuc nghiém cong cu dé khao sat két qua ban dau cua cong cu.

2.  No¢i dung
2.1. Céc cbng trinh lién quan

Bang cach thuc hién phan tich ma ngudn tinh, chiing ta ¢ thé kiém tra ludng diéu
khién va ludng dit liéu ciia chuong trinh ma khong can thuc thi né. EstiDroid 1a mot cong cu
mi ngudn mé& duge phat trién bai (Fan et al., 2020). N6 phan tich cac cudc goi API cua Gmg
dung Android bang cach quét tép APK. Phuong phap nay nhanh hon so v6i phan tich dong
nhung it chinh xac hon.

Mot sb giai phap dé xuét cac cong cu dudi dang plugin cho méi trudng phat trién tich
hop (IDE), giup nha phat trién phat hién ma khong an toan ngay tai thoi diém 1ap trinh
(Tebib, 2023). SonarLint (SonarLint, 2023) 1a mét plugin kiém tra ma an toan hd trg nhiéu
IDE nhu Eclipse, Visual Studio va Android Studio (Hinh 1). Plugin nay cung cap phan hoi
thoi gian thuc cho cac ngdn ngtr 1ap trinh nhu Python, JavaScript va Java. DroidPatrol ctia
(Talukder et al., 2019) 1a mét plugin cho Android Studio thuc hién phén tich an ninh dua
trén phan tich ma ngudn tinh. N6 giai ma tép APK dau vao va sau d6 tao va phén tich d6 thi
cudc goi (gitta dinh nghia phuong thirc va vi tri goi phuong thirc) dé tim kiém cac ro i dit
liéu co thé. Nhugc diém 13 nha phét trién chi c6 thé kiém tra ma cta ho sau khi bién dich
thanh t¢p APK, khong phai trong qua trinh 13p trinh.

erriding and implementing methods

Hinh 1. Plugin SonarLint cho Android
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FixDroid, mot plugin cho Android Studio dugc phat trién boi (Nguyen et al., 2017),
giai quyét van dé thoi gian thuc nay. N6 canh bao lap trinh vién khi ho viét ma c6 15 hong
va cung cap nhiéu goi ¥ bao mat dé sira ngay lap tirc. Tuy nhién, sb lugng van dé ma ho c6
thé phat hién 13 hiru han, va nha phat trién khong thé mé rong cac quy tic cho cac van dé
bao mat méi. FixDroid ciing cAn mot méay chu dé xtr Ii van dé bao mat duoc guri tir may
khach, diéu nay lam dit ra van dé vé quyén riéng tu ciia mi ngudn. 9Fix cua (Tran et al.,
2021) va Sensei ciia (Cremer et al., 2020) 1a hai plugin gitip 1ap trinh vién viét ma an toan
va tuan tht hudng dan lap trinh. Chiing cung cap phan hdi va goi ¥ thoi gian thuc dé stra 16i
bao mat va cai thién chat luong ma nguén. M6t han ché hién tai cta hai plugin nay la chung
khong hd tro Kotlin, mot ngdn ngir hién dai va phd bién cho phat trién tmg dung Android.
2.2. Cic logi l6i bido mdt trong Igp trinh irng dung Android

Trong phan nay, nhiéu van dé bao mat khac nhau anh huong dén tng dung Android
va cach chung xay ra s& duoc trinh bay. Diéu nay gitp ching ta hoc tir nhimng sai 1am phd
bién ctia nha phat trién Android va tim cach khic phuc chung.

2.2.1. Cdc van dé bao mat lién quan dén mat ma hoc

Mat ma 1a yéu tb quan trong dé bao vé dit liéu trong qué trinh trao d6i thong tin va luu
trit dir liéu nham dam bao tinh bi mat, tinh toan ven va tinh sén sang cta dir liéu — ba tinh
nay con goi la tam giac C-1-A (confidentiality, integrity, availability). Khi stt dung khong
dung cach cac cong cu va ki thudt trong mat ma thi s& din dén ro ri dit liéu, suy yéu tinh bao
mat cua hé théng. .. - do 1a nhitng van dé bao mat trong viéc su dung mat ma.

Mot sb van dé pho bién lién quan dén mat ma trong cac tmg dung Android 13 vi pham
dir liéu (data breaches). Van dé nay xay ra khi dir liéu nhay cam ctia c4 nhan bi truy cap hoic
tiét 16 trai phép boi nhitng ngudi khong duoc Gy quyén. Thuét toan yéu, sir dung khoa yéu
nhu d6 dai khoa, ngudn entropy khong du vi d6 ngau nhién vi entropy rat quan trong dé tao
ra cac khéa mat ma manh, quan li khoa khong dang cach hoac luu trit khoa khong an toan,
hoic cac 16 hong khac lién quan dén mat ma. Pay 1a nhitg nguyén nhan dén tir ngudi 1ap
trinh lam cho viéc tin tic danh cap dir liéu nhay cam va xAm pham quyén riéng tu ctia ngudi
dung mot cach dé dang hon.

2.2.2. Cdc vén dé bao mdt trong giao tiép mang

Vén dé bao mat trong giao tiép mang trong tmg dung Android dé cap dén cac 15 hong
hoic yéu diém trong cach tng dung tuong tic v6i cac thiét bi hodc may chii khac qua mang.
Nhitng van dé nay c6 thé tiép xuc tmg dung va dir 1iéu ma n6 chira dén cac cudc tin cong,
tang nguy co xay ra vi¢c xam nhap dir liéu, de doa tinh toan ven hé théng hodc nhiing su cd
bao mat khac tuong tu nhu céac van dé trong trién khai mat ma vi pham ba tinh CIA.

1255



Tap chi Khoa hoc Trweong DPHSP TPHCM Lé Cong Binh va tgk

Thue té ¢ rat nhiéu vin dé& bao mat anh huéng dén giao tiép mang dang xay ra va
mang lai tac hai nghiém trong cho trai nghi€ém cta nguoi dung nhu Eavesdropping Attacks,
Man-in-the-Middle (MitM) Attacks, Denial of Service (DoS) Attacks, Distributed Denial of
Service (DDoS) Attacks, Packet Sniffing hay gia mao IP (IP Spoofing), gid mao dir li¢u
(Data Tampering), gia mao DNS (DNS Spoofing)... Man-in-the-Middle (MITM) xay ra khi
ngudi tAn céng chin, doc va thay doi thong tin giao tiép da duoc ma hoa ¢ giita nguoi gui
va nguoi nhan ma khéng ai hay biét néu hé thong ma hoa yéu hodc trién khai kém. Trén moi
truong mang, nhitng ké tin cong c6 thé str dung cac cong cu chuyén dung dé theo doi va
chin luu lwong mang dé thu thap cac goi tin trén dudng truyén khong an toan va trich xudt,
phan tich dir liéu nhay cam tir chiing nhu thong tin ca nhan, thé tin dung, mat khau.

2.2.3. Cdc van dé bao mat trong lvu trir div liéu

Phan loai nay dé cap dén cc van dé bao mat vé cach ma mot ung dung Android luu
trit va quan i dir liéu nguoi dung. Hé thong luu trir dit liéu c6 thé ddi mit v6i nhidu vain dé
bao mat khac nhau de doa dén tinh bao mat, tinh toan ven va kha dung cua dir liéu dugc luu
trtr. Chung ta c6 ba cach luu dir li¢u trén thiét bi di dong: b nho trong, bd nhd ngoai va nha
cung cap nodi dung (content provider). Dir liéu luu trir bén ngoai 1a mot cach luu trir phd bién
cho cac tmg dung di dong. Nhitng van dé bao mat d& xay ra va xuét phat tir viéc luu trit dir
liéu nhay cam trong khi khong tich hop sin quyén kiém soat truy cap.

2.2.4. Cdc vin dé bdo mdt lién quan dén giao tiép lién tién trinh (Interprocess
communication - IPC)

Trong Android, co ché Giao tiép lién tién trinh (IPC) duoc st dung dé cac tién trinh
khac nhau trong hé thdng Android trao di dit liéu va twong tac voi nhau. Android cung cap
mét s6 co ché IPC nhu Intents, Binders va Content Providers. Dé xac minh danh tinh cta
tmg dung dang két néi voi IPC va dit chinh sach bao mat cho timg co ché IPC, Android st
dung mé hinh quyén han va kiém soat quyén truy cp cta tmg dung. Cac su cb lién lac giira
cac tién trinh c6 thé dan dén truy cap trai phép vao dir liéu va thuc thi ma. Piéu quan trong
13 can tuén thu nhitng giai phap dugc dua ra dé dam bao an toan trong qué trinh IPC. Pau
tién, sir dung cac giao thirc lién lac an toan dé giao tiép mang gitra cac qua trinh nhw HTTPS,
SSL/TLS. Tht hai, dam bao ring cac tién trinh va tng dung IPC x4c thuc va ching thuc 1an
nhau trudce khi truy cip vao dir liéu nhay cam. Tiép theo, kiém tra ddu vao ctia ngudi ding
dé chac chin khong c6 ma doc nao xam nhédp vao hé thong, ddng thoi gidi han quyén truy
cap vao dir liéu va churc nang nhay cam.

2.3. Plugin hé tro ldp trinh an toan cho Android Studio

Android Studio cho phép mé rong tinh ning IDE theo nhiéu cach khac nhau, trong d6
¢6 hai kiéu mé rong phu hop voi céng cu ma nhom nghién ctru di 1én ké hoach phat trién.
Dau tién, ta c6 thé mé rong thém giao dién ngudi dung cua IDE nhu MenuBar va ToolBar,
cung cap cho 1p trinh vién mot phuong tién dé twong tac v6i plugin. Thir hai, cac nha phat
trién bén thir ba c6 thé md rong tinh ning phan tich ma ngudn tw dong ctia Android Studio
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dé c6 thé truy soat va stra chita cac doan ma ngudn 161 ndm ngoai bd quy tic mic dinh cua
IDE. Android Studio c6 thé 1am diéu nay nho vao Program Structure Interface (PSI). PSI
cung cAp rat nhiéu chtrc ning, tir didu hudéng nhanh dén tép, ki hiéu dén stra chita nhanh va
tai cdu trac ma ngudn. St dung cac tinh ning tién ich mé rong ma IDE cung cdp, nhom da
trién khai mot plugin lap trinh an toan cho Android Studio, c6 tén 1a ArmorDroid. Kién trac
cua plugin cua nhom dugc mo ta trong Hinh 2.

Rule Manager Code Inspector

Save changes Create, delete, update

Rules data
(.json files)

Analyze

Rule Editor

Download

h 4

Project Manager Listen

Listener Android Studio

Hinh 2. Kién triic ciia ArmorDroid

Khi nguoi dung mé mét project ung dung Android thi mo-dun Project Manager
Listener s& bat su kién nay, sau do hién thi mdt hop thoai hoi liéu nguoi dung cod mubn
ArmorDroid quét 13i trén project nay hay khong. Néu nguoi ding dong ¥, plugin sé& tu dong
tao mot thu muc co6 tén la ArmorDroidRuleData va s€ tai cac t&p luu trir b quy tdc mac dinh
vé lap trinh an toan vao thu muc. Tuong ng v6i mdi loai ngdn ngir 1ap trinh ma ArmorDroid
hd tro, s& c6 mot file dinh dang JSON dé luu trix bd quy tic riéng danh cho ngdn ngit d6, bao
gdm cac tép tin nhu sau: java.json, kotlin.json va xml.json. Nhimng tép niy chira thong tin
dung dé nhan dién doan ma ngudn xau va cac cach sira no. Nhiing tép nay va mo-dun Code
Inspector s€ dugc luu trit trén méy nguodi dung va hoat dong cuc b, khong c6 dir li€u nao
dugc giri ra bén ngoai. Piéu giup dam bao tinh bi mat cho mi ngudn dy an.

M6-dun Rule Editor ¢6 tac dung cung cip giao dién truc quan dé nguoi dung thuc
hién thao tac chinh sira cling nhu thém va xo6a cac quy tic. Dé sira d6i cac quy tic, Rule
Editor goi cac API duoc cung cdp bdi mo-dun Rule Manager. Rule Manager chiu trach
nhi¢m doc céc quy tac tr cac tép tin, tao, cap nhat va xo6a cac quy tac tr cac tép tin nay va
cung cap bd quy tic pht hop cho ngon ngit 1ap trinh ma Code Inspector yéu cau. Ngoai ra,
mdi khi c6 thay d6i duoc thyc hién trén céc tép quy tic, Rule Editor s& thong bao t6i Code
Inspector dé cap nhat lai.

2.3.1. Code Inspector

Pé kiém tra cac quy tac, cong cu cua nhéom sir dung mot API dugc goi 1a Program
Structure Interface (PSI). PSI la mot API dugc cung cép boi IntelliJ Platform Plugin SDK,
¢6 chirc nang phan tich tp tin ma ngudn va tao ra mo hinh ma ngit nghia va ct phap. Khi
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1ap trinh vién viét mot doan code méi, IDE s& xdy dung lai Cdy Cu phéap Triru tuong hay
Abstract Syntax Tree (AST) va tinh toan cac thay ddi so vi phién ban trude d6. Noi mot
cach don gian, AST phan chia doan ma ngudn thanh cac thanh phan nho hon dé c6 thé thao
tac voi ting thanh phan. Nhiing thanh phan cua AST ndy twong (mg véi cac thanh phan
thong thuong dugc tim thdy trong nhiéu ngdén ngit 14p trinh hién nay. Vi du nhu
PsiWhiteSpace s& twong mg véi mot khoang tring, PsiClass twong ung véi mot 16p,
PsiMethod tuong ng mdt phuong thirc trong khai bao cua mot 16p. Trong do, 16p
PsiElement 13 16p co sé chung cho cac 16p kiéu thanh phan.

M&i ngon ngit ¢6 thé ¢ cach trién khai PSI riéng ctia minh. Java va Kotlin c6 phién
ban PSI riéng ciia minh dugc goi 1a Unified Abstract Syntax Tree (UAST), dugc mo ta trong
Hinh 3. Mic du, mdi ngdn ngir chay trén may ao Java (JVM) déu c6 PSI riéng ctia minh,
nhung nhiéu tinh nang nhu kiém tra, danh dau, tham chiéu va nhiéu hon nita, hoat dong theo mot
cach giéng nhau trén tit ca cac ngdn ngit JVM nay. Viée ap dung UAST cho phép cung cép chirc
nang s hoat dong vé1 mot cai dat duy nhét trén tat ca cac ngdn ngit JVM dugce hd tro.

UFile MyTest. java/.kt

UClass MyTest

-

.‘\
N
s S
e \_\\

Vs
Vy

Uldentifier s ULiteralExpression /sdcard/

Hinh 3. Mot vi du vé UAST cho ngén ngit ldp trinh Java va Koltin
Dbi v6i XML, nhom str dung API Document Object Model hay XML DOM duoc cung
cap boi nén tang. Co nhiéu loai phan tir dugc dinh nghia boi XML DOM, nhung plugin chu yéu
twong tac véi XmlTag va XmlAttribute vi ca hai dd cung cp dii thong tin dé plugin kiém tra 15
hong trong céc tép AndroidManifest.xml. Dé duyét qua tat ca cic phan tir trong mot tép ngudn,
mot ddi tugng Visitor s& duge thém vao ham accept() ctia phan tir & du tién trong mot tép
(thuong 1a mot phﬁn tu PsiFile). Visitor la mot giao di¢n chira cac ham goi lai, nhan mét yéu t6
PSI 1am di s6. Bén trong cac ham goi lai nay 14 noi qua trinh kiém tra ma dién ra.
2.3.2. Rule Manager
ArmorDroid ¢6 mot thanh phan goi 1a Rule Manager chiu trach nhiém quan If viéc doc
ghi dit liéu cua bd quy tic. Cac quy tic duge luu trit dudi dinh dang JavaScript Object
Notation (JSON), va mdi tép .json dugc danh riéng cho mot ngon ngit duge hd trg (Java,
Kotlin, XML). Rule Manager cung cip cic API dé ma hoa va giai ma JSON thanh dbi tugng
thudc 16p Rule. Cac mo-dun khac céd thé goi cac API nay khi can dé doc, cap nhat hodc xda
cac dbi tuong quy tic. Kién tric cia RuleManager dwa trén mau thiét ké Singleton. Cling
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mot thoi diém chi c6 mot d6i twong cia RuleManager va dong thoi dbi twong nay sé luu cac
danh sach d6i twong Rule cho mdi ngdn ngir. Khi RuleManager doc cac quy tic tir cac tép
JSON lan déu tién ké tir khi du an duge md, cc quy tic duge luu vao bd nhé cache trong
cac danh sach nay. Khi cac quy tic dugc truy cdp trong lan tiép theo, cac Rule dugc luu
trong bd nhé cache dugc truyén thay vi doc lai tir dudi 6 dia. Piu nay giup tiét kiém thoi
gian va giam thiéu cac thao tac truy/xuét trén 6 ctng khong can thiét, nhat 1a khi dir liéu
ngay mot 16n do ngudi ding thém nhiéu quy tic hon theo thoi gian.
2.3.3. Rule Editor
Mot tinh ning rit quan trong ctia ArmorDroid 13 kha ning tuy chinh cac quy tic. Kha

nang tiy chinh quy tic nay dugc két hop véi Rule Manager gitp thay d6i bd quy tic cho
ting ngon ngit duoc hd trg (Java, Kotlin, XML) trong tép dit liéu luu trix bd quy tic d6. Néu
chinh stra truc tiép trén tép dit liéu luu trir bd quy tic s& dan dén cac van dé nhu kho thao tac
v6i ngudi dung, viée chinh stra c6 thé gip cac 16i trong qua trinh thuc hién va gy kho khan
cho nguoi dung. Nén tang IntelliJ cho phép cac plugin thém cac tinh ning giao dién nguoi
dung moi vao IDE. Trong ArmorDroid, nhém thém mot tuy chon menu mdi cd tén
“ArmorDroid Secure Coding” trong tab Cong cu trén thanh cong cu. Tuy chon menu nay
bao gdm 5 chirc ning twong Gmg véi cac lua chon nhu sau:

- Customize Rules: Tty chinh bd quy tic;

- Export Rules: Xuit bo quy tic ra mot tép;

- Import Rules: Nhap bo quy tic tir tép tin dugc xuit;

- Reset Rules: Dat lai bd quy tac thanh mac dinh ban dau;

- Inspect Project: Kiém tra toan bo hodc mot sb tép tin ma ngudn.
2.4. Thuc nghiém so by va danh gia
2.4.1. Khao sat nguoi dung

Pé thuc hién thuc nghi¢m, nhom da moi 43 1ap trinh vién Android c6 kinh nghiém lap
trinh ing dung Android tir vai thang dén vai nam dé giai quyét mot bai tap 1ap trinh khi c6
va khi khong c6 su hd tro ciia ArmorDroid dé c6 thé danh gia gia tri ma ArmorDroid mang
lai. Thuc nghiém c6 43 nguoi tham gia. P6i tuong tham gia 1 nhing sinh vién Khoa Cong
nghé Théng tin d&én tir Trudng Pai hoc Khoa hoc Ty nhién, PHQG-HCM va cac 1ap trinh vién
dén tir cac chuyén nganh khac nhau. Bang 1 cho biét s luong nguoi tham gia cho timg vi tri.
Bing 1. Khao sdt vé thong tin |i lich nguwoi tham gia

Nghé nghiép S6 lwong
Sinh vién 20
Lap trinh vién Android 9
Lap trinh vién bao mat 4
Lap trinh vién khac 10
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Nhitng sinh vién tham gia khao sat déu di timg hoc qua mon 1ap trinh thiét bi di dong
Android. Bén canh d6, hau hét nhitng 1ap trinh vién tham gia déu di c6 kinh nghiém lap trinh
ung dung Android tir 3 thang tro 1én.

Bing 2. Khdo sdt vé kinh nghiém Idp trinh ting dung Android cia ngwoi tham gia

S6 nim kinh nghiém Iap trinh tng dung S6 lwong
Android
<1 nam 24
1-2nam 14
> 2 nam 5

Theo két qua khao sat, hon 3/4 nguoi tham gia (79,1%) quan tim dén van dé bao mat
trong 1ap trinh. Tuy nhién, hon m{t nira nguoi tham gia (65,1%) chua c6 kinh nghiém trong
lap trinh bao mat. Qua chia sé tir nguoi tham gia, hau hét cac ban sinh vién chi bit dau hoc
cac moén vé bao mat sau khi chon chuyén nganh tir nim ba va thong qua Ii thuyét 1a phan
16n. Nhitng ngudi 1ap trinh vién tham gia hdu nhu chwa duoc dao tao ki vé lap trinh an toan
trong phat trién tng dung Android néi riéng va lap trinh ndi chung. Qua d6, phan anh thuc
trang chung cua viéc ap dung 1ap trinh an toan vao viéc lap trinh tng dung Android noi riéng
va lap trinh no6i chung.

L6i bao mat khi duoc ArmorDroid phat hién s& duoc hién thi canh bao theo hai cach:
Doan ma 13i s& dugc danh dau va hién thj 18i 1én trinh chi béo 15i.

B Co I Khing

Trinh chi bao I6i I
Danh dau ma |8 .

0% 30% 650% 90%  100%

Hinh 4. Khdo sdt danh gid tinh ning Kiém tra mé nguon
va hién thi canh bao theo 2 cdch

Qua céc thong tin trén, Hinh 4 m6 ta hiéu qua cia tinh nang kiém tra ma ngudn cia
ArmorDroid thong qua thyc nghiém baéi nhimg ngudi tham gia. Biéu d6 trong hinh nay cho
thiy ti 1¢ phat hién 16i bao mat trong ma ngudn trong qua trinh viét ma ngudn cua plugin
tuong ddi cao. Plugin da hién thi ma ngudn co 16 hong trong trinh chi bao 15i va ciing lam
ndi bat trén dong code bj 16i. Viéc nay gitip ngudi ding dé dang dé dang tim thay vi tri ma
ngudn gy 16i bao mat.
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Khi phat hién ma ngudn c6 16 hong, plugin s& hién thi tén cua 16i d6 va mot mé ta ngin
gon dé ngudi dung c6 thé hiéu dugc 16i ndy. Tuy nhién, theo két qua Hinh 5, viéc hiéu 15i
thong qua mo ta ngan cta bd quy tic khong dat dugc két qua nhu mong doi. Nguoi tham gia
dd dé xuit ring mo ta ngan gon nén bd sung thém mot lién két dén tai liéu lién quan véi 16
nay dé gitp ngudi dung hiéu ré hon vé 15i.

20

0 . . .
Hoan toan khéng  Khéng dong ¥ Binh thwéng Bangy Hoan toan dong

déng y y
Hinh 5. Khdo sat danh gid mirc &6 hiéu ciia nguoi tham gia vé 16i bao mdt
théng qua mé ta ngdn vé quy tdc

Tinh ning sira nhanh (Quick fix) 1a mét lua chon phd bién giita nhimg ngudi tham gia.
Theo két qua khao sat, hon hai phan ba (81,4%) s ngudi tham gia cho biét ho di sir dung
tinh ning nay trong sudt thoi ki thir nghiém. Két qua cho thiy da s6 nguoi tham gia da sir
dung stra nhanh va dat dugc Kkét qua tich cyc.

Khoang 90% sb ngudi tham gia béo cdo rang Quan |i bd quy tic rit dé st dung. Tuy
nhién, mot phan nho s ngudi tham gia van khong hiéu rd vé cac quy tic va dé xuét cai thién
giao dién nguoi ding cua Quan 1i b quy tic. Ngoai ra, nhém tac gia hoi nguoi tham gia liéu
viéc tily chinh bd quy tic c6 d& hay khong. Hon mét nira sé nguoi tham gia (58,1%) nghi
rang viéc ity chinh bo quy tic kha khé khan. Didu nay cho thiy ring cin phai cai tién giao
dién ngudi ding cua Quan Ii bd quy tic cho phat trién trong twong lai.

2.4.2. So sanh hiéu suat véi Sonarlint

Nhom di tién hanh so sanh hiéu sut giita ArmorDroid va Sonarlint trén mot méy tinh
xéch tay chay hé diéu hanh Windows 11, v&i 16 GB RAM va bo vi xir If Intel Core i5-8300H.
Thir nghiém dau tién tap trung vao téc do phat hién, trong khi thir nghiém thi hai tap trung
vao viéc st dung bd nhd.

béi véi thu nghiém vé tbc do, nhom chay kiém tra trén 30 mau mi ngué)n 16i va do
thoi gian ma mdi plugin mét dé phat hién chiing. Két qua cho thdy rang ArmorDroid c6 tdc
d6 twong duong voi Sonarlint, trong khoang tir 120 dén 400 ms so v6i 150 dén 420 ms. Két
qua nay ching minh rang ArmorDroid dap tmg ki vong ciia nhom vé viéc phat hién ma
ngudn 151 trong thoi gian thyc.
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bdi voi thir nghiém vé viée sir dung bo nhd, nhém st dung mot kich ban br?mg Python
dé theo dbi viée str dung bd nhé cuia Android Studio mdi 2 gidy trong 2 phit khi thuc hién
mot nhiém vu 1ap trinh twong tu nhu trong cudc khao sat & phan khao sat ngudi ding. Nhom
da lap lai tht nghiém nay 10 14n va tinh toan trung binh viéc str dung bd nhé cho mdi diéu
kién. Két qua cho thiy ring Android Studio ma khong co bat ki plugin nao sir dung 1689.25
MB b0 nh¢, trong khi véi ArmorDroid no6 sir dung 1824.24 MB va v6i Sonarlint né st dung
1892.61 MB. Diéu nay c6 nghia 1a ArmorDroid ting viéc st dung bd nhd khoang 135.01
MB, trong khi Sonarlint ting khoang 203.36 MB. Ban dau, ArmorDroid sir dung it bd nhé
hon Sonarlint, nhung diéu nay c6 thé do bd quy tic nhé hon va it tinh nang va ngdn ngit hon.
Sonarlint ¢6 nhiéu tinh nang hon ArmorDroid, diéu nay co thé giai thich viéc tiéu thu by nhd
cao hon.

3. Kétluan

Bai bao nay gidi thiéu ArmorDroid, mét plugin cho Android Studio gitip nha phat trién
tranh cc van dé bao mat pho bién trong 1ap trinh tng dung trén Android. ArmorDroid phét
hién cac mau doan M4 khong an toan trong thoi gian thue va dé xuit cach sira. N6 ciing cho
phép nguoi dung tuy chinh va chia sé cic quy tic kiém tra v6i dong nghiép. Nhom tac gia
dd danh gia ArmorDroid voi cac nha phat trién Gng dung Android va phat hién rang ho danh
gia cao kha ning ctia cong cu trong viée xac dinh va sira 16i doan ma c6 16 hong mot cach
nhanh chéng va dé dang. Ho ciing thay rang tinh nang chinh stra quy tic rat hitu ich.

Khéo sat tiét 10 mot sd diém can cai thién trong ArmorDroid hi¢n tai. Pau tién, giao
dién ngudi dung cua trinh sown thao quy tic can duogc cai thién. Nguoi ding cho rang can
phai 1am 13 cach sir dung quy tac hodc c4c mau regex. Mot van dé khac 1a kha ning cua trinh
kiém tra ma khong thé kiém tra cac dbi sb ham bién do ArmorDroid c6 su hiéu biét han ché
vé ngit canh ctia doan ma.

% Tuyén bé vé quyén loi: Cac tac gid xac nhan hoan toan khéng cé xung dét vé quyén loi.

< La&i cam on: This research is funded by the University of Science, VNU-HCM, Vietnam under
grant number CNTT 2023-05.
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ABSTRACT

Even though Android is a popular mobile operating system, its application ecosystem is still
facing many security issues. Lack of awareness and proper attention to security issues during
Android application development is considered one of the main causes leading to this situation. This
research was conducted to propose a tool to support secure programming. Aligned with the
philosophy of DevSecOps, we prioritize placing the developer at the core of the process, aiming to
optimize the solution by integrating secure programming practices from the earliest stages of
software development.

This article presents two main contributions of the research: synthesizing and classifying
security issues in Android application development, along with developing the ArmorDroid tool - a
plugin for Android Studio that supports secure programming. This plugin can detect vulnerabilities
in source code instantly and suggest modifications during development. It works with Java, Kotlin,
and XML files. This plugin provides secure programming standards for Android app development
and also educates developers on writing secure code. Developers can also customize rules to fit
specific needs and share them with the other programmer community. Our work also presents results
from a preliminary study on the effectiveness of the ArmorDroid plugin.

Keywords: Android Studio plugin; DevSecOps; Secure Coding
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