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TOM TAT
Bai b4o nay phan tich cac bat loi khi ddang nhdp trén nhiéu hé thong khac nhau. Qua
d6, tac gia trinh bay mét sé giai phap tich hop dang nhdp da cong bé truée day, dong thoi
dé xuat md hinh thong nhat dang nhdp ULM (Unified Login Model) trén nén tang dich vu
web (Web Service — WS). Pé ddnh gia két qua nghién ciu, ching téi da cai dat thuc
nghiém tich hop dang nhdp trén mét so hé thong website dang hoat déng tai Truong Pai
hoc Pong Thap.
Tar khéa: ULM, dich vu web, tich hop dang nhap, xac thuc.
ABSTRACT
An integrated login solution for web applications based on Web Service

In this article, we analyse the inconvenience users may encounter when logging in
many different systems. Furthermore, we discuss some intergrated login solutions which
were introduced previously. We also propose a new solution calling ULM (Unified Login
Model) based on WS (Web Service). To examine the results of the study, we have
implemented the integration login system for three operating websites at Dong Thap
University.

Keywords: ULM, authentication, unified login model, Web Service.

1. Giéithi¢u

Ngay nay, cong nghé thong tin da dugc tng dung rong rai trong cac t6 chirc, doanh
nghiép. Dé déap ung nhu cau chuyén mén nghiép vu, céc t6 chic, doanh nghiép thuong
phai van hanh ddng thoi nhiéu hé théng doc 1ap vai nhau, ¢6 thé dya trén cac nén tang
khac nhau. Mdi hé thong so hitu mot danh muc tai khoan vai cac chinh sach bao mat riéng,
nén viéc quan 1i nguoi ding tré nén phuc tap. Piéu quan trong la nguoi dung gap nhiéu
kho khan khi st dung, vi phai ghi nhd nhiéu thong tin tai khoan tuong tng véi mdi hé
théng. Vi vay, van dé thdng nhat dang nhap mét lan trén nhiéu hé thng da duoc nhiéu tac
gia nghién ciu, va da c6 mot s giai phap dé xuat trong thoi gian qua, cac giai phap nay tap
trung phaét trién cho cac tng dung web dua trén mot sb nén tang khac nhau.

Trong thoi gian qua d4 c6 mot sb nghién ciu nham giai quyét van dé thong nhat
dang nhap. Tiéu biéu 1a Li cng cac cong su da d& xuét giai phap ching thuc thdng nhat
dua trén LDAP [7]. Téc gia Liang da thiét ké va cai dat hé thong dang nhap mot lan
(Single Sign-on) bang cach két hop cac cong nghé Web Service, Applet va Reverse Proxy
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[8]. Wang ciing d& dé xuét va cai dit giai phap thong nhat dang nhap (Unified Identity
Authentication) dya trén LDAP va RBAC [9]. Tuy nhién, c&c nghién ctru nay chua dua ra
duoc giai phap dong bo céc tai khoan trén nhiéu hé thdng. Ching tdi nhan thay ring cac
giai phap da cong bd chi phi hop & giai doan bét dau phat trién tng dung, ma chua dé cap
dén kha ning tich hop dang nhap cho céc hé théng dang hoat dong. Trong bai béo [9], tac
gia dé ra hai giai phap tich hop ding nhap cho cac hé thong dang hoat dong va hé théng
duoc phat trién mai. Tuy nhién, van d& dong bo hoa tai khoan giita cac hé thong chwa duoc
giai quyét triét dé vi viéc dong bo hda phai tién hanh mot cach thi cong.

Ngoai ra, SAML (Security Assertion Markup Language) dugc OASIS phat trién
trong [1, 4], day la chuan m¢ dya trén cau tric XML ding dé déng goi dir liéu truyén
théng gitra cdc tng dung web. SAML ciing dugc tng dung trong viéc xay dung hé
théng tich hop dang nhap. Tuy nhién, SAML van con mot sé han ché nhu van dé an
ninh va kha ning thich wng kip thoi caa hé thong. Tac gia [5, 6] trinh bay giao thirc
OpenlID la giao thirc cung cip co ché ching thuc ngudi dung theo giai phap phan tan.
Giao thtrc nay duoc sir dung rong rdi nhung van con mot sé han ché, nén né tré thanh
muc tiéu caa cac cudc tan cong gia danh, ngoai ra giao thirc nay ton lai 156 hong cho
phép khai thac théng tin c& nhan cua nguoi dung. Téc gia [2] d& xuat CAS (Central
Authentication Service), dy la giao thirc cho phép xay dung hé thdng ding nhap mot
lAn. CAS c6 @6 bao mat va tinh linh dong cao, ngoai ra CAS duoc hd trg nhiéu thu vién
twong thich v6i nhiéu nén tang khac nhau. Tuy nhién, CAS vin ton tai mot sd han ché
Ve bao mat va hiéu nang. T4ac gia [3], trinh bay g|a1 phap dang nhap mot lan (SSO) trén
nén tang web voi uu diém 1a don gian va dé trlen khai, tuy nhién han ché 1a ton tai
nhiéu 16 hdng ma hacker c6 thé khai thac dé danh cép thdng tin tai khoan.

Trong nghién cau ndy, ching t6i s& trinh bay md hinh ULM nham théng nhét tai
khoan diang nhap cho céc website dang hoat dong mot cach ty dong. Trong phan tiép
theo ching t6i s& trinh bay chi tiét mé hinh ULM, giai phép xay dung hé théng ding
nhap mét 1an & Truong Pai hoc Pong Thap va cudi cung la két luan.

2. M0 hinh théng nhét diing nhap - ULM

Y tuéng chinh cia md hinh ULM Ia cho phép quan Ii nguoi dung mét cach tap
trung, n6 cung cap dich vu chiing thuc chung cho nhiéu hé théng. Tai khoan ngudi
ding duoc dong bo, diéu nay cho phép tai khoan xac thuc trén hé thdng A s& co thé
truy cap vao céac hé thdng khac ma khong phai tién hanh dang nhap lai, ngudi dung c6
thé sir dung mot tai khoan diang nhap vao nhiéu hé thong khac nhau. Ngoai ra, viéc
dang xuét trén hé thong A s& duoc ty dong dang xuat trén cac hé théng khac.

Trong md hinh ULM (Hinh 1) ¢6 3 thanh phan chinh: Thir nhat, Authentication
System Management la céng cu quan tri, cho phép quan tri tai khoan, quan li danh muc
cac hé thdng website can théng nhat dang nhap; Thu hai, Authentication Web service
(Auth-WS) dugc ching toi xay dung dua trén nén tang WS, né cung cap chuc nang
ching thuc nguoi ding cho céc hé thdng khéc, ngoai ra Auth-WS con cung cép chirc
nang cap nhat, quan tri tai khoan; Thu ba, User Account Database 1a co s¢ dit liéu luu
trit thong tin ngudi ding cia cac hé thong dang hoat dong.
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Hinh 1. M@ hinh théng nhdt ding nhdp ULM

Pé thuc hién théng nhat dang nhap, giai phap ULM phai giai quyét mot sb van dé
cbt 16i nhu: Tht nhét, viéc dong bo tai khoan nguoi dung trén cac hé thdng phai duoc
thyc hién tu dong; Tha hai, viéc dang nhap trén mot hé thong nao d6 nguoi ding s&
duoc ty dong diang nhap trén hé thong khac; Thir ba, viéc dang xuat trén hé thong nay
ciing s& dang xuét trén hé thong khéc.
2.1. Vdn dé dong bg tai khodn trong mé hinh ULM

Danh sach cac tai khoan nguoi ding tir nhiéu hé théng phai dugce dong bo thanh
danh sach tai khoan chung trong mé hinh ULM. Qué trinh ddng bo dugc dién ra mai
khi ngudi dung dang nhap vao hé théng bang tai khoan nao d6. Sau khi dang nhap, hé
thong s& thu thap théng tin gdm dia chi may tram, tén mién, tén dang nhap va mat khau
giri ¢én ULM, va dugc ULM kiém tra thong tin tai khoan va Iuu vao co so dir liéu néu
tai khoan khong ton tai.

User Account

Browser Website 1 Auth-WSs
Database

l Béng nhap
[User ID, Pwd] Bang nhap
thanh céng

Giri: IP, domain, : g
User Id, Pwd Lwu | Cap nhat
User session

Mhom cac User
cung IP, TGTC

n-: users

M&u n = N websits

Tao TK ULM
tong ng.

Xba session cla
n user trén

H

Hinh 2.  So do dong bé tai khodn ngieoi diing
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Hé théng ULM c6 thé truy van cac tai khoan ciing mét chu s hitu bang cach doc
nhat ki truy cap theo dia chi IP va thoi gian truy cap. Nhd vay ma né c¢é thé gom nhém
cac tai khoan, sau d6 tao mot tai khoan ULM dai dién cho nhom. Hay ndi cach khac,
sau khi qua trinh ddng bo dién ra, mot nguoi dung s& ¢6 mot tai khoan ULM st dung
chung trén tat ca céc hé thong.

2.2. Vdn dé ding nhap va tw dpng ding nhdp trén hg thang khéac
a) Pang nhap

Sau khi hoan thanh qué trinh dong bo tai khoan, ta can kich hoat hé théng ding
nhap mét lan, qua d6 cho phép cac tng dung dugc phép ching thyuc da vao cac dich
vu cua hé thong trong ULM. Khi nguoi dung dang nhap thanh cong vao mot ing dung
bat ki, tng dung s& guri thdng tin gom dia chi IP, tén dang nhap, mat khau va tén mién
dén hé thong ULM. Hé théng ULM s ty dong tao mot khoa twong (ng véi phién 1am
viéc. Hé thong s& tim duoc tai khoan trong ULM twong tng va luu trang thai phién lam
viéc vao co so dir lidu. Bong thoi gui SessionKey vé cho tng dung, SessionKey dugc
ung dung luu vao cookie cua trinh duyét va dugc chia sé cho cac ung dung khéc.

User Account

Browser Website 1 Auth-WS
Database
Béang nhap l ) .
[User ID, Pwd] Blang nhap
thanh céng
Giri: IP, domain,
User Id, Pwd Tim tai khoan
ULM tworng thng
Tim duwore TK
ULM tuorng teng

Tao Sessionkey

Luwru SessionKey
Béa dang nhap

Sessionkey |: |
Lwu Sessionkey
vao cookie

L il
Hinh 3.  So do dang nhdp trén website 1
b) Tu dong ding nhap trén hé thong khac
Sau khi da dang nhap mot hé thong, thdng tin vé phién 1am viéc trude do da duoc
luu vao cookie cua trinh duyét. Khi nguoi dung truy cap vao tng dung khac, nguoi
dung s€ duoc ty dong dang nhap vao hé thong ma khong can biét tai khoan. Qué trinh
nay duoc tién hanh nhu sau:
Khi truy cap vao hé théng khéac, né s& doc cookie va tim théng tin vé phién lam
viéc trude d6. Neéu khdng tim duoc SessionKey hoac SessionKey hét han, nguoi dung
phai dang nhap lai bang mat tai khoan nguai dung.
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Nguoc lai, SessionKey s& duoc giri d&én hé thng ULM dé gia han phién lam viéc.
Dua vao nhat ki truy cap va danh sach tai khoan ULM, hé théng ULM biét dugc tai
khoan nguoi dung dang truy cap. Thong tin tai khoan nay sé dugc gui nguoc lai tng
dung, tng dung tao phién lam viéc cho ngudi dung va cap nhat lai SessionKey trong
cookie.

Browser Website 2 Auth-\WS SRS
Diatabase

Truy cép website i
Tim SessionKey

Sessionkey(SK), Kiém tra
Domain

Sessionkey
K&t qua |::| Ket qua

BCSI(.‘ Invalid ]
Ga Sk

"
i

Chuyé&n dén
trang dang nhap

Gei dich vy Iéy Tim user (¢ng wiri
i - user rng véri SK 9
[ Sk: Walid ] SK. Domain

Thang tin user User tuorng tng

Tao phién lam viéc Gia han 5K

Lwu SK vao
cookie
Bang nhap
thanh céng

L
Hinh 4.  So do tw dong dang nhdp trén website 2

2.3. Vdn dé ding xudt va tw dpng dang xudt trén céc h¢ thang

Khi nguoi ding ding xuét tir mot hé thong nao do, SessionKey s& dwgc giri dén
ULM. ULM sé& x6a SessionKey trong co s¢ dir liéu, dong thoi hé thong cling xo6a phién
lam viéc va théng tin SessionKey trong cookie. Biéu nay dam bao cé thé dang xuat trén
toan bo cac hé thong.

Browser Website 1 Auth-WS ST
Database
Tim SessionKey

Yé ca‘u'
dang xuat
(SK)

Gai dich vu dang
xuat vori SK Xda SK

|
]

Két qua :| Ket qua

[ B& xda SK trong DB]

Xda SK
trong cookie

Hay phién lam

. VigC user
Chuyén dén

trang dang nhap

L
Hinh 5.  So do ding xuat mét lan
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3. Thuc nghiém

Pé kiém ching két qua nghién ctru, chung t6i d4 tién hanh cai dat thyc nghiém
thong nhat ding nhap trén mot s6 hé thdng website dang hoat dong tai Truong Dai hoc
Pong Thap. Ching t6i sir dung ngdn ngit 1ap trinh C#, Web Service [10, 11] dé xay
dung ULM gdm cac mo-dun thdng nhat dang nhap, mo-dun quan tri hé théng, mo-dun
Auth-WS cho phép ching thuc tai khoan.

sb | Blackboard TRUONG DAl HOC DONG THAP

- Your information source

« Calendar: Truyuftva quén Iy héng in 4 nhan va sy kién
‘Dang nhip
* Schedule: Lich hoc

Taikhoan  D2570290.000616  Sishvien © Giangvien  Whanvien  Banlinh dao

« Academic Resource: Tai nguyén hoc thuat
Matkhdu  eeeesssse Tén dang nhép: [02570290.000290

* Information Technology: Cc cdng cu tro gidp —_—

Nguéi diing méi? Quén mat khdu? Déing nhdp * Help: Tro gitp cach si dung hé thing Blackboard I Ghi shérlan déng nhp san

5 heog truy cip - 783/1030354 [y

a) Giao dién hoc liéu b) Giao di¢n xem thoi khda biéu

= | P, HE THONG QUAN LY CHI’NG THYC
7/_\( HE THONG QUAN LY DO AN Trangoha | Giathieu

Dang nhap hé thong

A Tén aang nhap
é\b Mt kndu

DAIHOC DONG THAP - DONG THAP UNIVERSITY

¢) Giao dién qudn Ii do &n mdn hoc d) Giao dién quan Ii chieng thuc
Hinh 6.  Giao dién thic nghiém thong nhdt dang nhdp

Trong giai doan dong bo hoa tai khoan, ching toi can thiép vao chirc ning ding
nhap caa céc hé thong blackboard.dthu.edu.vn (Hinh 6.a), register.dthu.edu.vn (Hinh
6.b) va itf.dthu.edu.vn (Hinh 6.c), nham thu thap di liéu vé tai khoan ngudi dung théng
qua Web Service. Thong tin tai khoan nguoi dung dugc mé-dun Auth-WS luu trix, Xt li
dé tao ra cac tai khoan thong nhat. Két qua thuc nghiém trong 8 ngay (Hinh 7), tong sb
tai khoan duoc ddng bo 1a 153, trung binh mdi ngay c6 hon 19 tai khoan UML dugc
tao ra.
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Hinh 7. Sé lwong tai khodn duoc dong bg theo thoi gian

Trong giai doan van hanh, cac ang dung trén d& dugc ddng bo tai khoan. Do vay,
ngudi ding chi can dang nhap vao mét trong 3 (ng dung, khi truy cap vao 2 tng dung
con lai nguoi dung duoc dang nhap mét cach tu dong. Tuy nhién, giai phap nay c6 mot
s6 nhuoc diém 1a két qua caa qua trinh thdng nhat tai khoan can c6 thoi gian thu thap
thdng tin va phu thudc vao tan suat ding nhap cua ngudi dung, kho khan khi can thiép
Va0 qua trinh xac thuc cua cac hé thong déng.

4.  Kétluan

Nhu vay, bai bao da trinh bay mét giai phéap thdng nhat ding nhap ULM dura trén
nén tang WS, giai phép cua ching t6i budc dau dd mang lai hiéu qua, véi wu diém 12
thong nhat qué trinh ding nhap va chang thuc nguoi ding trén céc hé thdng, quan i
nguoi dung tap trung gidp giam chi phi quan tri. Ching t6i d& cai dat ULM cho phep
thong nhat dang nhap trén mot s website tai Truong Pai hoc Pong Thép va bude dau
mang lai hiéu qua. Giai phap chung t6i dam bao sy van hanh lién tuc cua cac hé thng;
qua trinh dong bo hoa dién ra mot cach tu dong; khong sinh ra mot hé thong ching
thuc méi ma chi théng nhat viéc dang nhap tir céc hé thdng da co. Tuy nhién, van dé
dam bao an ninh, hiéu ning va tinh 6n dinh caa hé thdng s& duoc ching tdi tiép tuc
nghién ciu hoan thién.
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