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TOM TAT

Trong boi canh ki thudt sé hién nay, viéc vmg phé sw co trong cdc doanh nghiép vira va nhé (SME)
chu yéu dua vao nguén lyc noi bo han ché hodc sy tro giup tie bén ngoai. Trong khi cac tap doan lon
thuong tudn theo cdc tiéu chudn nhuw ISO 2700x, cdc SME lai doi mdt voi nhimg thach thire riéng khi
phai thich nghi véi cac méi de doa mang dang phdt trién nhanh chéng. Cdc hé thong gidm st va phan
ung sy c6 tw dong tro nén thiét yéu dé bao vé thong tin nhay cam, duy tri hoat dong lién tuc cua doanh
nghiép va dam bao tudn thii quy dinh. Tuy nhién, hdu hét cac nén tang giam sat an ninh va xi i s c6
hién c6 deu ddt do, thiéu tinh tw dong hoa va doi hoi nhén sie c6 trinh o cao, khién ching khéng phi
hop véi ciac SME. Nghién ciru nay dé xudt mét khung gidi phdp gidi quyét nhitng thach thirc ndy bang
cdch két hop dir liéu nhat Ki tie cdc hé tho”'ng giam sat hién co voi cac ki thudt phan vng sy 6 tur dong
hién dai. Giai phap duoc dé xuat duoc thiét ké dé tiét kiém chi phi va dé sir dung cho cdac SME, giup ho
phdt trién va trién khai hé thong gidm st va phan iing tw déng ma khéng can dén nguon luc hodc chuyén
mén sdu rong. Bang cdch dwa ra mot cdch tiép cdn thiee té va dé tiép can doi véi an ninh mang, khung
gidi phdp nay nham ndng cao hiéu qua ciia cde SME trong viéc bio vé hé thong théng tin ciia ho, thic
ddy tinh chii dong va kha nang tw quan |i cdc sw cé an ninh thong tin.

Tir khoa: tu dong; mbi de doa; phan ung su cd; giam sat; phat hién; SME

1.  Giéi thiéu

Véi sy gia tang cac moi de doa an ninh mang nhu lira ddo va ma doc, cac phuong phap
gidm st thu cong tré nén khong hiéu qua do thoi gian phan tmg cham va thiéu nhan lyc
chuyén mon. pé giam thiéu rui ro, giam thié¢t hai va tiét kiém chi phi, cac hé théng phéan Gng
su ¢d tu dong da ra doi, giup tu dong hoa cac nhi¢m vu 1ap lai, nang cao hi€u qua va giam
sai sOt con ngudi. Cac giai phap nay con cung cap dir liéu gia tri dé cai thién an ninh lau dai.

Cac SME ngay cang tr¢ thanh muc ti€u cua td1 pham mang. Theo bao cao cua Verizon
vé cac vu vi pham dit liéu, tap trung vao cac SME (Verizon, 2024), hién nay trén toan cau
da chimg kién sy gia tang ciia cac cudc tin cong mang vao cac SME khoang 30% so v6i nim
2023. Pidu nay chi yéu 1 do cac SME thuong co hé thong bao mat yéu hon so véi cac doanh

Cite this article as: Nguyen Hoang Thanh, & Huynh Trong Thua (2025). Automatic incident monitoring and
response framework: Best practices for small and medium-sized enterprises. Ho Chi Minh City University of
Education Journal of Science, 22(1), 27-38.
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nghiép 16n, téng thiét hai kinh té do cac cudc tin cong mang gy ra cho cac SME trén toan
cdu udce tinh khoang 250 ti USD, ting 35% so voi nam trude, hon 1 ti hd so thong tin cua
cac SME bi 1o ri hodc danh cip trong cic cudc tdn céng mang, va khoang 40% cac SME
khong thé khdi phuc sau mot cudc tin cong mang nghiém trong, dan dén viéc phai dong cra
hoat dong hodc bi dnh hudng ning né vé tai chinh. Tai Viét Nam, theo bao cao (Authority
of Information Security, 2024) ngay 19/04/2024 ciia Cuc An toan thong tin vé tinh hinh an
ninh mang tai Viét Nam, xu huong tAn cong ma hoa téng tién tang manh, véi cac muc ti€u
nhu VNDirect, PVOIL va Vietnam Post, gy gian doan hoat dong va ton that 1on. Trong
thang 3/2024, Trung tAm Giam sat An ninh mang Qudc gia phat hién hon 1600 156 hong trén
5000 hé théng cong khai, trong d6 co 12 16 hong nghiém trong, tiém an nguy co bi
khai thac.".

Mic du, ddi mat v6i nhiéu rai ro an ninh mang, nhiéu SME van chua c6 su chuin bi dﬁy
di dé xu Ii céc sy ¢d do han ché vé tai chinh, nhan Iyc va chuyén mon. Tinh trang nay tré nén
nghiém trong hon khi phan 16n SME khong c6 d6i ngii an ninh thong tin chuyén trach, trong khi
su phurc tap cua cac giai phap an ninh hién dai doi hoi kién thure ki thuét cao. Phu thudc vao dich
vu thué ngoai ciing khong phai lic nao dam bao wu tién hodc hiéu qua vé an ninh mang. Cac nén
tang nhu Enterprise Security (Splunk, 2024), Qradar SIEM (IBM, 2024), ArcSight Enterprise
Security Manager (OpenText, 2024), va XDR Platform (Trellix, 2024) tuy manh mé& nhung c6
chi phi cao va yéu cau ha tﬁng phuc tap, khién viéc trién khai tr& nén kho khan, dic biét 1a tai
Viét Nam. Vi vay, cac SME rét can nhing giai phap an ninh mang linh hoat, d& trién khai va tiét
kiém chi phi hon dé d4p ing nhu cdu bao mat va bao vé hoat dong ctia minh.

Muc tiéu ciia nghién ciru nay 1a thiét ké va phat trién mot khung giai phap phan tng
su ¢d an ninh thong tin vira don gian vira hiéu qua, dugc thiét ké riéng dé dap tng nhu cau
ctia cac SME 1a diéu can thiét. Khung giai phap nay s& bao gém céc dic diém nhu chi phi
dau tu va trién khai thap, d& cdu hinh, tich hop va van hanh, nhung phai bao vé an toan chéng
lai nhiéu mdi de doa va phan tng hiéu qua véi cac su ¢d an ninh thong tin. Chang toi sir
dung phuong phéap nghién ctru phan tich thyc trang cac mdi de doa an ninh mang ddi véi cac
SME, dénh gi4 hi¢u qua cua cac hé¢ théng phan ung su ¢d hién tai, va dé xuat mo hinh tu
dong hoa nham giam thiéu thiét hai va ting cudng kha ning bao vé.

Nghién ctru nay duoc trinh bay thanh 3 phan, ngoai phan gi6i thiéu, cac phan con lai duogc
trinh bay nhu sau. Phan 2 trinh bay cac ndi dung chinh gdm céc cong trinh lién quan, Thiét ké va
trién khai khung gidm sat va phan tmg sur ¢b an ninh ty dong. Phan 3 1a két luan va huéng phat trién.
2. Noi dung
2.1. Cac cong trinh lién quan

Nghién ctru (William et al., 2021) dé xuét thiét ké mot huéng dan cho viée trién khai
d6i tmg ctru sy ¢ may tinh (CIRT) tai cac truong dai hoc. Bang cach thanh lap CIRT trong
cac truong dai hoc, cac co s& nay khong chi bao v¢ duge co so ha tﬁng ki thuat sb ctia minh
ma con dong gop vao mot phan tng phdi hop 16n hon dbi véi cac su ¢d an ninh trén pham
vi qubc gia. Nghién ctru (Ashley O’Neil, 2021) cho rang kha ning ctia mot td chirc trong
viéc phat hi¢n, ngan chan va phuc hdi tir su ¢b an ninh chu yéu phu thudc vao nang luc cua
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d6i phan tmg su ¢6 (IR). Ho phat trién mot phuwong phap dao tao dwa trén kich ban dé hd trg
céc t6 chirc vuot qua cac rao can ki thuat-xa hoi trong viéc phan tng sy ¢b. Nghién ctru (Avi,
Yulia, Pete, & Peter, 2023) dé xuat cai tién sach hudng dan phan tmg sy ¢d bang cach bd
sung ngit canh van hanh, chuyén tir mé hinh quy trinh sang tich hop mé hinh van hanh, gitp
nang cao hi¢u qua. Tuy nhién, ca ba cach tiép can trén chu yéu dua vao dgi ngli nhan sy
chuyén mén cao va cac quy trinh nhiéu budc phirc tap, tao ra nhiéu thach thic c6 thé lam
giam hiéu qua viéc quan li va phan tng sy c¢b an ninh thong tin.

Nghién ctru (Huynh , 2020) dé xuat mé hinh két hop mang no-ron nhiéu 16p véi huin
luyén nhiéu giai doan DSD d¢é cai tién dong thoi cac tiéu chi lién quan dén hiéu qua thuc thi
cua cac hé théng phat hién xam nhap dat dugc do chinh xac cao nhét. Trong nghién ctru
(Tanwir & Dragos, 2023), tac gia dé xuat mot phuong phap phat hién xam nhap duya trén su
bat thudng c6 kha ning phat hién cic cudc tin cong trong thoi gian thyc khi ching dang dién
ra. M6 hinh CNN véi sb lugng tham $6 tuong ddi nho duoc st dung cho vi¢c huén luyén va
giam sat dugc chon dé phuong phap nay c6 thé nhanh chong va str dung duoc trong cac thiét
lap thoi gian thuc. Tuy nhién, ca hai m6 hinh dé xuét déu chi tap trung vao vi¢c phat hién sy
¢d, viéc phan tng van dé lai cho cac xir 1i thu cong.

Viéc tich hop cac cong nghé tién tién, chrfmg han nhu phat hién dya trén hoc may, trong
khung 1am viéc ctia Trung tAm diéu hanh an ninh (SOC) cho phép phan tich thoi gian thuc
luu lwgng mang va cac bat thuong. Trong nghién ctru (Zafar Igbal, 2020), Igbal va cong su
d3 str dung phuong phap hoc may dé cho phép phat hién nhanh chéng va ty dong canh bao
cho phan tng ngay 1ap tirc voi cac sy cb an ninh. Trong nghién ciru (Islam et al., 2022),
Islam va cong su da dé xuit mot khung lam viéc méi dua trén tri tu¢ nhan tao goi la
SmartValidator nhdm tu dong hoa qua trinh xac thue cac canh bao bang cach st dung vé cac
mbi hiém hoa trong hé thong SOC. Khung nay duogc phat trién nham khic phuc qua trinh
cap nhat thu cong gdy ra sy cham tré trong viéc phan tng véi cac cudc tin cong.
SmartValidator sur dung céc ki thuat hoc may, bao gém ba 16p: thu thap dir li¢u, xay dung
mo hinh va xéc thuc canh bao. Tuy vay, viéc kiém ching hiéu qua phat hién va phan tng
khi &p dung cac mo hinh hoc may, hoc sau va tri tué nhan tao vao hé théng SOC van con
nhiéu thach thirc, chua day du.

Ti Dun va cong su dd nghién ciru cach ma cac Trung tdm diéu hanh an ninh thé hé méi
(NGSOC) phan tng véi cac hoat dong doc hai trong nghién ctru (Dun et al., 2022) nhim
phat hién phan mém doc hai Hermes Ransomware. Tuy nhién, khung kién trac nay c6 mot
han ché vi thiéu tinh phd quat, chi c6 thé ap dung cho mot vai trudng hop cu thé. Trong
nghién ctru (Rajesh et al., 2022), bang cach tich hop cac ki thuét botnet vao ma trin MITRE
ATT&CK, gilp doanh nghiép co thé 1ap ban dd cac chién thuat, ki thuét va quy trinh cy thé
lién quan dén botnet, nang cao kha nang phat hién mdi de doa tong thé. Wang va cong su
(Wang et al., 2021) di gidi thiéu mot SOC toan dién dé giai quyét va giam thiéu cac van dé
da duge xac dinh. Khung nay bao gdm thanh phan phan tich hanh vi va nén tang SOC tich
hop v6i dit liéu 16n. Tuy nhién, cac giai phap SOC tong thé thudng phirc tap va kho trién
khai, khong phu hop voi1 SME.
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Tai Viét Nam, nghién ctru (Nguyen et al., 2022) phan tich cac nguy co an ninh mang tai
Viét Nam va dé xuét cac giai phap nhu tuong lira da ting va hé thong bao mat cho tap doan
FPT, mang tinh thuc tién cao cho doanh nghiép Viét Nam va thi trudng méi noi. Tuy nhién,
nghién ctru chua d& cap dén phan g thong minh véi sy ¢d. Trong mot nghién ctru khac (Le
etal., 2017), tac gia gii thiéu mo hinh danh gia an ninh mang (CSAM) dua trén kién trac ISO
2700x va NIST SP 800-53 Rev.4. Nghién ciru nay gilp danh gia toan dién cho cac t6 chirc
trong viéc xac dinh diém manh va diém yéu vé an ninh mang. Tuy nhién, nghién ctru c6 thé can
thém dit liéu dinh lugng hoc cac trudng hop dién hinh cu thé hon dé minh chimg cho tinh hi¢u
qua ctia md hinh d& xudt khi ap dung trong thuc té.
2.2. Thiét ké khung gidm sdt va phén ikng sw co an ninh tw dpng
2.2.1. Thiét ké tong quan

Khung giai phap ching t6i dé xuit goi 1a AIMRF (Automatic Incident Monitoring and
Response Framework) dua trén cadc Agents, chay trén cac diém cudi duoc giam sat, chuyén
tiép dir liéu bao mat dén mot may chu trung tam. Céc thiét bj khong co Agent co thé giri dir
lidu qua Syslog, SSH hodc API. May chu trung tdm giai mé, phén tich dit liéu va chuyén két
qua dén cum Elasticsearch dé 1ap chi muc va luu trit. Cum Elasticsearch hd tro tir cum don
(xtr I dit liéu nho) dén cum nhidu nit (v6i dir liéu 16n hodc yéu cau sin sang cao). Filebeat
dugc st dung dé chuyén tiép an toan dit liéu va canh bao toi Elasticsearch qua mé héa TLS,
dam bao hiéu qua va an toan trong moi trudng san xuat.

Log pur cb vk
4 Fesponsa
hr

‘Hi‘o g

Hinh 1. M6 hinh kién trdc tong thé

Hinh 1 mé ta kién tric trién khai khung giam sat duoc ching t6i dé xuat véi cac thanh
phan chinh. Trong d6 cic may chu giam sat va Elasticsearch ¢6 thé duoc dinh cdu hinh nhu
mot cum, cung cip kha ning cin bang tai va tinh sin sang cao.

Kién tric ciia khung gdm 3 phan chinh: (1) Thanh phan thu thap dir liéu, 13 noi giam
sat va thuc thi phan tng su ¢ an ninh theo diéu khién tir Manager Cluster, c6 thé 1a server,
may tram, thiét bi mang hodc dam may. (2) May chu xt li, phan tich dir liéu log dé tao canh
bao su cb va thiét 1ap cac rule, ma 1énh diéu khién tir xa dé xu i su cb tai cac Agents. (3)
Thanh phan danh cho nguoi gidm st an ninh hodc hé thdng ngoai, nhan canh bao va két qua
xtr I cac su ¢d an ninh.

2.2.2. Cdc luong xir Ii chinh

Thiét ké ludng xir 1i cho Agent nhu Hinh 2. Agent bét luu lugng mang qua co ché
Polling hoac thu thap thong céac giao thirc khac nhu Syslog, SNMP theo dang Agent hodc
giao thuc dua trén UDP/TCP. Sau do la xir li luu luong mang hodc log hé théng dé tao ra
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cac dir liéu logs. Cubi cung 1a Agent chuyén cac logs ndy dén Manager.

Trong trudng hop Manager phan tich log va cho két qua 13 ¢6 sy ¢d an ninh va giri
diéu khién vé Agent. Agent s& thyuc thi cac phan tng véi su ¢b twong tmg dua trén céc script
hoic command twong tmg, dong thoi nod ciing tao cic log phan tng dé giri vé Manager nham
cap nhat thong tin vé két qua su c¢b cho bd phan giam sat.

Bét luru lirgng

Thu thép Syslog/Mgmt

mang
Bay Mgmt log dang Agent (UDP)
Polling Diy syslog
v (TCF/UDF)
0F Iy Iru lrong mang/log hé théng

Cép nhat

log files
Daily log, Archive log, Alert log Response logs

Tao ra cac log )
vé phan (ng Goicac
scripticmd de | Scriptfemd

Tao ra cac log files | Phin img s co —

Chuyén tiép logs dén
Manager Mode

k. 3 :
Biéu khién han irn cho phan
Agent d& phan P g » P g
Manager rng vGi sy co Thurc thi phan

Mode

rng

Hinh 2. Luéng xit Ii tai Agent

Ludng xir |f cuia Manager hoat dong nhu sau: Manager nhan log tir Agent, phén tich
¢t phap va dinh dang lai log theo ciu trac pht hop. Sau dé, log dugc danh chi muc va dua
vao co so dit liéu tim kiém. Tiép theo, Manager phan tich dir liéu log dwra trén cac tiéu chuan
an toan, chuyén dir liéu da xir Ii dén khéi tryc quan hoa, va cudi cing cung cap giao dién
hodc cong cu canh bao gitip giam sat vién dé dang theo ddi va truy van thong tin.

Bén canh d6, Manager dya trén két qua phén tich logs dé phat hién su ¢6 an ninh, sau
d6 kich hoat phan mg su ¢6 dya trén cac rule hodc script phit hop. Céc script nay c6 thé diéu
khién tir xa dén Agents dé thuc thi commands tuong Gmg. Pong thoi, trong qua trinh x I,
Manager c6 kha nang lién két voi cac ddi tac bén thir ba dé thuc hién phan tich chuyén sau,
tuy thudc vao tung loai sy cd.

Resp swed ——
Agent Node _ S—
Bigu khién may
Agent dé thure thi f
phan tmg { ScriptiRule cho cac
Nhén diF liéu log tir { Kich ban phan ing
Agent Node | P
Phan tich ci phdp va dinh dang log Thure thi phan irng
Banh chi muc Cap nhat cac
phan &rng
v
L
Cluster lwru tri¥ log (cho phép can Phan tich dii lidu log dua trén
béng 13 v6i nhidu node) cac tiéu chuan an toan thang tin Response Log
Chuyén tiép va truy Chuyén tiép va tryuy Cann bao
van dir liéu van dir liéu
r v
Truc guan hoa théng tin Cac thong tin vé phan
rng phuc vu gidm sét

Canh bao

Giam sat
> D

Cac théng tin vé& s cd an
toan théng tin

Hinh 3. Luéng xit li tai Manager

Actor
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2.2.3. Cdc thanh phan chinh ciia khung gidi phdp

Heé théng gém hai thanh phan chinh 12 Agent va Manager. Agent thu thap dir liéu va
log tir cac may chii, thiét bi dau cudi, thiét bi mang, bao gdm log hé thong, log mang va cac
sy kién an ninh, sau d6 giri dén Manager dé phén tich. Khi nhan Iénh tir Manager, Agent
thyc hién phan tng sy ¢d nhu chay scripts hodc 1énh va gui lai log phan tmg. Manager phan
tich, danh chi muc va luu trir log, gitp phat hién mbi de doa va su ¢b an ninh, déng thot guri
1énh dén Agent dé xtr Ii sy cb. Ngoai ra, Manager cung cip giao dién truc quan dé giam sat
va tich hop v6i hé thdng bén ngoai nham ning cao hiéu qua xir li. Mdi quan hé chinh giira
Agent va Manager 14 trao ddi log va 1énh, gitip toi uvu hoa kha ning phan tmg nhanh va chinh
xéac dbi v6i cac mbi de doa an ninh.
2.2.4. Gidgi phdp ki thudt, cong nghé cho cdc chirc nang thiét ké

Dudi day 1a cac ki thuat va cong nghé dugce st dung cho cac chiic nang duoc thiét ké
cho Agent va Manager ¢ trén.

- Ma hoa: AES (Advanced Encryption Standard);

- Thu thap log: Netsniff-ng, Snort/Suricata, OSSEC (hé théng phat hién xAm nhap dua
trén may chu), Syslog-ng, Wazuh Agent (Wazuh 13 nén tang ma ngudén mé hd tro thu thap
va phén tich dir liéu nhu log hé thdng, théng tin vé qua trinh va cac sy kién bao mat);

- Giao thuc trao ddi log: Syslog, PF_RING (gitip ting téc do va hiéu suit thu thap dit
liéu mang), SNMP;

- Cac loai log: Event log (archive), monitoring log (daily), alert log;

- Truc quan hoa thong tin: Kibana,

- Canh bao: Email, Slack (nén tang nhin tin va cong tc);

- Truy van dir liéu va thong tin giam sét: Elasticsearch;

- Pay dit liéu sau khi phan tich dén cong cu giam sat: Filebeat;

- Cong cu phan tich bao mat (Decode, Rule Matching): Wazuh Server;

- Phan tmg su cb: Scripts, ma 1énh bang C/C++ hoic Python.

2.2.5. Trién khai khung gidm sdt va phan g sw co an ninh tw dong

|
|
| o
Edg-R Manager i
- | Response .
' — Tk,

Monitor ) .
Attacker

|
|
| |
| |
| |
| EEEE I a !
T '
| 1 1 I Agents |
| I . (] ]| [
| FW-Ex FW-In |
| |
|
|

____________________________

Hinh 4. M6 hinh trién khai tai PTIT.HCM
Chuing t6i trién khai cac kich ban thuc t& nham kiém thir kha ning giam sat va phan
ung tu dong sy ¢d an ninh tai Hoc vién Cong nghé Buu chinh Vién thong co s¢ Thanh phé
Hb Chi Minh (PTIT.HCM). Phan tiép theo, chung toi sé& trinh bay 3 trong sb 6 kich ban di
thir nghiém, gom:

3rd Party
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- Phat hién va chan IP tin cong Brute force;
- Phat hién va loai bé ma doc;
- C6 lap server bi tn cong.

Céc thdng tin céu hinh vé 3 kich ban ching t6i ciing da dwa 1én Github tai (Thanh,
2024). M6 hinh hé thong trién khai danh gia khung giam sat va phan tmg su c¢b an ninh nhu
hinh 4. Hé théng bao gdm 1 Manager va 3 Agents. Manager dam nhiém viéc thu thap log tir
cac Agent, dung cac cong cu phan tich log tu dong, phat hién cac sy kién khop véi cac luat
dugc dinh nghia, tir d6 tao ra cac canh bao, email canh béo td1 nguoi quan tri, déng thoi dua
trén cac script va cac command twong (mg dé phan tng lai v6i cac su ¢b an ninh. Cac Agent
lam nhiém vu thu théap su kién va giri vé Manager, déng thoi né cling thyc thi cac yéu cau
dugc didu khién tir Manager dé ngin chin cac tin cong cu thé.

- Manager c6 churc nang quan li viéc thu thap va phan tich dir lidu tir Agents;
- Elasticsearch thuc hién chirc ndng danh chi myc va tim kiém;
- Filebeat ¢6 nhiém vu chuyén tiép an toan cac canh bao va su kién di luu trit dén
Elasticsearch;
- Agents duoc trién khai trén hé diéu hanh Linux va Windows;
Thuec tién 1: Phdt hién va chin IP tin cong Brute force
MB® hinh trién khai cho kich ban 1 nhu Hinh 5.

Agent . Manager
|

Attacker i
Q 01. Brute force .
L. —_—
. /J . 02. Send log to
: Manager . 03. Match Rule Brute force
: 04. Send AR ; j
05. Run Command AR b

Hinh 5. Kich ban Phat hién va chan IP tdn cong Bruteforce

Cdu hinh trén Manager:

Théng tin cdu hinh command va phan hdi ty dong ching toi dang tai trén github
(Thanh, 2024) tai duong dan /Scenario-1/ossec.conf

Cdu hinh trén Agent:

Ching t6i viét mét script thuc thi firewall-drop-cyber.sh, mi nay duoc ding tai trén
github (Thanh, 2024) tai duong dan /Scenario-1/firewall-drop-cyber.sh

Két qua thiz nghigm:

Chung t6i mé phong mét cude tan cong SSH, cudc tan cong s& duge thyuc hién bang
cach ¢ ging két ndi voi Agent bang SSH nhiéu 1an bang cac ngudi dung khong hop 16. Sau
mot s6 1an truy cdp, chiic ning phan tng chan IP s& dugc kich hoat. Khi d6, nhimng nd luc
két ndi Agent tir ké tAn cong déu bi AR (Active Response) phat hién va ngan chin nhu minh
hoa ngay bén duoi.
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G:\>ssh root@ “dia chi IP da dwoc che vi li do bao mgt”
root@IP's password:
Permission denied, please try again.
--------------- (da lwoc bo bot)
root@IP's password:
root@IP: Permission denied (publickey,gssapi-keyex,gssapi-with-
mic,password).
G:\>ssh root@ “dia chi IP da dwoc che vi li do bao mgt”
ssh: connect to host IP port 22: Connection timed out
Thuec tién 2: Phat hién va loai bo ma doc
M5 hinh trién khai cho kich ban 2 nhu Hinh 6.
: Web chira " Agent .Mnnager
. madpc . =
= lrf'; ;

: 01, Truy cép web .
o,

Virus Total Service

: chira ma dgc
© 02, Nhan v& tap tin
02 NhdnvdMplin .
: chira mé djc . 03. Giri log v& .
: v Manager ' 04. Giri log v .
. Virus Total API .
07. Thire thi Command -, 06. GUriARnéu ! .

Hinh 6. Kich ban Phat hién va logi bo ma doc

VirusTotal 13 mot céng thong tin truc tuyén do Google cung cip, st dung nhiéu cong
cu dé kiém tra vi-rt va phﬁn mém doc hai. N6 cung cép dich vu API ma AIMRF st dung
dé quét céac t¢p bam, tén mién, dia chi IP hodc URL. Dé tich hop, ching t6i st dung thanh
phan wazuh-integration chay trén trinh quan i Wazuh.

Dinh ciu hinh Manager:

Trong kich ban nay, ching t6i giam sat thir nghiém mat thu muc trong thoi gian thuc
va thuc hién quét VirusTotal ddi voi moi tép maoi hodc t¢p duoc sua ddi. Néu mot tep duoc
phan loai l1a doc hai, AR tuong ung s€ duoc kich hoat va t€p s€ bi xda ngay. Pé thuc hién
viéc tich hop, chiing t6i thém céu hinh sau vao /var/ossec/etc/ossec.conf nhu sau:

<intergration>
<name>virustotal</name>
<api_kay> “key da dwoct dn di vi li do bao mdt”</api_key>
<rule_id>100200, 100201</rule_id>#tdp ludt kiém tra
<alert_format>json</ alert_format >

</intergration>

Cac quy tic tuy chinh dé giam sat thue muc /root dugc tiy chinh trong tép
Ivar/ossec/etc/rules/local_rules.xml.

CAu hinh phan hoi tu dong AR dé loai bo cac tap tin doc hai. Sau khi VirusTotal xac
dinh tép 1a mbi de doa, Manager s€ kich hoat AR dé xoa tép khoi hé théng. Pinh ciu hinh
cho Manager trong tép /var/ossec/etc/ossec.conf.

Phan hoi tu dong duoc kich hoat theo quy tac 87105. Quy tac nay dugc thuc thi khi
VirusTotal x4c dinh mdt t€p 1a ddc hai. Khi do, cac quy tac tuy chinh sau dugc thém vao
/var/ossec/etc/rules/local rules.xml dé thong bao két qua thuc hién viéc x6a tép va thanh
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cong hay co 16i.

Dinh ciu hinh Agent:

Thay d6i cai dat giam sat tinh toan ven cua tép trong /var/ossec/etc/ossec.conf dé
giam sat /root trong thoi gian thuc.

<syscheck><directories whodata="yes">/root</directories></syscheck>

Poan ma thyc thi phan hdi tu dong dugc thém vao /var/ossec/active-
response/bin/remove-threat.sh cling nhu cac tuy chinh local rules.xml va ossec.conf. Chlng
t6i cling dang tai script nay trén github (Thanh, 2024) tai duong dan /Scenario-2/remove-
threat.sh, /Scenario-2/ossec.conf, va /Scenario-2/local_rules.xml

Két qua thir nghiém:

Thuc hién tai virus trén Agent, Manager nhan thong tin t€p doc hai tir canh bdo do
VirusTotal (87105) tao ra, xd6a t€p va ghi nhat ki phan hi tu dong. Nhu vay, khi mdt tép
duoc stra doi trong thu muc duoc gidm sat /root, Manager s& kich hoat qua trinh quét
VirusTotal va tao canh bao néu bi phat hién la doc hai.

Kich bén 3: C6 ldp server bi tin cong

Thiét lip Command va AR trén Manager:

Tao command dé thiét 1ap outbound-drop khi c6 su ¢ can bao vé, cd 1ap server. Khi
rules_id 87105 duoc kich hoat, AR sau sé dugc thuc thi.

<active-response>
<disabled>no</disabled>
<command=>outbound-drop</command> <location>defined-agent</location>
<agent_id>014,015</agent_id> <rules_id>87105</rules_id>

<timeout>60</timeout>
</active-response>
Tao script outbound-drop.sh trén Linux Agent:
May chu Agent dung CSF (agentld=014):
#!/bin/sh

csf -td 0.0.0.0/0 60 -d out "block all outbound connections for 60 seconds"
csf -td 0.0.0.0/0 60 -d in "block all inbound connections for 60 seconds"

Két qua thir nghiém:
Thuec hién tai virus trén Linux Agent. May tdn cong bi bi ¢6 lap nhu Hinh 7.

[root@mydns bin]# ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
ping: sendmsg: Operation not permitted

ping: sendmsg: Operation not permitted

ping: sendmsg: Operation not permitted

~C

8.8.8.8 ping statistics
3 packets transmitted, @ received, 100% packet loss, time 1999ms

[root@mydns bin]# ping . Z>5.204

PING I 25.204 (. 25.204) 56(84) bytes of data.

ping: sendmsg: Operation not permitted

ping: sendmsg: Operation not permitted

~C

--- IS .204 ping statistics ---

2 packets transmitted, 0 received, 100% packet loss, time l0eems

Hinh 7. Két noi téi may chii bi ¢é ldp tir nhiéu phén ving mang
Kiém tra c4u hinh khi may cha Agent bi ¢6 1ap, chung ta c6 két qua nhu Hinh 8.
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NEW, UNTRACKED
NEW, UNTRACKED

Hinh 8. Kiém tra file cau hinh da tw dong cdp nhdt

Bén canh céc thuc tién da trinh bay, ching toi trién khai thém 3 kich ban nhu sau:

- Phat hién va chén IP lg: Tich hop v6i AbuseIPDB dé phat hién ngudi dung dang nhép
tur IP la. Khi phat hién IP ddc hai, script s€ chan IP va hién thi canh béo trén hé théng SIRS
Manager.

- Phat hién va ngdn phan mém khéng mong muén: Thiét 1ap danh sach phan mém tin
cay, tao rule dé phat hién tién trinh khong thudce danh sach. Manager guri 1énh dé Agent thuc
hién script hiy tién trinh bang PowerShell va giri canh bao.

- Ngdan chan truy cdp tén mién doc hai: Tich hop véi Alientvault blacklist dé phat hién
domain thudc danh sach den. Manager diéu khién Agent thém domain vao file hosts trén
may Windows, chuyén truy cip dén sinkhole (IP gia).

Viéc trién khai hé thong giam sat va phan tmg su c6 an ninh thong tin ty dong cho cac
SME di mang lai cac két qua va hiéu qua dang ké nhu (1) phét hién va phan tng nhanh
chong, (2) tiét kiém chi phi va tai nguyén, (3) giam thiéu rui ro va ton that, (4) cai thién tuan
thu bdo mat, va (5) gidi phong doi ngii nhan sy, cdi thién hi¢u qua quan 1i va van hanh.

3. K&t ludn va hwéng phat trién

Trong ki nguyén s hién nay, an ninh mang da trd thanh mot médi quan tdm cap thiét
dbi voi cac doanh nghiép thudc moi quy mé. Trong khi cac tdp doan 1on thudng c6 di ngudn
luc dé dau tu vao cac giai phap an ninh mang phtc tap va cac doi ngii chuyén biét dé quan
i chung, cac SME lai di mat voi nhiéu thach thic dang ké. Nhiéu giai phap an ninh mang
hién tai c¢6 chi phi cao va doi hoi trinh d¢ chuyén moén cao dé trién khai va quan i, khién
chung khong phi hop véi cac SME c¢6 ngan sach han ché va nhan vién it chuyén mon. Nghién
ctru nay da d& xuat mot giai phap phat hién va phan tng sy ¢b don gian va hiéu qua, duoc
thiét ké riéng cho cac SME voi 3 thyc tién tdt nhat d3 duogc trién khai cung, dam bao ho co
thé bao vé tai san s6 ma khong tén kém qua nhiéu chi phi.

Mic du, hé théng giam sat va phan tmg sy ¢b an ninh thong tin tw dong mang lai nhiéu
loi ich cho cac SME, n6 ciing c6 mot s6 han ché nhu (1) doi hoi sy thiét 1ap ban dau phirc
tap va quan i lién tuc dé dam bao hiéu qua do cac mdi de doa an ninh lién tuc phat trién, doi
hoi hé thdng phai duoc cap nhat va bao tri thudng xuyén dé d6i phé véi cac 16 hong va mbi
de doa mai, (2) viée tyr dong hoda cod thé khong linh hoat hoac kho tuy chinh theo nhu cau cu
thé cta timg SME va c6 thé tao ra nhiéu canh bao gia, giy kho khan trong viéc phan loai va
xtr 1i su cd.

Hudng nghién ctru tiép theo s& 1a tich hop cac mo hinh hoc sdu va tap luat phuc tap dé
nang cao hiéu qua phat hién va phan tmg sém hon nira véi cc sy ¢b an ninh tiém an.
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% Tuyén bé vé quyén loi: Cac tac gid xac nhan hoan toan khéng cé xung dét vé quyén loi.

% Loi cdm on: Cdm on Hoc vién Cong nghé Buu chinh Vién théng da hé tro chiing toi trong
qua trinh thyre hién nghién ciu nay.
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ABSTRACT

In today's digital landscape, small and medium-sized enterprises (SMESs) often rely on limited
internal resources or external assistance for incident response. While larger corporations often adhere
to standards such as ISO 2700x, SMEs face unique challenges in adapting to rapidly evolving cyber
threats. Automated incident monitoring and response systems have become essential for protecting
sensitive information, maintaining business continuity, and ensuring regulatory compliance. However,
most existing security monitoring and incident handling platforms are costly, insufficiently automated,
and require highly skilled personnel, making them impractical for SMEs. This research proposes a
framework that addresses these challenges by integrating log data from existing monitoring systems
with modern, automated incident response techniques. Designed to be cost-effective and user-friendly,
the proposed solution enables SMEs to develop and implement an automated monitoring and response
system without extensive resources or expertise. By offering a practical, accessible approach to
cybersecurity, this framework aims to enhance SMEs' ability to defend their information systems,
fostering a proactive and self-sufficient information security posture.

Keywords: automation; detection; incident response; monitoring; SME; threat
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