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ABSTRACT

Recent studies have applied deep learning methods, such as convolutional neural networks
(CNNs), to structured network traffic by representing the data as images for intrusion detection.
Multiclass intrusion detection using these representations faces challenges because class
distributions are imbalanced and features differ in scale. We propose a sequential preprocessing
pipeline to convert network traffic data into images for CNN-based intrusion detection systems. The
pipeline combines categorical variable encoding, adaptive synthetic sampling (ADASYN) to address
class imbalance, and base-256 decomposition to preserve precision in large numerical fields.
Evaluation using the NSL-KDD dataset and the independent KDDTest+ test set shows that
systematic preprocessing improves multiclass detection performance.

Keywords: Data preprocessing; NSL-KDD; CNN

1. Introduction

The trend of digital transformation is global, and information systems support
industrial production, business, and social services on almost a daily basis. The increased
connectivity of infrastructures also brings cybersecurity threats, for example, through the
use of artificial intelligence techniques in social engineering and malware-as-a-service
activities (Patel, 2023). Intrusion detection systems (IDSs) continue to play an important role
in the network defense architecture.

Whereas signature-based and statistical models were less effective in detecting
unknown attacks, machine learning models for intrusion detection were developed and
implemented. Support vector machines (SVMs), random forests (RFs), self-organizing maps
(SOMs), and artificial neural networks (ANNSs) have been used for detecting attacks in
several published data-driven IDSs (Tama et al., 2019; Thaseen & Kumar, 2017). However,
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the volume and diversity of network traffic data make detection and classification with a low
false-positive rate challenging (Liu & Lang, 2019; Zhou et al., 2017).

Deep learning—based intrusion detection is a well-researched area. Several research
studies have experimented with deep neural networks (DNNSs), recurrent neural networks
(RNNs), and hybrid DNN-RNN models on benchmark datasets and reported promising results
(Al-Qatf et al., 2018; Vinayakumar et al., 2019; Yin et al., 2017). Some have opted to apply
transfer learning with pretrained CNNs (such as VGG) to improve representation. Masum et
al. (2021) found binary intrusion detection less complex than multiclass intrusion detection.

Deep learning has been extensively studied in medical image analysis and smart
control tasks (Huynh et al., 2021; Tran et al., 2022) and for learning hierarchical
representations in multimodal data. Another promising approach is to convert network data
into images, which allows the use of CNNs for the task. Network data imaging can be defined
as the transformation of structured tabular network records into matrices that can be
interpreted by CNNs. Although CNNs are useful for image analysis, differences between
natural images and network traffic complicate the direct application of image-based deep
learning approaches to network traffic.

In computer vision, preprocessing usually means normalizing and augmenting data.

However, varying feature scales, wide value ranges, categorical features, and
imbalanced class distributions in network traffic datasets complicate image construction.
Despite existing systems, multiclass classifiers still perform poorly on minority attack
categories in datasets such as NSL-KDD (Thaseen & Kumar, 2017). Hence, simple image
transformation methods do not help improve the performance of CNNs, and may even
reduce performance.

While studies of ensemble-based or lightweight IDS pipelines have appeared (Jang et
al., 2023; Wisanwanichthan & Thammawichai, 2025), the effects of different preprocessing
strategies have not been fully studied in image-based IDS pipelines. Furthermore, the effects
of feature transformation, class balancing, and numerical encoding strategies combined in
multiclass IDSs remain open questions.

This paper fills the research gap by proposing a systematic preprocessing pipeline for
converting raw network traffic data into images. The pipeline includes categorical feature
encoding, class imbalance handling using ADASYN, and base-256 decomposition. In
particular, the last method preserves information in large numerical attributes before
converting them into images (Ha & Nguyen, 2023).

The contributions of this study are as follows:

(1) A data preprocessing pipeline that converts network traffic input into a format
suitable for a CNN intrusion detection system.

(2) On the NSL-KDD dataset and its independent KDDTest+ subset (Tavallaee et al.,
2009), the proposed method performs comparably to other multiclass detection methods
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based on machine learning or deep learning.

(3) Through a component-wise analysis, we show the importance of class-imbalance
handling and structured numerical encoding for multiclass intrusion detection.

The rest of the paper is organized as follows: We present the dataset and our
preprocessing method in Section 2, detail our experimental setup and results in Section 3,
and provide our conclusions and future work in Section 4.

2. Materials and methods
2.1. Dataset Description

We use the NSL-KDD dataset (Tavallaee et al., 2009), which is a refined version of the
KDD Cup 99 dataset and reduces redundant records. This version also improves the evaluation
process. The complete NSL-KDD dataset is divided into several subsets. The KDDTrain+ and
KDDTest+ datasets used for training and testing contain 125,973 and 22,544 records,
respectively. Each data record contains 41 traffic attributes and a class label. The traffic data
are divided into normal, denial of service (DoS), probe, remote to local (R2L), and user to root
(U2R) classes for multiclass intrusion detection tasks. Different class proportions between
training and testing in the NSL-KDD dataset complicate model generalization.

The NSL-KDD dataset contains an imbalance in the R2L and U2R classes, so
preprocessing is required to train the model.

2.2. Proposed Preprocessing Pipeline
To construct image-compatible representations for training CNNs, we propose a three-
stage preprocessing pipeline (Figure 1):
1. Categorical feature encoding
2. Class imbalance handling
3. Base-256 encoding for large numerical attributes

Training for Random
Forest
Data set with 53 attributes.

KDDTrain++ |y String data —» Technical standardization Test set for Random - Training for CNN
transformation. Min-Max Forest - Test set for CNN
The resultis a |, Data balance (8x8x1)
dataset with 53 Encoding the large values of Data imaging
KDDTest++ —P  attributes —p attributes results in a dataset P - 8x8x1 - Training for CNN
with 64 attributes - 8x8x3 - Test set for CNN
(8x8x3)
- One-Hot - ADASYN Encoding uses base 256

- LabelEncoder number system

Figure 1. Data preprocessing process

2.2.1. Categorical Feature Encoding

The NSL-KDD dataset has 41 features, of which protocol, service, and flag are
categorical features. However, machine learning algorithms work on numeric values. As a
result, these categorical features need to be converted to numeric features before further
preprocessing and deep learning model construction.

The protocol attribute (TCP, UDP, and ICMP) and the flag attribute, which has 11
connection states, are one-hot encoded to avoid imposing arbitrary ordinal relationships
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among attribute values.

Because the service attribute has 70 different categories, label encoding is used to
reduce the dimensionality of the feature set while maintaining the ability to distinguish
between different services. Therefore, the resulting feature space expands from 41 to 53
attributes and provides the basis for subsequent preprocessing and image construction.
2.2.2. Class Imbalance Handling

The KDDTrain+ subset in NSL-KDD has an imbalanced class distribution. The
normal class contains 67,343 instances, while the R2L and U2R classes contain only 995
and 52 instances, respectively. Consequently, this could lead to a bias toward majority
classes and poor detection performance for infrequent types of attack. The adaptive synthetic
sampling (ADASYN) algorithm (He et al., 2008) can be used to generate synthetic samples
for minority classes. The ADASYN algorithm focuses on areas with low data density in
feature space and generates synthetic samples in the areas with low minority-instance
density. The total training dataset consists of 125,973 examples and increases to 336,771
after ADASYN. The ADASYN preprocessing serves to balance the representation of the
five classes in the dataset.

Note that ADASYN is applied only to the training set. The KDDTest+ set does not
undergo this transformation to avoid data leakage when evaluating classifiers trained on the
training set.

2.2.3. Base-256 Encoding for Large Numerical Attributes

To represent the data as images, all feature values must be mapped to pixels with
values in [0, 255]. While the majority of NSL-KDD dataset features are integer-valued, some
features that are based on rates are real numbers in the [0, 1] range.

In the NSL-KDD dataset, the continuous-valued attributes used contain at most two
decimal places. Therefore, to allow attributes to be represented with the same positional
encoding while preserving their value, each continuous-valued attribute x is transformed as
follows:

Xint = x X 102

Each of these rate features, which had at most two decimal digits of precision, was
multiplied by a power of 10 to convert it into an integer. The same power-of-10 multiplier
was applied to both the training and test features.

The integer scaling step ensures that all of the attributes in the dataset are non-negative
integers.

Base-256 Decomposition:

Attributes such as duration, src_bytes, dst_bytes, num_compromised, num_root,
count, and srv_count might take values greater than 255, but since pixel values are limited
to [0, 255], the exact value cannot be represented by a single pixel.

For each of these high-value attributes (X), we retain its format and apply base-256
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positional encoding:

X =Y a; - 256 (1)

where:

e a; €[0,255]
e Let n be the number of components.
e Each a; component is compatible with a pixel value.

The number of components n is determined by finding the maximum attribute value
in the training set:

In practice, n should be chosen to ben = |log,s¢(max(X))] + 1 (2)

where |-] is the floor function.

Thus, each attribute is represented by an n-dimensional vector:

X) - (ag,ay, -, Ap—1)

As all components are valid pixel intensities in [0, 255], these values can be used
directly in image compositing without any further processing.

For example, the maximum value of the src_bytes attribute in the training set is
1,379,963,888. The required number of base-256 components is calculated using Equation
(2), yieldingn = |log,5¢(1,379,963,888)| + 1 = 4
components in the encoding step.

The value can be expressed as:

1,379,963,888 = 82 - 2563 + 64 - 2562 + 147 - 2561 + 240 - 256°

Thus, the original attribute is replaced by a four-dimensional vector:

(82,64,147,240)

This is done for every attribute whose value exceeds 255. In the NSL-KDD dataset, the
seven attributes to which this step is applied are duration, src_bytes, dst_bytes,
num_compromised, num_root, count, and srv_count. The total number of attributes in the
dataset rises from 53 to 64 after the decomposition. The same transformation is applied to both
the training and test sets to ensure that the features are on the same scale and that there is no
leakage of information from the training set to the test set. Base-256 retains information about
magnitude without the information compression associated with more extreme scaling.

2.3. Image Construction and Model Architecture
Each preprocessed record, containing 64 attributes, was represented as an image.
e Case 1: 8 x 8 x 1 (grayscale image)
e Case 2: 8 x 8 x 3 (color image)
The CNN architecture consists of the following:
e Two 3 x 3 ReLU convolutional blocks (32 filters each)
« Two convolution blocks (64 filters)
o Three convolution blocks (128 filters)
e Max-pooling layers
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o Two fully connected (dense) layers with 512 and 64 units, respectively.
« Softmax output layer (5 classes)
Alternatively, a random forest classifier is also trained on the tabular data using min-
max scaling:

__ Xxi—Min (3)

X = Max—Min

Each of the network records, after preprocessing and reshaping, can be viewed as an 8
x 8-pixel image as illustrated for each traffic class in Figure 2. Although the images are
different from natural images, the structure of the features can be captured by convolutional
layers through the fixed positions of these features. In this representation, the features are
ordered consistently across samples, thereby preserving the relative position and ordering of
the features during the training process.

The spatial structure does not represent the proximity of the features in the semantic space,
but the invariance of the transformation allows convolutional filters to learn local feature

correlations.
Probe Dos normal Dos

Figure 2. Examples of Network Traffic Records Represented as Images
2.4. Evaluation Metrics

The KDDTest+ test set is an independent dataset, and model performance is evaluated
TP+TN

using accuracy, precision, recall, and F-score:Accuracy = ——— 4)
TP+FP+TN+FN
. . TP
Precision = (5)
TP+FP
TP
Recall =
TP+FN

(6)
F-score = 2 X PrecisionxXRecall (7)

Precision+Recall
For multiclass evaluation, macro-averaged versions of the metrics are reported, which

treat all classes equally.
3. Results and discussion

All experiments were run on a workstation powered by an Intel® Xeon® CPU (2.30
GHz), eight cores, 64 GB of RAM, and an NVIDIA Tesla T4 GPU with 15 GB of memory.
3.1. Baseline Performance Without the Full Preprocessing Pipeline

First, we report baseline model performance with categorical encoding applied but
without class imbalance handling (ADASYN) or base-256 decomposition.

In this configuration, we trained three models: the RF classifier, a CNN classifier using
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grayscale images of shape 8 x 8 x 1, and a CNN classifier using color images of shape 8 x
8 x 3. The results are shown in Table 1.
Table 1. Baseline performance with minimal preprocessing (five-class classification)

Model Accuracy (%) Precision (%0) Recall (%) F-score (%)
Random Forest 74.49 88.35 74.49 78.51
CNN (Grayscale) 74.94 70.96 74.94 70.02
CNN (Color) 76.18 79.17 76.18 71.96

Baseline models achieved multiclass detection accuracy of 74.49%-76.18%. The
random forest model had high precision but low recall and F-score, particularly for minority
classes. Thus, creating images directly, without systematic preprocessing, was insufficient
for effective multiclass intrusion detection.

3.2. Performance of the Proposed Preprocessing Pipeline
Next, we evaluate the full preprocessing pipeline, which consists of:
« Categorical encoding
o ADASYN-based class balancing
« Base-256 decomposition for large numerical attributes.

After preprocessing, the dataset is divided into training (80%) and validation (20%)
subsets. The CNN model trained on 8 x 8 x 3 color images converges quickly.

In Figure 3, both training and validation accuracy continue to improve and both
training and validation loss continue to decrease until convergence with limited divergence.
The near-perfect accuracy of 99.95% on the training set is not due to overfitting but occurs
because of convergence on the augmented and balanced training set. However,
generalization is evaluated on the independent KDDTest+ test set.

Loss

epoch i ’ epach

Figure 3. Training Results Using the Dataset Preprocessed According to the Proposed Method
On KDDTest+, the CNN (color) model in its final configuration achieved 82.60%
accuracy, exceeding the baseline configuration. These results imply that using the full
preprocessing pipeline improves CNN accuracy by approximately six percentage points
relative to the baseline in Table 1. This shows that systematic preprocessing is a key factor
for enabling CNN architectures to learn from network data represented as images.
Additionally, as shown in Table 2, the proposed method achieves similar multiclass
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detection performance to deep learning-based and traditional machine learning-based
methods reported in the literature.
Table 2. Comparison with existing methods on NSL-KDD (five-class classification)

Model Accuracy (%) Precision (%) Recall (%) F-score (%)
MCNN (Al-Turaiki & Altwaijry, 2021) 81.10 83.00 81.00 80.00
RNN-IDS (Yin et al., 2017) 81.29 - - -
SVM (Al-Qatf et al., 2018) 80.48 - - -
Random Forest (This study) 81.05 88.02 81.30 83.02
CNN (Grayscale, This study) 81.01 84.00 81.01 79.76
CNN (Color, This study) 82.60 83.80 82.50 80.90

3.3. Component-wise Analysis of the Preprocessing Pipeline

We can measure the impact of individual preprocessing steps based on the prediction
performance of the pipeline as described in Sections 3.1 and 3.2.

However, the difference in performance between minimal preprocessing and the full
preprocessing pipeline can be explained by the severe underrepresentation of minority
classes such as R2L and U2R in the NSL-KDD training set. In this scenario, the model’s
decision boundary would have largely shifted toward the class with the most records. This
leads to poor macro-averaged performance; however, by generating samples of the hard-to-
learn minority class examples, a classifier's performance on an imbalanced dataset can be
improved at the class level.

Base-256 decomposition appears to be primarily a representational improvement,
given that it yields a smaller performance improvement than the imbalance-handling step.
This is not surprising because base-256 encoding bounds the components of high-valued
numerical attributes within the pixel-value range. Thus, image construction avoids excessive
compaction and preserves information about magnitude. It is an auxiliary component
performing numerical encoding with little effect on the distribution of the classes.

The component-wise comparison suggests that the performance gains are mainly
obtained through the correction of class imbalance and the stabilization of the tabular-to-
image transformation through structured numeric encoding.

3.4. Discussion

The results also provide insight into the design of preprocessing techniques for image-
based intrusion detection.

First, our findings provide evidence that multiclass intrusion detection performance on
NSL-KDD is influenced by its class distribution. When the class distribution is imbalanced,
optimization dynamics tend to favor the optimization of majority classes within the training
data. The improvement in performance after applying ADASY N shows that it is a key factor
in multiclass evaluation of this benchmark.

Second, base-256 encoding should be interpreted as a representation. For example, if
a numerical variable with a wide range is being mapped to a pixel's brightness, the structural
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magnitude can be downscaled. Splitting these attributes into finite positional components
through base-256 encoding supports image construction and preserves their magnitudes.
While its effect on global accuracy is moderate, it adds stability.

Another observation is the gap between convergence in training and performance on
the test set. Thus, while the training accuracy converges to near-perfect accuracy, the
generalization performance on the KDDTest+ set is determined by the characteristics of the
test dataset and the similarities and differences between the training and test distributions.
This emphasizes the need for independent evaluation in cybersecurity research.

More generally, this study shows that, for image-based intrusion detection, accuracy
may not necessarily depend on novel architectures but on how preprocessing methods
determine where data in structured tabular form are mapped onto the spatial structure of the
input space of a CNN. Data preprocessing methods have a non-negligible impact on a CNN's
behavior.

This study has several limitations. The first limitation is that it was evaluated solely
on NSL-KDD, and the dataset may not reflect current network traffic. In addition, the
computational efficiency and scalability were not evaluated. The preprocessing increases the
dimensionality of the data from 41 to 64 attributes, but the intermediate representation of the
8 x 8 image remains compact. Further, this work uses a small CNN architecture and small
input image sizes to limit inference time. In the future, the proposed preprocessing
framework can be evaluated on other recent datasets and its performance in real-time
applications and on large-scale datasets can be explored.

The results show the general importance of preprocessing steps, such as balancing and
systematic numerical encoding, for effective multiclass intrusion detection in image-based
deep-learning models.

4.  Conclusion

We propose a tabular-to-image preprocessing pipeline to transform tabular network
traffic datasets into images. The pipeline consists of categorical feature encoding, synthetic
instance generation by the adaptive synthetic sampling (ADASYN) algorithm, base-256
decomposition of high-valued numeric features, and conversion of the tabular dataset to an
image format.

Experiments on the NSL-KDD dataset show that multiclass detection performance can
be considerably improved under the proposed preprocessing configuration for image-based
CNN detection. The component-wise analysis of the proposed preprocessing configuration
indicates that class imbalance handling is the main contributor to performance
improvements, while base-256 encoding is responsible for preserving the numerical
consistency of the image transformation.

In summary, our findings highlight the importance of preprocessing strategies for
structured nonimage network traffic tasks using deep learning models. Proper feature
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transformation based on certain data properties and class balancing have the potential to
considerably improve detection robustness and class-balanced detection performance, rather
than relying only on the architecture used. Further work may examine the generalization of
the proposed preprocessing framework to recent intrusion detection datasets and real-world
network traffic, as well as its integration with lightweight or stream-based intrusion detection
system architectures.
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TOM TAT

Trong nhitng nam gan day, hoc sdu ngay cdng dwoc nghién civu va vmg dung réng rdi trong phdt
hién tan cong mang, voi xu huong chuyén déi dir liéu luu luong mang co cdu tric thanh cdc biéu dién
dang dnh nham khai thic cdc mang no-ron tich chdp (CNN). Tuy nhién, viéc phat hién xam nhdp da
lop trén cac bo dir lieu mang duoc biéu dién dudi dang anh van con nhiéu théach thire, dac biét khi dir
lidu bi madt can bang nghiém trong va cdc ddc trung c6 pham vi gid tri rat khéac nhau. Trong badi bdo
nay, ching t6i dé xudt mot quy trinh tién xir li ¢6 cdu triic nham chudn bi di liéu luu lwong mang trude
khi xdy dwng anh dau vao cho cdc hé thong phat hién xam nhdp dwa trén CNN. Phwong phdp két hop
ma héa ddc trung phdn logi, xit li mdt can bang 16p bang ADASYN va co ché phdn rd co s6 256 doi
Voi cdc thudc tinh s6 c6 gid tri 1ém nham bdo toan théng tin trong qud trinh chuyén doi sang dang anh.
Phwrong phép dwoc danh gid trén bg dit liéu NSL-KDD véi tdp kiém thir doc ldp KDDTest+. Két qua
cho thdy quy trinh tién xir li c6 hé thong givip cdi thién hiéu ning phat hién da I6p so véi cdc thiét lap
tién xit Ii t6i thiéu.

Tir khéa: tién xu li dir liéu; NSL-KDD; CNN
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